A 3R ISSN 1000-9825, CODEN RUXUEW E-mail: jos@iscas.ac.cn
Journal of Software, [doi: 10.13328/j.cnki.jos.006851] http://www.jos.org.cn
O (BB 2 Bt B A1t 5 BT ROBLT A Tel: +86-10-62562563

:FIEIM:H:EI’J?EA IR E AN R MIIE
REEY RN, RN Eump EE A48V

TOREH TR 5,0 T KE  116024)

YO TR IZAE M4 5 R4S M BT S =, I RiE 116024)
CCRREIEA R AR, RKEE 300300)

“(NTT DATA B REIRFERF AL AT, H A BEE  222-0033)
JEAER: FL4ESR, E-mail: wqgkong@dlut.edu.cn

W B AABRAE A%l Ky -4r b = R (Bp s A Aoty b 69 PR 7T SR 46 ME A3 A L3R AE T XALARIE T A%,
— IR EA BT S RSP RAVAR T — A A SRR GBS AL AR A F DR T A DLV k4R
BAAERAENEGAXL DLV Z—AAT A3 B% o £APE M g o0 A M09 22 &A1 B4 % A
ALK 6 R AL AR AR S TN B ) A 8GRI 19 A, R B 45 DLV R R AAE A F #1854 1 69 IR E. &R AN
F& NVIDIA #4935 535 LA B 22 M) E 56 9 AT 32 b 7 ik e b 3 AN M) 2 5 2 AR B AT B4 % 69 % 4 40 o 31
o BAVEG R I 22 R AR T LR RBARNELE o R G A3 FUME AR 5 £ (BP R IE A 69 5% 0 20 3, AT A9 A ST 1L
PRI IR B B B AT AR I Al (de RAPTA DNN E#HEH LIRS L, EXMHFATREXLTHSG
S T AL A AR R BT 5 09) RAE A (F2 XA B LT, i et Stk BAR) T A B T U6 42 0 M 46).

KRR AABIRAEHAA; AN BPAE LR E AR IRIE

FEESHES: TP

thaCs| I SR REL TR A, W B, T SRR, — Rl e T P I % ) SR B SRR T i R AR
http://www.jos.org.cn/1000-9825/6851.htm

5| % 30: Wu HH, Zhang YN, Hou G, Watanabe M, Wang J, Kong WQ. Verification of Steering Angle Safety for Self-Driving
Cars Using Convex Optimization. Ruan Jian Xue Bao/Journal of Software (in Chinese). http://www.jos.org.cn/1000-9825/6851.htm

Verification of Steering Angle Safety for Self-Driving Cars Using Convex Optimization

WU Hui-Hui'?, ZHANG Ya-Nan®, HOU Gang'?’, Watanabe Masahiko®, WANG Jie'?, KONG Wei-Qiang"?’

'(School of Software Technology, Dalian University of Technology, Dalian 116024, China)

*(Key Laboratory for Ubiquitous Network and Service Software of Liaoning Province, Dalian 116024, China)
*(Automotive Data of China (Tianjin) Co., Ltd, Tianjin 300300, China)

*(NTT DATA Automobiligence Research Center, Yokohama 222-0033, Japan)

Abstract: Providing formal guarantees for self-driving cars is a challenging task, since input-output space (i.e., all possible
combinations of inputs and outputs) is too large to explore exhaustively. In this paper, we present an automated verification technique
ensuring streering angle safety for self-driving cars by incorporating convex optimization and Deep Learning Verification (DLV). DLV is
an automated verification framework for safety of image classification neural networks. We extend DLV by convex optimization
technique in fail-safe trajectory planning to solve the judgement problem of predicted steering angle, and thus, to achieve verification of
steering angle safety for self-driving cars. The benefits of our proposed approach are demonstrated on the NVIDIA’s end-to-end

self-driving architecture, which is a crucial ingredient in many modern self-driving cars. Our experimental results indicate that our
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technique can successfully find adversarial misclassifications (i.e., incorrect steering decisions) within given regions and family of
manipulations if they exist. Therefore, we can achieve safety verification (if no misclassification is found for all DNN layers, in which
case the network can be said to be stable or reliable w.r.t. steering decisions) or falsification (in which case the adversarial examples can
be used to fine-tune the network).

Key words: self-driving cars; steering angle; autonomous vehicle; convex optimization; safety verification
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