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Abstract: Smart contract is one of the core technologies of blockchain, and its security and reliability are very
important. With the popularization of blockchain application, the number of smart contracts has increased explosively. And
the vulnerabilities of smart contracts will bring huge losses to users. However, the current research focuses on the semantic
analysis of Ethereum smart contracts, the modeling and optimization of symbolic execution, and does not specifically
describe the process of detecting smart contract vulnerabilities using symbolic execution technology, and how to detect
common vulnerabilities in smart contracts. Based on the analysis of the operation mechanism and common vulnerabilities of
Ethereum smart contract, the symbol execution technology was used to detect vulnerabilities in smart contracts. Firstly, the
smart contract control flow graph was constructed based on Ethereum bytecode, then the corresponding constraint conditions
were designed according to the characteristics of smart contract vulnerabilities, and the constraint solver was used to generate
software test cases to detect the common vulnerabilities of smart contracts such as integer overflow, access control, call
injection and reentry attack. The experimental results show that the proposed detection scheme has good detection effect,
and has the accuracy of smart contract vulnerability detection up to 85% on 70 smart contracts with vulnerabilities in
Awesome-Buggy-ERC20-Tokens.
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Tab. 1  Partial common opcodes in Ethereum
(R pIE iRy P
0x00 STOP kAT
0x01 ADD MAR IR arg0 argl, B arg0 + argl 455 At
0x02 MUL MARH I arg0 argl , B arg0 * argl 4554 AFL
0x03 SUB MARH L arg0 argl , B arg O — arg 1 £5 58 AfR
0x55 SSTORE MAZHEH arg0 ,argl , ¥ argl £7 731 Storage [ arg0 4b
0x57 JUMPI AL arg0 argl , 24 argl LI, BRG] arg0 Ab
0xf0 CREATE IS 2R 15 2k
0xf1 CALL A A1) B 24
0xf3 RETURN SEAIIAT 1R [
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Tab. 2 Ethereum smart contract vulnerability types
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function mintToken (address target, uint256 minted Amount)
onlyOwner
{
balanceOf] target | += minted Amount;

totalSupply += minted Amount ;
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#2 2 BatchTransfer-Overflow J i o
function batchTransfer (address [ ] _receivers, uint256 _value)

public returns (bool)
{

uint ent = _receivers.length;
uint256 amount = uint256(cnt) * _value;
require(cnl >0 && ent<=20);

require(_value > 0 && balances[ msg.sender | >= amount) ;

return true;

f
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function setOwner(address _owner) returns (bool success)

|

owner = _owner;

return true;
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contract Owned

%

address owner;
function owned () public
{

owner = msg.sender H
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contract CallBug{
function callFunc(bytes data)
{
this.call(data) ;
f
function authority( ) public
|

require(this == msg.sender) ;
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contract DelegatecallBug
{

function delegatecallFunc(address addr, bytes data)

{
addr.delegatecall(data) ;
f
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contract Attacker
{

function attack ()
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contract ReEntrancyBug |

balances] msg.sender | — = amount iX

function withdraw (address addr, uint256 amount) public
{

require(balances[ msg.sender | >amount) ;
require (address (this).balance >amount ) ;
addr.call.value (amount) () ;

balances[msg.sender] —= amount;

{
f
contract Attacker
{

constructor(address _reAddr)

1
re= ReEntrancyBug (_reAddr) ;
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function () public payable
{ //fallback PRIEL
if(re.balance >1 ether )

{

re.withdraw (addr, amount) ;
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FOR each instruction of P
IF S is the first instruction of P THEN
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END IF
IF S = “JUMPI” THEN
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Tab. 4 Integer overflow judgment scheme
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Fig. 2 Process of smart contract generating control flow graph
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setOwner PR BCER T L TR [RT o 24 5 A5 3 % i 77 1 % 360 iF
Jei, AR5 H 51 M Ik FH setOwner PR3 B0 3IE AN 3, il %
REVERT#H4> .

3.2.3  CallizAAn]
Call AR A=A
1) Hbctik W] LA 456 5
2) ST LR 4l
2438 3| call | callcode delegatecall FEA I A6 0 hE 2 A
LA A ANRIE 38 5 24 SRR A e it i 25 3 R T
1,82 Mtttk s T LA O s R ARSI 3 FH 2 802 45 T
VIR ZASARIE, I R W3 A8 FI 2800 AR 4=
et Ui o
X R 6 Rl iy B U -
possible_addresses: [14901585321805284656194433588479748435

7075474970, 0, 1]

possible_func: [b"\x00\x00\x00\x00’, b"\xO1\x01\x01\x01’, b"\x00\x02\
x00\x02']

X b ik A A S EAG I | 283k 24 SRR A5 T LA s 21
MO AR Z (L, LR sl AN S H0T LA P AR, ity
call FE AW
3.2.4 EANRRMD

&k NG SO

1) BREOR I A5 290

2) gas KT 2300 (gas /S 2 300 B} A i — A 24 6 ] 55
— B TLER);

3) Call {938 FH St HE AT LA T 5

4) Call BRAEERAT LT 5

5) Call 047 525 $hAT SSTORE #24F .

HHIBR AR I 60 35 B ROk A n] T AMEIR TR . 7EAF 540
Frad FE b 8 B0 2 FIREE 1) ~4) S B AR IS, CRAF AT 1
RAEE. 3 Call BAEIRATSE G , AARAT SSTORE #4F: , BISAAT
] storage 5 ABRAERT, SEBCHAPIR S HUTE B, A F R
DA A5 il o PR R P D7 A RT REAE e JIC 2 i e BT SR A T
P, S BUSSTORE #4E R AT o XA 7 AT S B A 5
-

Type: CALL (0)

From:attacker(0xch23551h14667759¢98{805¢589caa76a78h7cc4)

To:contract0(0x4da25de5ha6bh9ae0426e2060427¢988h60e5279)

Value: 490 (*)

Gas used: 3000000

Return_data: Ox

Function call:deposit() => STOP (*)

Type: CALL (0)

From:attacker(0xch23551b14667759¢98{805¢589caa76a78b7cc4)

To:contractO(0x4da25de5ha6h9ae0426e2060427¢988h60e5279)

Value: 0 (*)

Gas used: 3000000

Return_data: Ox

Function call:

withdrawAll(235) => STOP (*)

tx.is_human:False
tx_result:STOP

tx.gas:2999431

Location: (407461482571921275407577332650820263379991131684,
375, 'Reentrancy bug’, False)

RIAESHRAS T, 325 A 29798 A (1x. is_human) , 38 5)
) (tx_result) , 22 5 1) gas (tx. gas) KT 2300 A, 1R T YA
PATME B (location) , FFAERZIIATHY G ASRAE PN T 2477

SIS i
3.3 WiRER

7R M Awesome-Buggy-ERC20-Tokens' "™ 30 H w7 1% H T
700635 A TR AR BES 24, X AT T 0T e 2RI 2 2R
W3 5 BT | E A 5 200 85% , A H IR IR 20 10% , A
STERE G 5% T A7 5 AT R AR I R AR | String 26
RIS AL I A FEFRAL BEAEAE B 45 ()R, S BU R SR
TS i s, O ELRS R TR



% 4 3

RAPE AT H 5 HATH

o A A 24 R TR A g 3

R5 FRAYRERUER

Tab.5 Smart contract vulnerability detection results

N =
W 1 w0 AR
=] i =]
BatchTransfer-Overflow 5 5 0
Totalsupply-Overflow 20 13 3 4
Mint-Token-Overflow 10 8 2 0
Setowner-Anyone 5 5 0 0
CustomCall-Abuse 20 18 2 0
Re-Erntrancy 10 10 0 0

4

T T AT S AT B4 T G S Ty 5

L5

ASSCER R UK T RE& 20 TR L B0 22 PR IR, £
LA SRR AL

TTRA RIFRIMNZCR . F—LRATE S 5 I T IR R
AT TIARSETTE ST, 45 5 5 9 R FOR R A M
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