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Abstract: The lightweight tweakable block cipher MANTIS was published at the international Cryptology conference
in 2016. It adopts the FX construction and the TWEAKEY framework, and can be applicable to the devices with the security
requirements of low latency and high real time in the Internet of Things. The novel ciphertext-only fault analysis on MAN-
TIS is proposed and discussed on the basis of the random nibble-oriented fault model and the assumption of ciphertext-only
attack. On the public tweaks, the attackers can take advantage of the non-uniform property of the nibbles after fault injec-
tions, and recover the secret keys of all versions of MANTIS. The experimental results show that the new double distinguish-
ers of Dirichlet distribution-Hamming weight and Dirichlet distribution-maximum likelihood can recover the 128-bit secret
key with 392 and 396 faults, respectively. And the probability of success is no less than 99%. The proposed ciphertext-only
fault analysis can not only decrease the faults, but improve the attacking efficiency. Thus, MANTIS cannot resist against the
ciphertext-only fault analysis. It is vital for the security analysis and protection of other lightweight tweakable block ciphers.
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