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Multi-view Outlier Detection for Attributed Network Based on Knowledge Fusion
DU Hang-Yuan' CAO Zhen-Wu' WANG Wen-Jian"? BAI Liang?

Abstract Outlier detection on attributed networks is of important theoretical and practical significance in the net-
work security, ecommerce, financial transaction and many other fields, and receives more and more attentions in re-
cent years. Most existing outlier detection methods usually generate decisions by pattern mining on the network
structure or node attributes. However, it is difficult to make a reliable description for abnormal objects by just rely-
ing on the limited attribute and structure information directly available from given network data. Furthermore, the
nodes in networks are usually associated with abundant domain knowledge in the real world, which has great poten-
tial value for outlier detection. To this end, this paper proposes a multi-view network outlier detection model based
on knowledge fusion, which identifies the abnormal pattern effectively by complementary fusion of network data
and associated knowledge under the multi-view learning mode. Firstly, the model applies TransR to extract know-
ledge vector representation from domain knowledge graph, and constructs a twin network with the topology struc-
ture of the input network. Then, the attribute encoder and the knowledge encoder are constructed under the multi-
view learning framework to embed he attributed network and its twin network into their respective representation
spaces separately. On this basis, the network embeddings in two views are integrated into a unified representation
by the aggregator. Finally, the abnormal score of each node is evaluated by integrating the reconstruction errors in
the two different dimensions, and the abnormal nodes in the network are then recognized. Extensive experiments on
real network datasets demonstrate that the proposed model can realize effective fusion of domain knowledge and ac-
quire better outlier detection performance than baseline approaches.
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E X
112
Ly = HX+K—XHF (14)

W T A8 A AV R &R RS 30w,
PRI A T SRR AL EE A 1R 72 IR R 46 D0 2% 55 2R A R 4%
BT NSRS IR, £, hE M EMRZE, R
(15) & X:

S
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score (v;) = A|x; + ki — §:1||§ + o Ja 1 X 5 e 2, TR I 3 1 X S B A BT i 4
G- Na—al?  (16) SRR HHOTR P R iR

H score (v;) T R v IR H 73480 T RRZT
AR SRR AR BR RS BT RO S i R

2 b, MOD-KF #5781 5532 S i A el 45
R

B 1. BMENE R ERNE X MOD-KF

BN BIERNZ ¢ = (v, E, X), SUSARKE 7 = (N, R,
T), P RE N, RSB P, mRIE IR L.

il AR E VRS score (v;).

1) BENLRI AR SEAR hy RSEA e, K &R v, BUATAIRE
M, ATIIZEZHGEE Wene, Waee, B ¢ FE A& b;

2) i+ 0;

3

4

) while ¢ < L do
) AR (1) T R R SRR AR R AR 1
5) MR (2) HE=ICARE
6) REVMEEEHR b, r, ¢ A M,
7) end while
8) FE T U AIINHERE K MG 2R A 2% g
9) while i < L do
10) R4 (4) F15K (5) 705 G A g/ R Y R
FNECARJE ST R B BER T R e, IFIE—1L;
11) MR (6) A1 (7) TR Mg DA% f 4t Zg
FHIRgIE A T Zg/;
12)  fEAR (9) X (10) X zg Al Zg FATRA, 3K
REMBE G —FTR;
13) MR (11) A0 (12) BEAT Hh AN S ARG SURRAE A
14)  WIERX (13) iHE#E c;
15)  RIEAEREEF A T NESE Wene, Waee, € F b
16) end while
)

17) Return score (v;).
BREDT

MOD-KF R iy 2 WL g 5 2 . 56 4 A0 i
M as 3 > T BRI R, £ 2 A R gt a5 b, R
KREENZH R R R ERTUERIRN O(nd' H + md'),
H, H=max(d, d), d NHmIBAEFHRANLEE, n
AL T AL, m AR A theEE
TCER . B AN 2N O(2nd'), Y
% TP 5 R RURF AL 5 (0 R % B 0 0 O O(nd!) A
O(nd'H). BT n — oz KT 2, Bk, BRI S A
225N O(nd' H + md' + n?d').

4 SEIG R
ST HIR
BB AE T 3 A 29205 R 4 KA 5

3.6

4.1

SIS HOHE (A R, FRATLE £t S i i o i A 2%
R T RN I 1) AR SR B — E UL, DL
I3 I AT TER RN % B A& AL 2) 245850 2
oK 1R R R R S0 K4t 4R R SRR I, 1 DR M R A
JET REAR B 5 A s 1 A R e

AmazonBooks. B F1F0EidE4E, ok H R mvE
MRS Amazon Review Dataset H 1 B 45 5 28,
o 290 R AP E R 5 000 7326 1F IR
B, BT R A B A P PR Ay, AT
T s AR AT L, IR P 50 ) ) 3 (A S
FANE 2%

MovieLens. HEPF 8R4E, HHERE LR H
FAE R W E R 3 MM, 23 17 6 040 £i7
FU%E 3 900 FBELFZ UL 100 JJ 5% VE o B . A TK
SR AE M R, BT RAEE TR
WrAS 20 A1 B TR S5 20 AN & 1%, K F P82 R
SEIFVFAN I8 R AE AT RURIEL.

Last.FM. HHTEZ & 5k Wik Last. FM RE M &
SRS EGR AR, A PE B i E B AT
TSR . FE R, A E B E AR ID,
IR IR KA SRR E . BRAT TR A /R 10 a5
DAFH Foxr 3t 0 3 (RIS 96 S AR D94 s )i ad.

N T EREE S B &, FRATTKHE 10-core JFE I A
RS A R DA AE 10 DR HE ISR
MIITH 5 B AE H.5C /A0 P 2% B i . 72 L RR il
oW i U 0 E /NGl s W T I YV €7 S 0 PE
NG S A A S, T 7 AR SR YT VR e
W E b, BART S, fEIE NG 7, % & Amazon-
Books il Last. FM 4 45 4 (1) /NERIFE R 20, 24
N 10; ¥ B MovieLens U5 £ i i) /N [ AR
10, &R 5. AEFENE R, BN
BEHLAMEL 1) 100 /N7 s070 Bl A 1 B 22 e e KR PR A
T REAT R AR X AR AR iR T T, A
DBpedia 1 Freebase "l U 5 b £ s £E A0 5
() = Jn2H, Ae) g FL AN R Bt ST i FH i 4R
PEAAGTHE B AR 1 FoR.

42 SKRE

1) F2 5%

ASEE 5 Fh S R BRI L TR S A
HEH B MOD-KF B3 347 PhAs, 1% 8 77 VA 5
T T T 2 S e () 8 B RVE RN B R R, I HL
W IR FE 5 21 R 2 WL 1 5 ) S A R g . Bk da:
Radar™, GAANY, Dominant!", SpecAE!"!, ALA-
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Table 1  Statistics of datasets in experiment
. RE:S3Ed G IR
Bl . ; —~ — . -
il JE b bl FHF PR KA EVntil
AmazonBooks 24 915 28 128 742 0.0247 124 320 93 541 853
MoviesLens 2182 20 31573 0.0522 50 875 52 181 639
Last.FM 23 566 8 187 472 0.0258 47 986 12 325 147

RMP. Hodr Radar #&— 5 T-5% 22 0 i o e &
SRR E = ) RS Bk ZE LS
28 2R ) — B R AN 99 A GAAN Jg — ik
TR BN B P 2 1) S ARSI V2, MK e A R AR
PG RS A 23 [) FR R B AR IR0 2 3R 7R SN S
T AR A]; Dominant A M4 1 55 15 A H
WX 2% B ¥ 25 R RN @ SR [ g, 7E Autoen-
coder HEZE T ) F B 4453 2R 1R 01 ) 24 Hh 1 St 1 A
SpecAE J&—/N 3t T3 AU e BRI HEZE ) FI) H
oz R A RO S0 R A At YRR R 2 1]
(PRE S, O AR 2 S % B AN TSI A 4 Al R S
ST SR ALARM 72— A 22 40 B S A 0 A
Bl 2 AN AT I B GRS A% 2 21 s AR AN R £ s
BT FRIR, BT 2 B R A 45 RIS
AT F T AR .

2) PRt FRAR

FESRIG A LAR 3 AN S i R I ) 5 Fe bmovt
B OTEI PR RE AT VAN

ROC-AUC. 1ER 575wl 75w )iz 8 )
PG FBL, ROC B MR HE B S 570 45 A7 AL 5 R il
G5 IR 1 B PH P 2 SR BH At 2 AH S Hh 4. AUC
fH2 ROC B & N AR, B0 ERABA R
0 08 ) 2% HR AT T — 0 S T RURH I Y R EAT TR
R4y B EE. AUC BUEBHZIE 1, R 75
o 2 R R 4T

Precision@K. 37~ HH 5 5 K JUAR B 7= A= 1) JiF
K AN 25 Fp B S 7 0T m i B, X — 25 R
8 0T A Y S o U ) S R

RecallQK. N H 5 5 R B AL 7= A (1 AT K
ANES I 25 SR TS e T A e S O B S T
B, 1ZFa b DB R R 1 3R 7 R 45 R A &K
PR =

3) LIS HNE

R TG BEATL M SRR g IR R AR I R, R R
HYEBENLIZAT 50 Ik, B &5 B~ 2 (E 34T E .
TESEES A BT A SvE it 28 0017 SR A GEE RN
128. MOD-KF #8fi F§ Adam FRA6 28247 I 45,
¥ FBN 0.006, P REE NN =05, IER
SEE N 5. iR #E MOD-KF %A 28 1 s 8l 77 s A

[, B FL o PR R T kAT SR b A, RISE A AN
REHBMN MOD-KF_ Add fff B8R & %M
MOD-KF _Concat. #&FE2 77K HAE & 45 H 1)
HWKESH.

4.3 ZEWHERS57HR

4.3.1 KMMEREELES
2 4 T AR S E RGN T EAE 3 AN B SE
RIS AUC H, AN ROC B2k 3 A,

® 2 BITHEEAFRSGEE L AUC H

Table 2 AUC values of each method on
different datasets

ViRV AmazonBooks MovieLens Last.FM
Radar 0.7205 0.7586 0.6891
GAAN 0.8436 0.8203 0.7504
Dominant 0.7585 0.8246 0.7331
SpecAE 0.6824 0.7348 0.6706
ALARM 0.7643 0.8165 0.7729
MOD-KF _Add 0.8230 0.8852 0.8106
MOD-KF _ Concat 0.8364 0.8743 0.8213

SAASKE , MOD-KF A& 75 T P9 i 58 & 5
W& I # AT DAAE 3 AN SEie A 5 EARIG BN 5 1 7
W MYERE. SpecAE BEFI A B B g bd 45 7 )
>3 AU TR Y 28 S5 4 1) 1m) B R, R e 1t
oy 22 S I A Jmy S T RS, fl T 4% R 2
fEJEME S S 3L R B2 R P2 2R 1Y, SpecAE B2
TE 57 2 M 28 2 m 5 O B IR — 2 Ay har
DR AR, PRITAE 3 Mg Bkl 45 5K AUC
K. Radar Skt 2% >3 M1y A Bk 22 R R il o 2%
o & VAN S ) S T AR A R D BT R 2 BR T
EIZHUH, R A 2 A B AR AR
TAZHIRESIAS A, PRI A ASRAF 2 A5 = e il
G55, Dominant 5% BT A 28 W 45 I 45 15
R SR BIARGER R, H R RN 45 3 AUC 15
FHE SpecAE 1 Radar A5~ R 2. ALARM
SRR KU IR 2 s T AL, FEAS R T 5
I RRMER R, BT 2 AR Rl 45 SR S0 e )
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Fig.3 ROC curves of each method on different datasets
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TRAE AT PRI 4 I AT RE T I 22 48 S8 MR A 7= AR 1)
AFIFZm . GAAN HEIE AmazonBooks £#54E I
PG T MWL R, XFEEH T ZEEEE—

SE AR BCRE 71, T ZE DI R 008 5 AT PR IR 15 90 R
e AR T S i A o A R AR R . [
B, BT GAAN AR pR A8 75 B8 FH HE 8 2 A 1)
FE PR AAREAR, 2 I 2% B5OHE 1 o A R PR R S A
BN Jm] ) R M B8 52 B — s s, R AE
MovieLens 1 Last. FM 3B RN —%. AR
H T MOD-KF 5284 ) F 400858 Jn 13 A= Rl A< Ao ) 194 26
(1028 A DR 2% 44 A8 R R AR S ko T 28 5080 1 80k
78, MR TSR P 0 A R P S [ R RS X 48 e
IR AR . 7E MovieLens fll Last. FM #(#5 4 I,
MOD-KF _Add fl MOD-KF _ Concat F# 45
D3RS AUC {5, /£ AmazonBooks (44
b XA EE A B AR ) GAAN SRR Bk
X WITE 2 A BEIHEZE T il & 4008 R RO T 32 i 2
TE J& MW 48 5 AT 55 R R SR B 0 2 T AT B
R

3K 4 5B T AR F R FIAAE 3
AN YRS _F3R15 1 Precision@K Al Recall@ K 31l
g Hoh ) ST IR MovieLens #84E, K
I BUE AR RN 5, 10, 50, 100; 7E 575 A H s 4
b, K FIBUEMK K& 50, 100, 200, 500.

Mo e gE AT LU 52 3], MOD-KF 76 K £ £
5 L AH b A Ry e 8 TR A TR 2 B R T
L EASER) 2, 78 AmazonBooks #idi4E L, GAAN
RIS T B Precision@200 A1 Precision@500 1H,,
1M MOD-KF _Add W3k 7 5 AR Precision@
50 Fll Precision@100 25 3. XE W, fEHEA B E 1
Kl 4t i MOD-KF  Add kS5 N 48, X
X e TR BRI O HE S g B L
7f MovieLens $#54 F, ALARM #3515 7 il
1] Recall@b &5 5, HEEE K K, MOD-KF
Add 1 MOD-KF _Concat Z#i R I H L. XLk
SEIG S BB MOD-KF 4 B 78 AN [[) R Y [ A
HBAE L IRAFHT X 288 S T s I B AR A A R

BEAR, JE ik s g Bk AT LUR B, MOD-KF 45
RUAEAS FH RSt 56 5 S M B #3045 1 AT SRR
(1) S R 5 L, I 3R IR P A 2R T R SR e AP
2 TR W% 0 i 08 S B ATk 01 R R ) 4% S0 1 A R
B, BB R 1 S A D
4.3.2 HEMSCIG

NT %58 MOD-KF R A [R] ¥ 4476 57 8 460
ORI B A AR R 52 RATAN AR B MOD-
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% 3  AFABEER PrecisionQK 45

Table 3  Results of different algorithms in terms of Precision@K
N A 7
Hth K .
Radar GAAN Dominant SpecAE ALARM MOD-KF _Add MOD-KF _Concat
50 0.8236 0.9008 0.8412 0.7784 0.8431 0.9248 0.9183
100 0.8393 0.9078 0.7927 0.8069 0.8113 0.9194 0.9146
AmazonBooks
200 0.7543 0.8851 0.7329 0.7208 0.7840 0.8742 0.8616
500 0.7340 0.8633 0.7624 0.6905 0.7517 0.8526 0.8519
5 0.8040 0.7960 0.9840 0.7920 0.9680 0.9800 0.9720
10 0.8420 0.8540 0.8940 0.8180 0.8960 0.9540 0.9440
MovieLens
50 0.7194 0.8405 0.8368 0.8177 0.8526 0.9357 0.9022
100 0.7271 0.8111 0.8224 0.7670 0.8365 0.8978 0.9095
50 0.8174 0.7579 0.8148 0.7392 0.8384 0.9002 0.8886
100 0.7855 0.7413 0.7969 0.7132 0.8085 0.8826 0.8871
Last.FM
200 0.7247 0.7554 0.7331 0.6807 0.7948 0.9053 0.8966
500 0.6716 0.7525 0.7143 0.6365 0.7743 0.8623 0.8704
£ 4 AFEFDFH) RecallQK 45 %
Table 4  Results of different algorithms in terms of Recall@K
» SR
K g K )
Radar GAAN Dominant SpecAE ALARM MOD-KF _Add MOD-KF _ Concat
50 0.0631 0.0728 0.0662 0.0618 0.0660 0.0746 0.0743
100 0.1319 0.1471 0.1353 0.1185 0.1304 0.1486 0.1506
AmazonBooks
200 0.2425 0.2839 0.2495 0.2311 0.2351 0.2792 0.2805
500 0.5880 0.6810 0.6063 0.5211 0.5903 0.6776 0.6846
5 0.0322 0.0356 0.0353 0.0296 0.0423 0.0420 0.0416
10 0.0684 0.0752 0.0781 0.0654 0.0733 0.0813 0.0852
MovieLens
50 0.3238 0.3228 0.3611 0.3141 0.3599 0.4040 0.3961
100 0.6359 0.7041 0.7098 0.5811 0.7118 0.7862 0.7770
50 0.0659 0.0609 0.0644 0.0610 0.0656 0.0712 0.0724
100 0.1074 0.1086 0.1164 0.1034 0.1121 0.1221 0.1257
Last.FM
200 0.2291 0.2380 0.2475 0.2231 0.2420 0.2788 0.2771
500 0.5467 0.5990 0.5957 0.5131 0.6340 0.6931 0.7022
25 N Rl gAY — 5
B, S EEREAINEE R AUC HInE 4 Fros. 433 BESH

A LAE H, Joie 2 5ok AR B MOD-
KF 1 if72 fp AR MOD-KF_ 2, &
AT S8 K I BE AR HE MOD-KF _ Add A1 MOD-
KF Concat #FER N R EMZR. X —4 81K
B Stof 19X 4% 250 AR S50 R L 40425 40 30 D S i A DU £
A R AL T AT AR, A ZF T ) 6T
W RV TR PR R IR AL R PR 3d i i iR
TN ANBE R~ HEAT 11 BRI oA B <P (43
AT REAS B8 52 T, — T T %HIE T MOD-KF
BRI 50, 59— 7 T A s e HE R A0 P R i
PRV E $if 3R D9 288 B8 23 A R P 7 T AR AE — 8 1 — 3K
PEAE M.

RNTRICFHE R BN R SR BL i\ 4E
fE S H0 MOD-KF B MR 52, AT X
BB S B HUAS [ B I A ) AUC (B T HE . BT
BT PR 5 S R A SR AR () S AR D 25 SR o B2l 3R
THESE i R 7 MOD-KF_ Add 75,

1) P 5%

P RN TR R R4 B bR N R
B, N = 0B, B JE P R AR E R A R OR TN
SE R R R ZEAE AR B AR, 58 KR 45 H R R
TR ERRA: 2N = 1, BALS R & Fon R IE
HIRZEMERNAE bR, AT S8 M AN S iR
FIWT T AR R . N BUEE X A B, 45 R
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Detection results of ablation experiment
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Fig.6  Impact of different embedding dimensions on

detection result
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Fig.7 Impact of different attention heads on
detection result
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