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Abstract: Security threats faced by embedded control software were analyzed: cloning, reverse engineering, and tampering. The
embedded control software security design strategies and security analysis were presented from three aspects of security authentication
chip, program encryption and decryption, integrity verification, and security processor. Finally, based on security authentication chip,
symmetric and asymmetric encryption algorithm and embedded control softwarre for secure key memory, a security application

solution was designed, which could protect the confidentiality, integrity and non-denied of the software. It has great reference value for

the embedded controller design.
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