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Research on Attack Scene Association Rule Mining Method Based on Alarm Attributes Clustering
CHENXingshul’z, HE Taol, ZENG Xuemeiz*, SHAO Guolin®
(1.College of Cybersecurity, Sichuan Univ., Chengdu 610065, China; 2.Cybersecurity Research Inst., Sichuan Univ., Chengdu 610065, China)

Abstract: In order to solve the problems that the association rules are not fully exploited, the attack scenario chain breaks in the existing attack
scene reconstruction methods, and false alarms of security device affect the accuracy of attack scene reconstruction, an attack scenario association
rule mining method based on alarm attributes similarity clustering was proposed in this paper. The method can effectively mine attack scene asso-
ciation rules, reduce attack chain breaks, restore actual multi-step attacks, and help the security administrator to deeply understand the attacker’s
intrusion behaviors and master the attack. First, the alarm data including the original alarms of security device in the real network and the data
source was preprocessed and normalized. By constructing an alarm time series, the FFT and Pearson correlation coefficients were used to analyze
the characteristics of the false alarm period to generate a false alarm filtering rule. Then, an alarm attributes clustering method based on dynamic
time threshold was proposed. The similarity between alarms was characterized by the similarity of alarm attributes. The clustering time was up-
dated according to the interval between alarms and the dynamic time threshold. Finally, the Apriori frequent item mining algorithm was used to
generate the attack scene sequence pattern, and the attack sequences with repeated steps were merged to generate the association rules. The experi-
ments results showed that the proposed method can effectively alleviate the impact of attack chain breaks and false alarms. Compared with the
comparison methods, the integrity of the generated attack scene association rules can be effectively improved.
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