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Abstract In recent years, the growing number of malicious software poses a serious threat to system security and has
caused huge economic losses. Researchers have proposed many malicious software detection schemes, but due to the
presence of packers and polymorphism techniques, traditional detection solutions such as static feature matching are in-
adequate. In addition, the traditional application layer dynamic detection method also has the disadvantage of being easily
disabled or bypassed by malware. This paper proposes an approach for malicious software detection by using the low-level
data flow relationship, which monitors the data transmission of the benign program and the malicious program at the
low-level, then generates the data dependence graph, extracts feature from the data flow graph to form feature vector, uses
the feature vector to measure the similarity of data flow graphs, and evaluates the malicious tendencies of software behav-
ior to achieve the goal of quickly detecting malicious software. The method has the characteristics of low complexity and
high detection efficiency. The experimental results show that the malware detection method proposed in this paper can
achieve higher precision and lower false positive rate, which are 98.50% and 3.18% respectively.
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Figure 2 Comparison of local data flow graphs of two malicious programs of the same family
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Figure 3 The steps of the malware detection based on low-level data flow analysis
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Table 1 Comparison of the amount of data before
and after screening
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Figure 4 Generation of weighted feature vector sets
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Table 2 The malware data set used in the experiment
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Figure 6 The architecture of experimental platform
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Table 4 The comparison of detection result
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