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Abstract With the invention of deep learning, artificial intelligence (AI) has ushered in new opportunities and is boom-
ing again. However, its privacy, security, ethics and other issues involved are also increasingly concerned by people. The
adversarial samples, the vulnerability of artificial intelligence, especially deep learning models, are directly in front of us
in recent years, which makes it necessary to pay attention to such problems during the practical application of Al technol-
ogy. In this paper, a brief review of adversarial sample generation under white-box and black-box attack protocols is given.
We summarize related techniques into three levels: signal level, content level and semantic level. We hope this paper can
help readers better find the nature of the adversarial sample, which may improve the robustness, security and interpretabil-
ity of the learned model.
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