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Network Anomaly Detector Based on Multiple Time Series Analysis
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(1. Cybersecurity Research Inst. ,Sichuan Univ. ,Chengdu 610065 ,China;2. College of Computer Sci. ,Sichuan Univ. ,Chengdu 610065 ,China)

Abstract: The anomaly detection of network traffic in practice requires both high detection rate and low false alarm rate. To address this

problem ,a detection approach based on multidimensional time series analysis was proposed. Firstly, the network traffic was observed in a

long time ,and multiple network features were chosen for building the network behavior model. Subsequently , multiple features were pre-

dicted by the method of time series analysis. Then the degree of deviation between the predict value and the real value was calculated

and updated. Finally, the state of whether the network flow is normal was determined by using support vector machine to classify the de-

gree of deviation in time series. This method has been applied to real-time monitoring and protection on a campus key server. The results

showed that it can detect anomalies effectively in network traffic.
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WERH 92.1 13.1 84.2 10.5
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