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5 end for

6 return result

7 end while

ZNEE Rl RST e VPOE SexhE | BrN iU
o Ho, 5 347 XA 4% TCP LAY RTT H#EAT
AREL, 55 4 17 30 0 AR EUR RTT EF1 E—Bir BeR B
)G 0 A TR AT ARG X6 T S 3 B, AS B B ) RE
A H BRAF I 1P 9 81 2% TCP Uit 47 RTT {E 155
I T 7 A FR ) () 52 % B2 2R O(n), n R AZ R0 TP FRL 2%



5 6 ]

FR T, %5 2T TCP i RTT Ml 5 (1) Tethering 47 A K6 844 1419

TCP Wi/~ A= 19 RTT {H S . R T F000 o B A g 2
R £ 8 A i) TOUI00 4SS 0 8 300 A7 00, 0 Iy B
HIEFRIZ 24 BE RISl O(1). BRI, AR B B 1 S AR Fi ]
BN O(n).

3 LWIESaH
31 RERWEMESE
311 MHBERAZARE. HEH &

A S5y i AT I R 42 i £ B Tethering %
£ A o, XM T L SEPAE H Tethering 45 76
FRuli v A T . T S I R S BRI,
A SCASFH PC 78 A48 35 3 I 4 A ) £ 0, 7 A
PRI, R R I E 3 PR .

—_—_—— e —

| )

| AT :
| |
| |
| :::::J |
| _ :
: BB & |
L _\\_:a_ __
T /EEw-"——l
‘Wi-Fi Tethering

JFJE Wi-Fi Tethering
DR FHL D

oo

B
N

e
st
[:J.

% A Tethering
S e

B3 AifihbReEs SR

Fig. 3 The description of the traffic measurement

TR BRI

1) 78 24 A 480 36 3 9 PC Al o R 1 3 A B BR
W, I 5 R 2 Al TR N 4 W, ST AL 1
Jr s 2

2)i&# D AR s 8 E [ M The, #: A TJC4k M
2 W, [RJ B} HF ) Tethering 174, F L E 4% V.

) AL B CHEAILZ /L v T F M,

4) TE RSP I 3l v 6 R 2 1 4 Ul O
& wireshark B, tepdump 45 T. BLEF7 $R AR, A 20 2
T Ak BB B ) SR b A SC S g A IR AR
312 MRXEREFRE. MEF®

WAL W HE ST, B 7850 UE AR SCERA I 245 21 1Y
I3 FAEHURE F12 TP 7 A5 ) It £ 7 S B ARG v 1 ]

Aok R P, XTI 4R A SR A 5 A A, AR SR
FHANTE 4 s BRI

———————————— N — — —
N T
| Wi-Fi Tethering -~ l
| LRk = |
| J¥JFi Wi-Fi Tethering |
| DIReryFHL D |
| \. |
| \ |
| f\\' !
| = |
| ° |
| % ATethering I
| B N s . |
| [\ |
| A |

K4 MR EIRGER A S

Fig. 4 Collection and establishment of test dataset

ESRENIZ S

D)7 YRS 9 PC, Edlat M F 1A R
HRI, JfE o R 2 ) IOk R 2% Wi B D4R A
JCEk M 4% W, il i Tethering 17 J #4) & 3L K 4% V;
A FEAILEMZ V,

2)[E i 7E E Fl A I3 i wireshark ¥, tcpdump
T EREM LR, E YUY DataSet18 A4 253
e, &G DR RIS AL A
A YUHLAY DataSet19 2 H H &7 A i i, B
Tethering B &% K Z T I & -

3) X} DataSet18 Fl DataSet19 H (1 %0 Hs 1, &
F AR R EcE 142, BIA A Tethering 17 8 88 ; T
B4 JC Tethering 47 4 ¥4 o e 428 B3 UE 4 1
A4 S,

32 ZRFFESHIESE

AR, S T SIE MSCR YA Rt DL K
S AT fE 2 3 LS Bl 0 O, AE A PR BE Y 1R R
e, RS T R B B RO . B AR RRAE T
1, 2 PERE AN R Y 2 5 28 10 AR H 1l 1 A A 40 5
i, & F [A] & 8 T HLAE R Tethering 17 M 4%,
AR B B Lo . LRI A FES
Bon 1 pis .

ARSI SR FH %) X 268 0 B, he I T S B A A1)
uli, 3912 16.40 GB., H: 7141 & JC Tethering 174 .



1420 b w5 it = it K K % % 4 2023 4F

®1 THEBHFENTESY

Table 1 Main parameters of experiment hardware platform

7 4T 2 e
1 R (PC) Dell Vostro 14-5480 CPU: Core i5-5200U; RAM: 4 GB; 512 GB HDD; OS: Win 8 Pro
Terrans Force X911 CPU: Core i7-4940MX; RAM: 32 GB; 1TB SSD; OS: Win 10 Pro
2 Tetheringi% % Huawei P40 CPU: Kirin 990 5G; RAM: 8 GB; OS: Android 10
MilO Pro CPU: snapdragon 865; RAM: 12 GB; OS: Android 11
Mill Ultra CPU: snapdragon 888; RAM: 12 GB; OS: Android 11
3 HEE B (THL) iPhone 6 CPU: Apple A8; OS: ios 12.5.4
iPhone 8 Plus CPU: Apple A11; OS: ios 14.6
Redmi 7 CPU: snapdragon 632; OS: Android 9
Mil0 Pro CPU: snapdragon 865; OS: Android 11
Mill Ultra CPU: snapdragon 888; OS: Android 11
Mi9 CPU: snapdragon 855; OS: Android 11
4 HEBLHE(PO) ThinkPad X1C 2016 CPU: Core i7-6600U; RAM: 8 GB; OS: Win 10 Pro

A Tethering 17 4 (FEZAS [R) B & b W 2835 ) o BEAF,
DataSet1 ~ DataSet17 4 #5481 5L i R 2 (1) 2 il i, 1]
F I A SCHEAG FEAG I Tethering 17 4 A A R, H
1, DataSet1 ~DataSet11 4 Dell 2&iCAMEHIFELFRAL,
DataSet12~DataSet17 }7 X911 ZEiCAMLIFELFRIL

DataSet18 il DataSet19 A A& BbR {347 R A 25

ARG, R T YR AIE AR SO A I A5 3 114 455
168 23 & IR Tethering 47 b OAT 2501k, B2 T4
SCHA I B R 4 5 Ab FE 7 5, DataSet18 Fil DataSet19
P w4 v db g 77124 TCP i, Hoh oA
Tethering 1747 4 312 4, JC Tethering 1747 3 400 4~
2 NI BAIRER BAREE

®2 LHRHEERFER

Table 2 Information of datasets in the experiment

Bdite Tetheringf 3 FHLI RS TIN5 45 TP K/NMB AL
DataSet1 JCTethering iphone6 192.168.137.109 1003 1000 000
DataSet2 JCTethering P40 192.168.137.157 912 1000 000
DataSet3 JCTethering P40 192.168.137.157 412 600 000
DataSet4 TetheringD+A P40, iphone6 192.168.137.157 973 1000 000
DataSet5 TetheringD+A P40, iphone6 192.168.137.157 910 1000 000
DataSet6 TetheringD+A P40, iphone6 192.168.137.157 900 1000 000
DataSet7 TetheringD+A P40, iphone6 192.168.137.157 943 1000 000
DataSet8 TetheringD+A P40, iphone6 192.168.137.157 466 500 000
DataSet9 TetheringD+A P40, iphone6 192.168.137.157 439 500 000
DataSetl0  TetheringD+A+B P40, iphone6. iphone8 Plus 192.168.137.157 961 1000 000
DataSet11 TetheringD+A+B+C P40, iphone6. iphone8 Plus, Redmi7 192.168.137.157 1935 2000 000
DataSetl2  JCTethering Mil0 Pro 192.168.137.238 984 1000000
DataSet13  JGTethering Mill Ultra 192.168.137.142 1024 903 103
DataSetl4  TetheringD+A Mil0 Pro, Mill Ultra 192.168.137.238 1136 1200 000
DataSetl5  TetheringD+A Mill Ultra, Mil0 Pro 192.168.137.142 1218 1400 000
DataSetl6  TetheringD+A+B+C Mil0 Pro, Mill Ultra, Mi9, X1C 192.168.137.238 1157 1200 000
DataSetl7  TetheringD+A+B+C Mill Ultra, Mil0 Pro, Mi9, X1C 192.168.137.142 1372 1500 000
DataSetl8  TetheringD+A P40, X1C 192.168.137.157 859 909 785
DataSetl9 ~ JCTethering P40 192.168.137.157 376 403776
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Fig. 5 Examples of de-noising effectiveness (DataSet12)
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Table 3 Experimental results of data sets

Bk Tetheringf5z{ RTTH n_clusters
DataSet] JCTethering 1176 1
DataSet2 JeTethering 6347 1
DataSet3 JGTethering 7850 1
DataSet4 TetheringD+A 3435 2
DataSet5 TetheringD+A 1979 2
DataSet6 TetheringD+A 2754 2
DataSet7 TetheringD+A 2358 9
DataSet8 TetheringD+A 423 2
DataSet9 TetheringD+A 1820 2
DataSet10 TetheringD+A+B 3251 2
DataSet11 TetheringD+A+B+C 6377 2
DataSet12 JCTethering 2279 1
DataSet13 JCTethering 1877
DataSet14 TetheringD+A 5168 4
DataSet15 TetheringD+A 4497 2
DataSet16 TetheringD+A+B+C 4171 7
DataSet17 TetheringD+A+B+C 2 606 19

HdE4E DataSet] ~DataSet3 . DataSet12 Fl DataSet
13 X} T ¥ D “JC Tethering 1707 M1% L, M SE
B ZE R LUE M, RBL RIS 126 thao Sy
1A, BDREMERR RS H “JC Tethering 1787 o

DataSet4~ DataSet9. DataSet14 F1 DataSetl5 4
Rk DHE DR ANIEN . Hh, DataSetd~

DataSet6., DataSet8 £ DataSet9, DataSet15 [} 58 25 4%
W R 225, dun o 24, BRI “F Tethering
1R o AFEE S, DataSet7 i 7n B EEH R 9 25,
Hl #5894 ; DataSet14 R BAELE R 425,
>N 44>, DataSet7 5 DataSet14 7E # BUT, f£7E
WA D R B AE N

DataSet10 & % % D F )5 Tethering Jf- 38X &
A, BIIENL, HEREL R 226, b sih 24,
DataSet11., DataSet16. DataSet17 ¥ & ¥% %5 D IT 3
Tethering H- #3815 & A, B, C 1H 00, HR A4,
4 5 A . DataSetll 2 22%, Hoo .0 b 249
DataSet16 Ky 735, H .ty #2745 DataSetl7 24
19 28, e Sk 194~

2545 LA B4 B, X T JC Tethering 174 . FEEA
[F] % & 2 i (1 Tethering 17, 7% SCH ) 1 MSCR
YJHRA —E AR, JEREAIE T MSCR 78X £
WA TCP Uit RTT {8 5 AE 47 0 W B 2~ 43 #r
AT DA 24 A5 2R I Y 25
3.4 Tethering 1T SCATH M B 314 36 F

AT S 1 IR U7 AN R« R A DataSetd4~
DataSet9 1 iy £ B 2R A2 0 Ji 4 5040 4, 3 2ok 93 b
PRI W B 3 M I, DIk 045 204G A Y, 1) FH %
BERUGHIAAE S #4753 2

AT S WA 16 Br R T 3 Accuracy, &
TE 36 UE AR SCHR 4 7 1 22 Ao 0 285 2 1 1 100 °F AT LA 4k
S B 1 AT BN MR B A

TP + TN

Accuracy = TP TN FP+FN (4)
Ao TP by IE B A 1) TE AR A H s FN R 8 R
o DU A9 TERE A KL H 5 FP R 9 B DR A6 T Sk TE AR A 7Y
FREARECH 5 TN A IEBAS I 0 R AR H -

R 4 A SCHRRG I 5 B (1Y 3 AR 4 A
B ARG, IR AE R T R 6 B MERR BEIRE HRE . 5K
B 45 R F - WA P i E Oy Tethering 47 4 B9 3t
, 3 4204 4> TCP i 8 15 4 Tethering 174
i, 108 8 R 5~ TG Tethering 17 4 ¥t , HEH R K
97.50%:; TEHfi5E } TG Tethering 17 K193, 24 2 394
A~ TCP 3 IR 5 } TG Tethering 1747, 1006 /4~ M1 4
PUNNA Tethering 1747, WM 2K 70.41%; A= L1

%< 4 DataSetl8 F DataSet19 HEMIXESLLER

Table 4 Classification results of test dataset built by
DataSet18 and DataSet19

B B IPREER )
FREESFR PR HERR/ %
Tethering ~ JCTethering
Tethering 4312 4204 108 97.50
JTethering 3400 1006 2394 70.41
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Fig. 6 Accuracy confusion matrix
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Tethering behavior detection architecture based on RTT
measurement of TCP flows

DAI Xianlong"**, CHENG Guang"**", LU Guangyin"**, JIN Binlei" "

(1. School of Cyber Science and Engineering, Southeast University, Nanjing 211189, China;
2. Jiangsu Province Engineering Research Center of Security for Ubiquitous Network, Southeast University, Nanjing 211189, China;

3. Purple Mountain Laboratories, Nanjing 211111, China)

Abstract: Tethering behaviour is the sharing of an Internet connection service with other connected devices by
using a mobile smart device as a NAT gateway. It will share the smartphone's data plan, especially the unlimited data
plan. So, it can put ISPs under additional pressure to operate mobile Internet and have an impact on their revenue. It
can hide the internal network structure from the public network same as Network Address Translation (NAT). It also
provides the possibility for illegal devices to access anonymously. Due to many limitations and circumventing
methods in tethering detection, the existing NAT detection technology is difficult to detect tethering behavior. In order
to process and forward data traffic, we examine the features of tethering behaviors terminal devices in mobile Internet
communication base station. We also analyze the relevant characteristics of RTT in TCP flows in mobile Internet
traffic. Then, we propose a tethering detection method based on unsupervised analysis of RTT in TCP flows, and
construct the test network environment of this method. The experimental results verify the effectiveness of this
method in detecting tethering behavior, and realize the effective detection of tethering behavior in mobile Internet by
passive network traffic monitoring ,with an accuracy of 97.50%.

Keywords: Tethering detection; round trip time; network address translation detection; unsupervised learning;

mobile internet
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