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Abstract: The secret key generation method based on random signal may leak part of the common randomness
information and reduce the achievable secret key rate when legal transmitter transmits random signal. In
response to this problem, the secret key generation method based on multi-stream random signal is proposed.
Firstly, the transmitter uses the channel reciprocity and uplink pilot to estimate the downlink channel, then the
transmitter transmits mutually independent signal on every antenna. The eavesdropper is difficult to estimate
all the random signals. It is difficult to estimate all the random signals for the eavesdropper, so the overlapping
signal received by every antenna is difficult to be obtained by the eavesdropper. However, the legal transmitter
is able to calculate the signal received by legal receiver by using the downlink channel estimated and the signal
transmitted. So, the overlapping signal on every legal antenna can be used to extract secret key as common
randomness. Also, the achievable secret key rate expression and the mutual information expression of common
randomness are derived, and the relationship between them and the secret key security is analyzed. At last, the
effectiveness of this method is verified by the simulation. The simulation results show that this method can
reduce the common randomness observed by the eavesdropper to raise the achievable secret key rate and secret

key security.

Key words: Physical layer security; Multi-stream random signal; Secret key generation; Achievable secret key rate

Vol. 41No. 6
Jun. 2019

1 35§
Tk, TP =Sk i AR R e (5

R H . 2018-11-14; eI FHA: 2019-03-07; PIZHR: 2019-04-04
*HEAEEAE: ZHEM  alcai@stu.xidian.edu.cn

FAWH: ERESGEIERI(2017YFB0801903), [EHXx HAERI%
H4:(61601514, 61501516, 61521003, 61471396)

Foundation Items: The National Key Research and Development
Program of China (2017YFB0801903), The National Natural
Science Foundation of China (61601514, 61501516, 61521003,
61471396)

T [ ARPE T S P R A ) A DG TR R R 2R
B, R JCERam A 22 A e Uy R T OB SR g 02

Maurer!® 5 70 ) B1 2 2 0 A2 R R BEAT T 471
50, ghth TRNEEIHE R E X, JHERB TH ET
Ft, PR AR TE RS BIR SEAL . TC LS
T893 3 A A I Maurer JT IR (1) 3 2 B LR H Sk 3
W T2, 28z 7 41
ARpAR . BN, SeE WP S S R A
BT 5 W, AT SCHR[5] 32 T MARAE T U
HR AT B2 5 2 B S T4 SCHR[6] A A LA L


http://radars.ie.ac.cn/CN/10.11999/JEIT181040

1406 I I =

41 %

IR T RIS ORI, T2 45 I 4
T LUR AT (kB B AL, T R £ 2 4
S I TEEAT TR, WL R
Fly el A B A T (LR T <AL 1
BGUIEIN 5 5Ok U, FRARITAT 15 2 AT Bk
PRI . AT, TR R R Ak Ik B
BB T RAZIN, SRR M AL T
IR, TR B O R

It SCHR[7—12)350 4% P T B 3L S B
VEIBEHLEE, LIS B O . SO 7] S R
R B AL 1T BB 3508 OB e, LA
AL o SCHR[S)EF A £ R R GE, ML
BT R R RRBE S B 7]
i, SCRRIO-TOJAL S A AP T
OB AT 2 3, (MO 2
TR IR, M G 200 5 U552 W A1) R i 1
S LA LB T R S B L B AL
(LR 3 334 405 L M R S 2 17 0 T 14 43
W D, SCHR[1L,12)%E5 T 51 ABEHLIS S ARzl
(B PRI IO BN, IR AHT T TS B LK,
HHECT (350 I B O R KTt (1
SR G R A A TP R T B LS
BTSSR 8, AR T A
Bk 2 Al L 85 4 A SR A A P«

AL LRI, A A0 TR S
BIAE O], EHRMIMO R T 3 T 2 BbLES
BRIOBGIERTT . B, kR R
TSR AT S R AT, SRR R &
Tt E RPN S, T B30
DAHER 8 T 27 R T LS S 00, L
S 7 A5 1 B2y AR £ 0 0 e B LA 2
T 2 77 AR £ o B A (3 0 1 B % b
U R 5F T & Lk (5 2. R,
T LUK A VB R B BN 18 3 e
PUBHRERCH]. AR, ASCEES T %07 £k
A RIS L T (S BRI R, T
TR R D e A PR B . B
STk 7 EUATE T 207 S0 2k, (7 i
TR R A B V7 5 05 3 1 L L 4
B, TR THTIA s R, LRIEBIHLES Sk
i, 0707 4 A% 210 3 5 B HLIE 7
>, B REBENUE S TR E T, SR
I IR T0, AT IS4 A 2 I T L b
WA £ L

2 ARLRA
HATANEITRIN 2 REERGRAY, Alice& &

\\7?\\fﬁ@>

Eve

K1 RGREA

RRIETT, B N RZ . Bobse &k, i
HBNAMRRL . ERGEMBHEUEN, FERS
N ARGV #Eve W -9 sh 70T .

BT {5 TR AR R i S P YR 5 1A
Alice 5 Bob i) (5 18 4 Hy=[hy, hjy - hyy,]"
€ CYNe by =Ry, hyizs -+ hyin,] € CUNe
Bob 5 Eveld ({518 N H, € CN* N H, 5 H, %G
TR oA HLA A2 RIS R0, 72 HIE &
Wi A I BE AL AR £

% Alice K T BENLTE 5 K EH 4 Bob, BobAfl
EvelJ #0550

Y=HX +n, (1)

Z=H.X +n, (2)

b, my AR R B I v e R AR

H, n R GTWTE R L0tk s g s ki, 3

W IR 5 0 RO R o A, BT 2243 i ko Flo? .

X=[zy, 29, -, zy,]T € CVNe gy Alicelf R I%ME 5 &

o R AIE T SRS S A AN, HIRME &
Wiy A

ot

Kxx=E (XX = % (3)

2
O-NA

R B RIFWEP=Y oo RIEMZ
A BB Z AR R EE 2T, Bobl#
HR 28 LA BB N, A BEBL 5 R0 .
el

h:u,Ll h:%l-,? h:!/-,l-,Na T

hyat hyso -+ hyan T2

y: 9 yz bl . y7.‘, a + nb
hyn,a hyn,o

N, N, N, T
= Zhy,ijj Zhy,zﬂj Zhy,Nn,ﬂ?j +ny
=1 =1

(4)

Y=

hy NN,



%5 6 3] & R

BT 2 BN S i P A T % 1407

H1 T BobHEHE R £k b 10 28 i i) B HLYE Hh 2 AT
N ABENUE 59, EHAE T Boblf—AHR R 2 L ¥
BEHLUE, Eveis 2 [FIN HERHuAL T N, AN BEHLE SR
FORH R A5 AR A BE R Al T IX AR R e i B 1) B
IMBENUE 5 T EAKE LG HCB BobRE L R £ 121
55, ar DUR I Bob &R £k L & b A LYE
KA

Alice ] LA 45 318 ¥ B 55 PRI I Bob K% 1 5
s S EMEEAE B Hy, 4 Aliceffivh 21 Bob
RSP

hyin  hyia - hyaw, 1
: hys1  hys2o o hyan, T2

: : : .
| Dy By hy,x, ‘

[ N, N, N, T
= Zhy,lﬂj Zhyaﬂj Zhy,NBﬂj (5)
=1 =1 =1

Alice MBob A 73 7 A I 2 (5) A1 3 (4) g BE L
BRIEY, FESHAEEANBFY LR B A
KA, YL SRR I IS4 Ty . A5 3
Wk (1 2] 48 ) R RO 5 %%mﬁw-
[AwhAﬂmnyAJAT,,\¢A(z].2 ,7) R
ﬁ%%%%ﬁ,dmimﬁ,Tmﬁ?E¢~4
BRI, Eve Uil A M Al vF 2] — DM BENLE
Nz (i=1,2, -, ) B0 . AN EH, Eve
BRI — AN L B ALUE T SRR Al o NV, A BEAL
{gﬁi}lhhyllml,hylzl’g,“' hyzNIN (Z 1,2,- Nb)

X EveRil, MASCHI ;b o7 B E3E ?%Mﬁ

I1(Y; Z)=log,

(RIRE S SR8, pir AAS S5 SAT A T8 I 2 4
PERT ]Ik YL R 4R TT

3 ETZMIESRANZHERSRIER
ST

3.1 FIAEARES
A A R g AR T LUAE S 7 S AR 0 R AR
bro AP R AR W (6) Frid .«
HISCHR[13] %0, AR YIRS N

Cy= max{f(if; Y) _ I(if; Z) ,
J(Y; Y)—I(Y;Z)} (6)

WA SCHR(14], Z — Y — YAl DO 5 - ] KBk,

JT A
I(Z; Y, Y):I(Y;Z)+[(Z;Y|Y)
:1(?;Z)+I<Z;Y|?) (7)
HH S5 ZR ] RABE TG Ak, wIAn
1(2; Y|Y) =0 (8)
HEETI(Z; Y|Y)20, 47

FIrEA

|H,KxxH)' + I, o} |

LA LR 2 (8] 1 BLAR Bl
( ) —log, | H,Kxx H""
Con=log, |H,KxxH,' + I o}
—H,KxxH" (HKxxH" + 1,0
-H.KxxH,)|
HHOSCHR[13] v 01, nl RS PR () BN
C,.p=min {I(if; Y|Z) ,1(1?; Y)} (14)
L,
1(v; Y|Z) —h(Y,Z) — h(Z) -

(15) R FEL € BENLAS & Z I (1 21 T
¥

+1I, ab’ (12)

(13)

e

MY|Y,Z) (15)

(HyKXXH;{ + Iyo? — HKxxHY (H.KxxH + I, 02)"" HCKXXHH

1(2; YY) =h(Y|¥) -
Jit AR =X (8) Je =X (16), M 4N
WMY|Y,Z)=h(Y|Y)=logy(me)" (17)

X (15) LS R

WY|Y,Z) (16

1(?; Y Z) — log,(me) NN

—logy(ne)™ |E [ZZ"]| — logy(me)™

[ yyH YZH]

:logQ‘HyKXXH + I 02
—H,KxxH' (HKxxH
-1
+1.0%) " HKxxH}| as)

Horb, K xx AR EARE, B



1408 T 5 B ¥ %41 %
P _ i
Kxx=l 3 (19) Ry;= lim B (v 2]
TEIXIL, PRERIEITWIRIEE SN, N &R :#mEPﬂXXWﬁ}
ReiHH. e HKeeHH

HaC(11), X(12), A (18)n4n =y Myt xxH,

I (Y:2)=1(Y,Y|Z _ . HH'P_
(vi¥)-1vi=1(Y:iY1Z) () B (27)
SRR, 1(Y; . L ‘ o

ATILGEREREFAIT, T 2) 200 Ty g g, w5 22 s 200 0 A0
1(Y:v|z) <1(¥;Y) (@) Y 5ZIEME (R R (28) %
AL, ] ] 1(Y; Z) =log, Rz
Gs’,ub: mln{I(Y, Y|Z) ,I(.YV7 Y)} RZ_ RZYRY RYZ
' =0 (28)

_ I(Y; Y\Z)
— logs| H,KxxH} + I, 0} — H,KxxH]"
. (HeKX)(HfI;I + Ie 05)71 (22)

PrEL, mE PR BATAIR 0 LR 7, Hoarik s
PR

C— logQ‘HyKXXH;{ + Io? — HKxxH"

(HExxH' +I,0°)" HEKxxHY| (23)
3.2 BEMHH
M (10), (20), 2 (23)nT4%0:
I(Y; Y>:CS+I(Y;Z) (24)

TR PN, N Y 5 Y (GEEREHLE)
A, MmN (24) T LR, SRS A
HoE BTV T Re S oT IR, I S 30T %
AN 2 A A7 AE D), i RIS BN S H (k1%
REHH) Mz, %ﬂfﬁ%%nﬂl LRI BLAE S )
AMEFEREK, T(Y; Z) e,

EE1 RS EEEOTRE A RN R
&, I HEREARMNARKRL, G50 T A
WO B AL e M RIE BN RRFFAE, K
ERENLIREH (RIE 5 REEH )i T T6 55 K
5, A7 ROREINAE = 5 g W J7 DM 5 1 BLAS

SEON0, RIS 7 JE2 0 8% BT ] 3t 52 Bl A LI

: Ko
MERR: ik
Z=H,X (25)
W BIWT T e 5 A
Z=Z +n, (26)

by n BTV BOR 2 B e

:/H\:E'Jr RZ, RYy‘]jj;é%Ely-E’ RZY7 Ryzyi’ﬁl‘jf%
FRE o
Y — Z — ZW RIS R A R, L

I1(Y; Z)§I<Y; Z) (29)
T HAS B2 R TEET00, Frbd
I(Y; Z)=0 (30)

H1 20 (28) A1 (30) W LAGIE, AN 5 W 45 1 e
PN, GV GBI RN LR HAE
s

JiT LA
08:1<1?; Y)

4 ETEZREHIESRNERER

T ZBEHUE 5 0 02 H A O R0 Ha-Br

91 AL ERENLIE . LR ALE R B
v BRARAHOK

4.1 4 B = RENLIR

R Bob &% 2 % K 1) F A5 5 45 Alice, f#f
Alice Be 8 K5 HE M AL v 2) T AT5 8 15 %):
AlicefE % RNk bR EA BT (& i Wi A LE 5
#iBob. {EIX—X 5N G, Alicef1Bob%yr i3k 1g
TR GB) R (4) T I BEH LT -
4.2 HZFEHNREN

T I R AT BRORE BE T AN B EUE
S HErwHMEM T EA: WAEN, SH%EE
1B, MMSE&ASE, K T Re A5 105 5
WA B, —BRHEMR R SR B
K50 A A DX (A], AR AN I AN BEAS S IX R Y
NEZEAHAE o REAH A RO B 43 AT Sk o MR BER 5
AT A o3, AT LU R B2 1) 20 A il 40 S DX T
AT A . ARG B0 AT &35 oA, BRI n] A
BRI R pAS A ). Alicett A

(31)



61

G R TR SRR 1409

FEAL TS B R %4Bob, M T EveLikiifiw A
OS2 B (1) 215 5 (% 0 1 5 Bob & 5 — 3L,
DR I TG 25 FH Alice ) SR AT S MR R AL .
4.3 ZRhE

Alice 5Bob% P11 i i BE 8k 5 1) /& Cas-
cadetMX . Alice FI XU 5 £ 7 I I 24 B o B L3k
B =AM Cn) (n A It a5 BIEA), RIGH 5
WG IRE T g0 5 HHAT R olia B 2 J515 3 s K1k
2 X B s FiE i 2 5 ikl 2, I HAR
PR RES IS IR HLAEAD) o« 1T Bob A F H0s 21 (1) )7 51
s5 H AP gt T R BF 2] C(n) & e (e=quD qp)»
HEAT PR LU A5 15 2 Alice B HLIE B IS C(n) . R
JG Bob ] LLAR 4 b 45 - C(n) Ml s 47 57 lis 5 B ]
B G F 5 AR 7 20T LICR AR T 77
RS (Low Density Parity Check code, LDPC)™)
BCA AR AN RO S o AN SR R % B A AR AR B i
HEAT VR S50
4.4 [RFAREK

FH 35 W 2 00 1035 3 A9 F P L= B LR (S
B e, SR 5910 R R A —
#% (Bit Mismatch Ratio, BMR) £k F0.5, JLA
it LR F BRFA TR R ER TH P A I BMR, - Ba AT
K— M Hash R 2Ok SE B . %F-F Hash iR 22 1) i
ANKREE—H R oW o7 5 & P 2 E
BMR KA 2%, I PRIUE AL B A bl A
T RS 5 5 LG AN [R5 AN R A1 B T AR B AL
KRG PR, 75 2E%CEAH A I A . Hash
PRIECR HISHA 2565077, 2 JE i AN A B B RA TR R
CIECEIE 75
5 HESH

H T RE IR B AR, AT LS SCER [22] P 42
2 A H Copulaii fli v 1 4E fl LA & 7] HAZ S 7
e NTREBAGHEAM IR, XK (32)

T(Xy; X505 Xy) é/"‘/P(Xl,XQ,'”,Xk)

X1, Xo, -, X3,
~log2p( 1;g 2,00 Xp)

H p(Xi)

A LA X (33) K 2 HAT B H LR A2 4E
I<X1) X?) ey Xm» Yi’ Y2’ ey Y;l|Z1’ Z2’ ey Zl)
=I(X1; Xoy s Xy Y3 Vo503 Vs Z15 Zo3 -5 Z))
—I(Xy; Xos -5 Xons Z1; Zo; -+ Zy)
—I(Y5; Y33 Y3 Zy; g -+ Z))
+I(Zy; Zy; -+ Z)) (33)

I ORA ] 3 (33) KA BEARAFBEAT (17 FLAIE

dx,dx, -~ dx, (32)

51 ZAREMRANAFRARERE

LUR BT AT S RN A2 A T 6 R{HLL 00004145
S, FAEIESHIN2000RAF T, BRREA
KRR T o AR BAEET A P V8 I (5 1 A Y
T, EEPERAAGEES B R AR, FiE
ZHRIRMNBIME R0, T5 22 R w3 A

B SR EEREAE 3.2/ AT T ) 22 A 1k 4y BT AT 0
B, REIHEN20 dBm, W H 2 KL,
or=1,0%=1.

A LLE B2 UG UE T 2 Mo b Gk
RIETTREHEBE, REWBNUE 50 H ik
%, GIWT A HUBE DRI R 10 & B
W, EVEBMOT S 9TVr 2 A A Bt
XMW RS, iU S SR Z R AR B
] DARE A A BB AR 5 S (38 0 i /£
AR 0. HI TR SR 7 B VA B R R 2 A
HWRTER, KT I, HEREHH b6k
R RCHEAT IR . 3% BB e 3y NG W 7 2 AR
%, oj=1. MWE3M %, 02=0.01 Fo?=0.001
I, ST R CE 2 R EAS B0,
JIT UL W 5 AN R SRH 3 S =2 B AT LYSE FL AR L R AT AT
5L, KB GV A % Pl R R A T LA
AR IS i

10
9

1 (bit/T)

= M
B

O RERES Al E P ]
HY

2 3 4 5 6 7 8
KA TG R H (FENLE SR EH)
—— N=2Hip{ -«- N=2178MH
—— N=3 il —o- N=3 124
—— N=4J0M o N=4 fi Bl

K 2 G5 L gy T AR S

SR 53 M P IA S B T 3 Bt A6 R R TR AR AL A
WEREEN20 dBm, oi=1, o?=1, F4BE S
LT 2R R 2, K555 e B R I 7 SRR
2k, BRI 2 R ZR 5 SCHR[12) 13 R B
7 AT

M AR50, ARSI 2 BENLIR 7 R T
WRIETT %o FF HAE KIET7 REEH B8 14 I,
22 WML 7 58 v nl ik S5 A o B 57 W 7 R 2 B I 18
DT B (P S R ek o DRI A ZE 38 N e 36 7 R 2k
e H B, 2 BEHLIR T 5 K% M BEH LR B H e



1410 B o7 5 F B % 9415
s 4T Tk 5 % 8 T R A A
L e, VB RE R AR B3, B T A
=2 ] WA R, ol=1, o2=1.
2e NEIGTTLLE H, WAk IB I &R, Wik
Ax S 2 B % A T 2 136 B8 I T R T PR
5 ¢ 117 2 BALIA 77 2 Hh T 3 5 A3 2 s B R 3% S D12
= T WA . I FL T 2 BN 7 2 bt B LG

Kik B (dBm)
—— G 5 G ERIE IS BATIT(0?=0.01)
—— G 5 G ERICE IS B 11 (0?2=0.001)
—— TN R A7 T (02=0.01)
—— TR AR A T (02=0.001)

B 3 WA I S BT A7 ) A (N, =64)

12

(bit/T)

=

2 3 4 5 6 7 8

Rk IR LA
e BRI R AT (N=3)
o BT R (N=4)
o VORHTY T E A S (N=4)

Bl 4 TR A B A IR R EH H AL

HiE A (bit/T

1 2 3 4 5 6 7 8
T RS H
—— RN BB —— WORSIE 7 SREHR AL
—e- LRI R OTRE —»- AR RS

P 5 AIIA P AR B O W 7 R4 H AR

BN, WAl SE e DL IE A Al v A RO B
MR ERAS5, BT LBy Wr & RENS 57 IR 36
= BE LIRS Bl B> O fiAE 2 T LA
), AR PR AR AT . A5 R B 5
W5 REE H N PR3 S 00 ALk R AR
o N, 2 BRI T AR T B AR I s
%o BURTEARRIM ST REEH F, ZHNLR T %
G 5 HER RIS T2 P BITAT BB BEH LA 5 3
PR S MR BER T BRI T 5

(1 ELA B R AR S P R NI, P LA
Wi G R A AR R, B AR B 5 ik
JTAH TR AR T BRAR . BT DLl ik s g
P I BEHLIR BAS B E B, R i
AT, 3K — ity DU f 22 1 BT BMR
KIEATHAE

Al A A AR SRR
PLAS B (bit/T)

3 6 9 12 15 18 21 24 27 30
RILDINF (dBm)

—— JEELBEH LR 1A S E A (R U )

—e— LIRS B A (U RO

—— LR BN A RO B (2 BEHLIR)

—— IR FLAE (2 BEHLIR)

Kl 6 I PR ML BELIR AR S B A% B R AR

T AT A PR RBRRA TBOR S 5k L
BRI T M S BRI BE .

52 2. MEARBABAXHBE

(1) &AL X6 R FE S EAT4.275 B AL
BEREATT bitEAk .

(2) thid: KA K 2000 K 2 2 A7 10 1 56
MU LDPC)HEAT P i 1 B 5256

(3) BRAAUR: — M Hash R HOR LI . X H
HARSFICR HISHA 256514

A DAAF B REAN R S T T P R ALBMR
w7, ESHIR.

ME TR D, PR T R WA VAR M BMR
b Ik B DR B WA AEIST A, £
BEMLI 7 & hAE R S 59T & MIBMRBE & K
1y 2R G N FEAR R B2 T/ o DR AR R A% R )
87 S0 IFUN Eo LD I A GY IV W SV L)
TR NG RN 2, HSEPESZER
PERAZ K, FrCAEH - 590 & ] I BMRAS &
7£0.5.



H6 B R T ZRENUE ST P A RO % 1411
x 1 —— R IE T R IEEBMR Information Theory, 1993, 39(3): 733-742. doi: 10.1109/
2 0 [N T aminim 1825645,
‘%:E\ o —— LY T AT BMR [4] ZHU Xiaojun, XU Fengyuan, NOVAK E, et al. Using
E wireless link dynamics to extract a secret key in vehicular
‘%ﬂ\ 10° scenarios[J|. IEEE Transactions on Mobile Computing,
Ef 107 2017, 16(7): 2065-2078. doi: 10.1109/TMC.2016.2557784.
2 ) L [5) HASSANA A A, STARKB W E, HERSHEYC J E, et al.
o 36 9 12 15 18 21 24 27 30 Cryptographic key agreement for mobile radio[J]. Digital
KiLE D% (dBm) Signal Processing, 1996, 6(4): 207-212. doi: 10.1006/
7 KRR IS 23 P FIBMR dspr.1996.0023.
[6) KITAURA A, SUMI T, TACHIBANA K, et al. A Scheme
1.0 of private key agreement based on delay profiles in uwb
o systems[C]. 2006 IEEE Sarnoff Symposium, Princeton, USA,
=05 2006: 1-6. doi: 10.1109/SARNOF.2006.4534731.
Eé [7]  MADISEH M G, NEVILLE S W, and MCGUIRE M L.
E\E o Applying beamforming to address temporal correlation in
SK_S :g%ﬁ%iigg%gﬁg wireless channel characterization-based secret key
= :%igﬁfﬁ%%gﬁgﬁg generation[J]. IEEE Transactions on Information Forensics
0.1 and Security, 2012, 7(4): 1278-1287. doi: 10.1109/
3 6 9 12 15 18 21 24 27 30
Sk BT (dBm) TIFS.2012.2195176.
) [8] HUANG Pengfei and WANG Xudong. Fast secret key
8 BRSO JE A ) 561 BMR
generation in static wireless networks: A virtual channel
6 QE:EE.‘LE_ approach[C]. 2013 Proceedings IEEE INFOCOM, Turin,
Italy, 2013: 2292-2300. doi: 10.1109/INFCOM.2013.6567033.
ASCEPR BT B éjﬁ{}ﬁﬁ@ﬁ\%ﬂﬁzﬁkﬁ% P [9] CHEN Dajiang, QIN Zhen, MAO Xufei, et al.

j‘j/ %% Eﬁﬁﬁ;‘r?ﬁ% ¥|§L*ﬂ4ﬁ{ E‘Yﬂﬁ%ﬂﬂ SmokeGrenade: An efficient key generation protocol with

TR B EH T AR A A ) 7 %EHZII T T Z NS artificial interference[J]. IEEE Transactions on Information

SN EHE RN T S AT Rl RIE T RIEZ Forensics and Security, 2013, 8(11): 1731-1745. doi:

BEALAE =i, R ElOR R B2 b H L AE A 3 10.1109/TIFS.2013.2278834.

ZRENLIR, PCoirE e a e =EALE O = [10] GOLLAKOTA S and KATABI D. Physical layer wireless

B, Mt mn A s gl R g2, (fEg security made fast and channel independent[C]. 2011

TR B AN S 22 BEMS AT AR va Tk 25 A 0 % R 4 Proceedings IEEE INFOCOM, Shanghai, China, 2011:

ﬁ.éll’q‘:‘ #Hﬁ%ﬁjﬁ*ﬂ?}ﬁﬁ H ﬁz , ?ﬁﬂﬁ%ﬁ'éﬁ%?ﬁ 1125-1133. doi: 10.1109/INFCOM.2011.5934889.

W 3] ) 3L = BE ML HAS SR, B 22 4 i, [11] LI Guyue, HU Aiqun, ZHANG Junging, et al. Security

ﬁﬂ%yﬁ%ﬁﬁ*ﬂ;{}lhﬁ H %ﬂ:%ﬁﬁ , %]J nﬁ%‘%}j EX B’J'fm )5 analysis of a novel artificial randomness approach for fast

25435 T0., key generation[C]. 2017 IEEE Global Communications

Conference, Singapore, 2017: 1-6. doi: 10.1109/GLOCOM.
& F XM 2017.8254029.

[1] LIU Yiliang, CHEN H H, and WANG Liangmin. Physical [12] LOU Yangming, JIN Liang, ZHONG Zhou, et al. Secret key
layer security for next generation wireless networks: generation scheme based on MIMO received signal spaces[J].
Theories, technologies, and challenges[J]. IEEE Scientia Sinica Informationis, 2017, 47(3): 362-373. doi:
Communications Surveys & Tutorials, 2017, 19(1): 347-376. 10.1360/N112016-00001.
doi: 10.1109/COMST.2016.2598968. [13] ZHANG Junging, DUONG T Q, MARSHALL A, et al. Key

[2]  YANG Enhui and WU Xinwen. Information-theoretically generation from wireless channels: A review[J]. IEEE
secure key generation and management[C]. 2017 IEEE Access, 2016, 4: 614-626. doi: 10.1109/ACCESS.2016.
International Symposium on Information Theory, Aachen, 2521718.

Germany, 2017: 1529-1533. doi: 10.1109/ISIT.2017.8006785. (14 COVER T and THOMAS J. Elements of information

[3] MAURER U M. Secret key agreement by public discussion theory[M]. Boston: John Wiley &Sons, 2012: 33-34.
from common information[J]. IEEE Transactions on [15] PASOLINI G and DARDARI D. Secret key generation in


http://dx.doi.org/10.1109/COMST.2016.2598968
http://dx.doi.org/10.1109/COMST.2016.2598968
http://dx.doi.org/10.1109/COMST.2016.2598968
http://dx.doi.org/10.1109/COMST.2016.2598968
http://dx.doi.org/10.1109/18.256484
http://dx.doi.org/10.1109/18.256484
http://dx.doi.org/10.1109/18.256484
http://dx.doi.org/10.1109/TMC.2016.2557784
http://dx.doi.org/10.1109/TMC.2016.2557784
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1360/N112016-00001
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/COMST.2016.2598968
http://dx.doi.org/10.1109/COMST.2016.2598968
http://dx.doi.org/10.1109/COMST.2016.2598968
http://dx.doi.org/10.1109/COMST.2016.2598968
http://dx.doi.org/10.1109/18.256484
http://dx.doi.org/10.1109/18.256484
http://dx.doi.org/10.1109/18.256484
http://dx.doi.org/10.1109/TMC.2016.2557784
http://dx.doi.org/10.1109/TMC.2016.2557784
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1006/dspr.1996.0023
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2012.2195176
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1109/TIFS.2013.2278834
http://dx.doi.org/10.1360/N112016-00001
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718

1412

T

41 %

[16]

(17]

(18]

(19]

correlated multi-dimensional Gaussian channels[C]. 2014
IEEE International Conference on Communications,
Sydney, Australia, 2014: 2171-2177. doi: 10.1109/ICC.2014.
6883645.

YE Chunxuan, REZNIK A, and SHAH Y. Extracting
secrecy from jointly Gaussian random variables[C]. 2006
IEEE International Symposium on Information Theory,
Seattle, USA, 2006: 2593-2597. doi: 10.1109/ISIT.
2006.262101.

ROE G. Quantizing for minimum distortion (Corresp.)[J].
IEEE Transactions on Information Theory, 1964, 10(4):
384-385. doi: 10.1109/TIT.1964.1053693.

ZHAN Furui, YAO Nianmin, GAO Zhenguo, et al. Efficient
key generation leveraging wireless channel reciprocity for
MANETs[J].
Applications, 2018, 103: 18-28. doi: 10.1016/j.jnca.
2017.11.014.

WONG C W, WONG T F, and SHEA J M. Secret-Sharing
LDPC codes for the BPSK-constrained Gaussian wiretap

Journal of Network and Computer

channel[J]. IEEE Transactions on Information Forensics
and Security, 2011, 6(3): 551-564. doi: 10.1109/TIFS.
2011.2139208.

[20]

21]

22]

ZHANG Shengjun, JIN Liang, LOU Yangming, et al. Secret
key generation based on two-way randomness for TDD-
SISO system[J]. China Communications, 2018, 15(7):
202-216. doi: 10.1109/CC.2018.8424614.

BENNETT C H, BRASSARD G, CREPEAU C, et al
Generalized privacy amplification[J]. IEEE Transactions on
Information Theory, 1995, 41(6): 1915-1923. doi:
10.1109/18.476316.

ZENG X and DURRANI T S. Estimation of mutual
information using copula density function[J]. Electronics

Letters, 2011, 47(8): 493-494. doi: 10.1049/el.2011.0778.

g5, 19694FA, %, WA, BT RS
PR BEFIE S AL B, PR a4

WK, 5, 199344, Wid, WIS TR NBSEGE. WEER
4

IR Lo, 197354, #BIR, WA, ST oA TS
WEES R LML s, LR w4

oM 55, 19824, YR, WFRTT MARENEAE . PR

PEEEN] :

4
B, 199144, ByBEWFoT R, Wid, W95 oA (E Bie.
LY/EL Y e


http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/TIT.1964.1053693
http://dx.doi.org/10.1109/TIT.1964.1053693
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/CC.2018.8424614
http://dx.doi.org/10.1109/CC.2018.8424614
http://dx.doi.org/10.1109/18.476316
http://dx.doi.org/10.1049/el.2011.0778
http://dx.doi.org/10.1049/el.2011.0778
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/TIT.1964.1053693
http://dx.doi.org/10.1109/TIT.1964.1053693
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/CC.2018.8424614
http://dx.doi.org/10.1109/CC.2018.8424614
http://dx.doi.org/10.1109/18.476316
http://dx.doi.org/10.1049/el.2011.0778
http://dx.doi.org/10.1049/el.2011.0778
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/ACCESS.2016.2521718
http://dx.doi.org/10.1109/TIT.1964.1053693
http://dx.doi.org/10.1109/TIT.1964.1053693
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1016/j.jnca.2017.11.014
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/TIFS.2011.2139208
http://dx.doi.org/10.1109/CC.2018.8424614
http://dx.doi.org/10.1109/CC.2018.8424614
http://dx.doi.org/10.1109/18.476316
http://dx.doi.org/10.1049/el.2011.0778
http://dx.doi.org/10.1049/el.2011.0778

