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A Protection Method for SI in IOT Environment
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Abstract : In order to protect multi-type sensitive information (SI) in internet of thing, some characteristic attributes were defined in

global data life time,relative rules were designed to mark dynamic security level, and the relationship between attributes and leakage-

points was measured. Moreover identity based encryption (IBE) was applied in middle layer, finally patch distribution was performed to

prevent expiration in above layers. Experiments were accomplished for SI in three heterogeneous networks and the result showed that the

security of encryption algorithm can be ensured with low overhead.
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ETRNIEZ AT D A AT RE B, L
sensilive information , i1t & SI. T 5 AR¥E S PR 22 4t
G R N T A3 Wi 2o T 4 T Fh i Z R RHE &

1) P2 3155 ( network environment ) , fij i &y SI.
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e K SL. dos,  EEHA M HTEFRHURE B ERAIE)E
P, BTG LA 3454, 10 A read ; HHAE I H
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Fig.1 Recognition and protection of sensitive information in IoT
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T OCHR FE BRI AN

M1 (Rule 1):
when SI. ne = WSN/RFID/GSM, SI. dI =5l .
if SI. dos =read&&SI. doh = eh&&SI. df = pt&&Sl. ds =ns,

SI. SL =SI. stl (1)
if S dos = write&&SI. doh =eh&&SI. df =pt&&SL. ds =ns,
SI. SL =SI. st2 (2)
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BRI, B4 4 A FEEEY S (MIB520CB) |, B> Jk
TR T AR 4 ~ 5 N F ECoR AT 5 (MDA300CB)
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SURNZ 1T i, BARINRES R Ik 1 s,
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Tab.1 Security of LSCom
5 Ui E Tk i SR 2 R
544 : mda300ch nj BT
WSN
A4 . TinyOS 2.0 SI. SL = stl
fitfi 2k . Proxmark3 A R
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A4 C language SI. SL =st2
{4 ; Galaxy S3 R
GSM
{4 . Android 4.1 SI. SL =st3
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W PDCom 32 47 B &4 ; 565 10, M3t ToT-SIRP i
TG R4 R T IR e a W A B AR
Ji 5 ToT-SIRP 125 5 S 45 At o

3 Pl £ FREE T HUBME B R s 0 0 FLA R
BT - WSN [ 2% il 18 TinyOS 2.0 FR 5% 11 4
FEFF L AL A ARG H A7 mda300ch £ 845 A )
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ST MR ) SR TN 45 S ks S SL = stl, HISIL dos
=read&&SI. doh = eh&&SI. df = pt&&SI. ds = ns, fF
TEANRT G LN TE F AR S5 S 00 W S0 B0 BoA
FHAERE s RFID W25 il id Proxmark3 ¥ # 4T C i
FIFRGTET windows FI5E 5 UID (KRR ) Bk
PR X I BRAE , RGN IZM 8 7 S 45 51 Dy S
SL =st2, B SI. dos = write&& SI. doh = eh&&SI. df =
pt&&SL. ds = ns, FEFESMEXT G H bR BURAF B i 17
BHRAE HBOE A AL 1% 5 GSM M 48 7R An-
droid 4. 1 P4 T HEATRE I IF A 41 H—Fh 52 i v 1%
1 A K45 5 % S SL = <13, B SI. dos
= copy&& SI. doh = eh&&SI. df = pt &&SI. ds = cs,
FEAEANER XS G245 DL H AR SRS B, HBURYE BB
et

70, 4 M BURME BRI EGRT s RG22 )R
BATYRANRES e, a0k 2 fis . Hodp, IR P 4L
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TINZHT G 22 GBI FHE AR o [ AT LT, -2 4k
PRERPFRE S LT AN 3252 M0, A PR D AR ], 1]
PR B A R BRI BURME BRI
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Tab.2 Time-consumption in IoT-SIRP

[ W3 s /s SRR RS AL R/ (Byte - s71) I % SFH iR/ (Byte - s7")
pilIE= 4l makE pilIE= 41 pilIE=9= pIIE=a:0f yIE= pIIE=a:0f yIE=9
10 0.064 0.071 112.974 108.753 100 100 38979.5 39 675.9
25 0.174 0.196 113.531 106. 391 100 100 38 989.9 39 282.6
50 0.368 0.404 109.937 104.266 100 100 37 863.6 37 045.2
100 0.694 0.759 104.925 99.683 100 100 36 046.3 35743.2
#3 IoT-SIRP 5 E e AR 7 %7 b
Tab.3 Comparison between IoT-SIRP and other privacy protections
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SCHR[ 14] BEHLL £ FET IBE BEuR X B FA XS G4 T I x
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HEAT S A R 2%

FAXF G M 3 5 AT K A b B
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