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Attack Deep Learning on Graphs: A Survey
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Abstract The deep learning model on graphs is facing an increasing number of security threats. For example, malicious
users can obstruct the online trading system using by slander attack or sybil attack. To solve this problem, many research-
ers studied from the attack and defense levels on the graph deep learning model. The attack level is mainly for interfering
model results with data and models, and the defense level focuses on common attacks, designing robust system learning
models. This work systematically summarizes and analyzes existing research from the attack level, and proposes a general
graph deep learning model attack analysis theoretical framework. The theoretical framework helps researchers to quickly
sort out and reproduce attack models, and it is convenient for researchers to design new attack models. This work divides
the attack process into the preparation phase, the attack algorithm design phase, and the attack implementation phase. The
preparatory phase includes target model evaluation and the attacker's own evaluation, the attack algorithm design phase
includes designing attack algorithm feature and establishing attack algorithm, the attack implementation includes two steps:
execution attack and effect evaluation. We analyze the behavior of the attackers at each phase. The focus of the description
is placed in the attack algorithm feature design part, which covers almost typical attack feature design methods. And each
method is described in detail. We also compare different methods, and summarize their differences, advantages and
disadvantages. Meanwhile, we make recommendations for the choice of methods for different scenarios. Based on the
proposed framework, the existing graph deep learning attack methods are compared from the perspective of general
indicators and special indicators. And the commonly used data sets in this field are summarized. Finally, the paper
analyzes and prospects the challenges in the research of graph deep learning attacks, in order to provide a useful reference
for future research and design of more robust graph deep learning models.
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Figure 3 Graph deep learning model attack analysis theoretical framework
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SEBR B s, IR B A A% B s 1 &
FIAR, BRFTTT R RE O ek AR % A28 A BB ot
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FRIAE 2 B ML A 1 P S s, B A B 4 s o iy — A
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WG N FE ko EDA 1% k AH8 K IPLSIFEAAE A 55
R, JE R 5 AT A B AR, KRR T 1)
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