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Abstract: Aiming at the credibility problem, a secure multi-party blockchain auditable signature scheme was proposed.
In the proposed scheme, the trust vector with timestamp was introduced, and a trust matrix composed of multi-dimensional
vector groups was constructed for regularly recording the trustworthy behavior of participants, so that a credible evaluation
mechanism for the participants was established. Finally, the evaluation results were stored in the blockchain as a basis for
verification. On the premise of ensuring that the participants are trusted, a secure and trusted signature scheme was
constructed through secret sharing technology. Security analysis shows that the proposed scheme can effectively reduce the
damages brought by the malicious participants, detect the credibility of participants, and resist mobile attacks. Performance
analysis shows that the proposed scheme has lower computational complexity and higher execution efficiency.

Key words: Secure Multi-party Computation (SMC); blockchain; auditable signature scheme; trust mechanism; secret

sharing

TERE TARAENLRI A4 T 28 b, SCIRL3 Jrh i Sed iy 1o 4%
TARATAL 12 04 HE 400 5 3 DR A A SR IR I T R AT
PRI ST AL AF A LR KU, LA DR AL B 3 A TIE S R ) 22
e SCRRL4 R T — PR TREPLR 09 Z 22 T7 B b
POVVE= SEN TIPS EATEW PN TESTE v

0 5%

% 42 J7 71 5 (Secure Multi-party Computation, SMC) j&
R A R — A AR I IR A0 S AR U, B A AR i B B VS R S
R MRAE LB, P A BN PSR 2 22 42 2 07 T B R

BRI ST AR AL T B AR DT R
EREEAEH . B Yao 78 1980 4F 1 AR & H T E #[n)
MY . J525d Goldreich F 2 2 WFFY , 2 2 7 1.
E S [ B i 2 RO IS A

A2 T ] A AT AR R =T 2R AF T e — 2 iy
Z NILFZS SR ), HA R Z A B o AR MTE
LB AT, 4 2 T7 IR S 5 AR SRS
SRR S EE . XX PR RATAR T —E RN,
REZH5HEMAEE, 5025 E5 0 85 PG B A
TRE BRI XL

HACRARHE R . SCIRES PRI T —FhEE TR AEALHI A 22 4
SRR T 58,107 ZER LA TS AR ) R S B R A ISR
SCHRL6 et 1 A XERE i i sl A AT R BEPPAG RS2 1207
Z28s Shapley 45| A B AL B PFA S R b, T 5 52 09 T £
JEE DA 45 SR RE A MR L S WYY S 9 B AT o BT AR
A SRR AR, SCHR (7 ] h &S & £ 22 0r P Ee R I T
—PhEET 22T A ST R P BOR SE B AL RS
SCHRES T3 1 1 2 TR L2 i m] B A R A 44 7 58
%07 S8 A AR BRI AR B R E Y HR AN B AT TR
AT IIRE . SCRRIO IR i T 3T 20U AL 3t =

175 B 85 :2020-02-28; &[5 H #§: 2020-04-20; 3% A H #5:2020-04-28

EETIE : HE A RBAIE AT H (U1304614, U1204703) ;10 /48 20E Tt S0 F 5 RHIFI H (20A413008) .

TEHE B : TR (1980—) , 2 T AN, PR, B, R BEF 5 T7 1)« (5 B4 N TR RE;  BEEAR(1987—) , Lo i pg B B0 N, B, A
+, FEHR LU R G E; SR (1973—) Lo RN, # Wi+, CCF & B, FEB G 1) R0 TR AR B
(1995—) , %z TG 4= Sh 5 A, Bh, EBEWF5T 7 1) PR TR Xt s it (1986—) , Lo Wl RIS BN, Bha i, EZE0F5T 7 1n) « (5 B4
AR ATEEE(1985—), 3Vl RE v N VRO, -1, SR S20F 58y 1) - R0 REAC il LA 24 s Smi(1980—) , 53 iR M, iU, 1A=, 3=
E S A CIRE 7)) ] C TR (=5 N



2640 HH AR

% 40 %

A AT T T PR RSA (Rivest, Shamir, Adleman) 25 44 )5 % , i+ 58
BORAREETE . SCERL10] R 8 s T30 T X Bl i 4 24
LT R S AN A K g L OB TR )R
T A BRI 4 o SCHRL T gl T3 TF2 a2 i a-F
MR ZAREP TS5 ENREER RS 5H
HPTAE P TCVE VAL o SCRRT 12 ] rbad ok [R) 25in 4 S 80 1 Bk
ik AR AR, O 2k A 2 TR AR (R M S8 U P
L AR AL P (H T ACRA Frdm . SCER 13 ] 42 i T 3
R LR IR IR Y A WY, E STbuN e S )
FEWMES S E WG BAFESRH S5 A CRE 7
TR AT e .

TE RPN RE R b AR SO T —Fheie 4 2 J5 (1 Xk
BRI TS TRIIAGREER LRSS E W ET
LIRS B A R . R R W A PPN (E A R]
5, R FH DX Bk 1) 28 FF 375 BH AR TS o | o PP 45 S A7 i
B X sk VR R 5 T TR

AR SCHY FBETTRR AR A e A 2 O X L2 4
ST AL RGE W A FT AR AL S 5 T R
I AT AR A6 B A 2 55 8 AT {5 B T U0 5 01 IX g
AN T BRI R ] A R R At 81 DX Rt o A A o T AR
I, TR {5 B BN LSS AT A

1 & iR

1.1 R2EHITE

LARZIEN FEM TR —HEMAMEEN S 5&
Z I A NBSRAR ) BRI A 22 55 2 [
FaFATHER R B A AU I BRI IR Z 4 B RN S 55
Z R ] 98 WA 55 AN 23 8 45 5 B FAE

WHESMAME T A —-HBEHEARFEENSSE
PPy P RETAZ 5 E P — O % B
Xys Xy ooy, AT TRBBE A AS 1 R B O R A LA A
;H\ilﬁ]‘i’f‘%ﬁ(xl,xz, ”"xn) - (ywyz’ "'vy”)o wJa, /1\72%5
BT LIS R H Sy, R R B2 5 T
PARHALS 5F MEAE R

LA 2 )T A0 A7 — 2E 22 R B A 3X
S N FR UG ARYEUGE F R S 5 A, 7T LI
UG T LT S

WF A WURMGEF BRI S 5 E L)
i R BRI IR 1) 2 S 2 5 3 i A i R R )
S50 (AR RETE St N RIS 1L DMUIE AT, S S E AR RE 1S
JURE AT ER LN 2 | I ST B PR e s et o

ook d  XRBGHE s Ut ok g
I # ARG S SR B A& i A S (5 8, ] DL
USRI WA i SR A AR ST Lo
W EIR LA AT | ISk B e Bk oy B et
1.2 XirgE

DX B O S — o4 ST [V NG P 2500 DX e LGP 4 322 14
77 s A B — R R 5, O DL 27 5 U RIE AN
AT BEBORUAR AT PR (8 73 A A o DXCBRBE BRI B UK
P A ARG UE S5 A B AT oA 2 R U R AR
AR R B2 1 Jr 2R 5 A Ui 1) 1 42 4 |
FIFI e B S AL RA A U 2H R BB 290 S B ARV EBUE 1Y
—Fh 4 Y o3 A 2R AR 5T 2

YERHLFEE A 5 BRZHOAR , Xk A Zerbuo b &
A AT ATFEY] T 5 R AR AR G e T

B AL R AR T A AR I AR Al R TT AR IR LI Pk
1.3 Asmuth-Bloom M ZFHEFE

1983 4 Asmuth 1 Bloom $ H} T Asmuth-Bloom Fif 2 41 22
FE L T TR

w4 RSy %% 3 M Distribution Center(DC) P
S50 TR A B R s BB 43 R DCIEBE R ZH 4L
qlg>s), B B A, VLR ™ ks i ¥ OE B BT A
d={d, dy - d,}, H WU TFILEA

DO<A<Mlqg-1;

2)d, <dy < - <d,;

3ged (d,dy) = 1,i #j;

Dged(d,q) =1; i=1,2,++,n;

=114, > [ ]d, ...
i=l i=l

BFEH K WES KA DCIHA
z=s+Aq
z;=zmodd;; i=1,2,--,n
Wt (2, d,) RIRG P AER PR 340
BFEERE S HHE I SR AR R s, A
EEBUANBEEP (1= 1,2, -, 0)IKEME . it AHE A
R, PN IR AR T R
z =z /(modd,)
z = z,(mod d,)

z E z,(mod d,)
AR e 1 90 A 5 B AT Ao — i -

LD
z= zjeiXi modD; i=1,2,:,t

i=1%i

R, AT SR AL 22 A0 s = 2 mod ¢
2 AXTE

ARSI 5 AT I TR R (5 AR R PR A 2 5 5 i (52
(B, K H B S 98 2% 2 kB b AE e 2 5 FH T I
I A VAl 25 SR A 2 DB v 1 Ay B R 30 A IR AR
i HARF A 1.

Stu St!( St((:lflln
é% » é% = é%
-

0
0 o
21 st;, R

J

DEEDIE

Fr=diptesh

P 222207 i X HEE T 82840 204

Fig. 1 Architecture of secure multi-party

blockchain auditable signature scheme

WK TR, 258 BEHLE B B AR iC 5 B se), IF T80



%9

IR R TELESHTHERETFIEL T E 2641

Ehrids), S 55 EEAR D s 18 UEE BRI I S
A ELH AR S 5 B A E B IR T (5 B i (A E
XEEE FHFIEMREEmeE . ES 58 ENHBLT,
Z 5HBUOR A HAS 5 FH 0E B4 A i EHA M T
B4
2.1 FEZH
2.1.1 #sie

BEP(i=1,2,-n)En NS 5HEMNES NTTRME, g
JA BRI GF (p) 19 A4 BT, p Fl g JEPRAS KRB, I o/
(p=1),d,(i = 1,2, -+, n) & — 2" H& HL IR 34 14 1F £ HUT 51

q Fld ¥ & Asmuth-Bloom 7%, FFE 4B m,D =Y d,, A
i=1

Frn.gpgdFD,
2.1.2 FARFFTLELE

BAZ 538 P, AL IE U B AR A5 2 st), sty ++o, sth, 16
JE Asmuth-Bloom 7 & , 31 5 F % #5 iC S? = St?| + St?z toeee t

st = 3 st N st RALLA P, (j = 1,2, -+, n), [ P LR ER st
i=1

I AL AN
BB, P R A T — 00 B %5 b i 5 B AL 1 [ & ST =
(st?/-, St%, ---,stg, "',stgj)ﬁ:‘[]s?o
2.1.3 FAEImIFLE L
B PR o, 0 = Y a6 i B
i=1
X, =a+ 500D, = p,(mod d,), W& A ME—IRfFE R 1D =

[)) - D
ZE"’J’«L’ modD,/ﬁ\:FPeﬂWﬁ/@jei = lmodd,. B, Z5EM

i=1 % i

BB B (1D, w,)o
2.1.4 SRR R

BWA? =50+ 52,8° =, + 51,0 = $'q + o, RIET TG B
&g gt A

(g(a? -x) modp) . ((gs?)q modp)modp = (g(w‘“) mod p
WBEHP, (j # i) 5 5% P RN E sl
2.1.5 FAEEHN

P B HALS 5 & A EARIC st (i = 1,2, -+, n), AERA
NFLEH -

sk? = ( ZSIB +a;)mod d,
j=1

MZ5EAY N

pk? = ¢ mod p

AR

G, = ﬁg” mod p

HAHN -

G, = iai mod p
2.2 AMEHLHIAE L

H RS 5 F WA, LSS TF AR L], S
BS5H R EARICTE BT A Bl i (R B 5 A 45
S A B R R 5 A AR 1 A A A S B (Trust

Matrix, TM ) . HAg L R UE 2,

( wigwmmgr) )

@”‘*“ modp)-((¢") moap) modp=(s'") )

Fl2 FfEbLH
Fig. 2 Trust mechanism
P 2 B (A B e AT L BT
AT AT (5. BT 48 5 G 1 B T, W8T 702
355 5 2SS AT BT . FErb B o {3 el ot
g =gt gt FIWE L S8 fE B A M E S R

(g(#’) ) mod p) : ((g"'?)q mod p) modp = (g(w'o)) mod p FI . 455

SOWSE BT IBUE R 1, A 00 K T A5 3 hat (AL Al ] {5 R R
HFdiALa . HEARITERNT,

GO <) = [ () =[]
IO s B0, T R . PTG DA PR B 2 5 E 1 B
EMBHEE . [, hS 58 P,NTES RN
BEEEIANE, X HLID, = w,(mod d,) NE:15 1 B35 EL
RS 58 PITES EA R B EAE AT PR (. ELEARAT
S PRI G AT £, M HUE R T4 A A = {0, 1},F;" B UL YE Tk
B=1{0,1/2,1}.

HaR g = gt - g L SRS, = 1; B R 0.

Ao

(g(s:’ ) od ,,) , (( g.‘?)q mod ,,)mod )= ( g(wf)) modp

ST, MREAEAT £, = 1580 0,
WIS, PSS B SR BTG 25 R AR B T M 2 TV
rvi=[Fy FY e FY
SHERA R = 1
KB EEMTAES5EHP,(=1,2, -, n) 5T 24
WAFAEFE RS TM , RIS kA T A 25 5 AR SR

T, 7, 7,

Fy Fy - Fy,

T, T, T,

k k k
7, F21 Fzz an

™, =

T/. TI. TI.
Foup F, - F,

DL, 7E 55 & IS, 253 P Al n - 12 530
PAGE R -



2642 P EH A

% 40 %

Mol 1 1]

Fy Fp - F,
2 2 2

7, Fy Fy - F;

™, =

T, T

_Fil( Fioee Fin_

TEH b+ VSR, P BET T (S T

_Fill Filz Filn_
Fy Fy - F

1

™/ =

T

LF

Ty

£y

TA*I TA+1
[Fi Fy

i

1 1 1
F Fy F,
2 2 2
Fi F; F,
T T

k+1 k1
Fil FZ

FT:I.+1
Y5 G H A R S5 4
2.3 FEESR
1) P(i=1,2,-,0) ¥ £ B HL %1, IF 3T 5 o»,
il'"/n
g " modp, Hin, Kk P I,
2) W5 554 pCE o 6L (= 1,200) H
1L Lo EI,F;A
A UEN Lo d
g '( ! modeHg[L ‘ rnodp:l—[”t)imodpC
i=1 i=1
3) P(i=1,2, ) I H &L SP=m-n-1,+

w! modD,FﬁU‘%Lﬁ%B/‘Jgﬁﬁ‘%@ﬁ(m,”’],S?),ﬁiw?

D
jieiSk? mod D,

4) P,i‘fﬁ%»’&5=( S?modD)modqo FrLAL TR m
i=1
m,

T EZ N sig(m) = (
2.4 ZRUWIE

P, A AY G, IE% g’ = w7 - G, modp, ARG
AT, M2 AR
2.5 BBEH

H T A A shacds , o 5T LIl i 0 R e 1 s ok
RS S5H WL AEH R0, S E S S HNEHT A
@ NI 25 DY G T Rt = o O Y 20 s = L DN (¥
ISR EEA TR R R R AE R T T R G i)
i A G B RTIRE . X H KRR E N T,

AW T, 25 & SO AR AR IC AR B s, I TR A
%ﬂsk?‘o

WHEWG, S 5 E B UARIEE AT 1)~ 4) 40
B
2.6 XBREERTEITHLEH

mE 3 PR, 2 55 1m0 e E A R T
A B I T A A B X R v, S B T A IR, ]
AR R R DN DX R v R I ) 40 1 T A 4 B £
SR L I A RLEH R 4 i B I A, TR A i )

7,8)s

A A5 S T (R T AR
FCEAI S BN T

O O @)
Y (N [
' 2 5% J
b S Decg (TM,)
FRH
® i
&y O
[ i
ﬁEQEEQ:‘
H(+),Enc, (TM"™ i
*),Lncg f N
______ T
(X ] [RB ] - [ K]

B3 XYuhEa R
Fig. 3 Flowchart of blockchain audit

2.6.1 F TRy LSE

ZH5E AR R LR R FRE . BASEE
R N AR R — BRI H = (b, by, - b)) 0 B 5 EE
VRGBT RS H 0 A0 b HET 5005 B B B AR A
RT3,

HE,.Z25H%P(=12-n), W& — 1 2%
A=[LN],WEH CA NS5 EEREA PG~ VY
] 5 B, = (b by wos byooeibyy), o X TR — A4 jed, &

H, P ARG YN B 733 :

E(B)) = B; = (b, by, =+, biy)
s By RGPy o Py BN PRI BY e, 2EAT AT 3
BeP MRAEB,, = (b(i+ i b IDFLI b 1);\e)ﬁ%§UBj+ L

. ) b(i+l)j’ b(i+])j =1 .
X‘T?{f;ﬁ\_]EAyﬁb(i_‘_Uj: I b _ al{-‘jl/fﬁc§ljv
i (i+1); —

BB, )= B,y = (b b bl o) 28R L Py
B, B¥%%H P, KIMFEH, R&p 435 B =
(b by oo, br ) IR

B, Z25%P.(i=1,2,,0)itEAR:

R =30, (1)
B2 R HET , B s B R AR AR A
REH NP

2.6.2 Rkt
PAERARIR DB T, (k= 1,2, -, n) JE 3 04 07 (5 374 46

Ve TM ! R GE A I B P 50 8 3 B, (TM"), JEXS 8 30 it
FE0 A A SRR H (e, (M) 4605 15 80 s 7 (17 0

F X Bk

YA FORE, Z 5% P, S 5% m AU KR i
R ACHL PR LAV Rk 25 W A Py, PN DX BREE T 208
Y I RLB 2 153 3 AT (VPR AR T



%9

IR R TELESHTHERETFIEL T E 2643

3.

VEXil
EMMEH

EE1 ZHHLFETE LML AR

A Sk,’-rA I(ZSI;V‘ +a,-)moddl
i

é\

n

r

B = ZStU‘q + q,
=1

ik A
ski* = Bmod d,

AR v [ 3R A B, T A5 2 R 4y 7 e

skrA = Bmodd,
sk;‘* =B modd,

sk;l" =B modd,

B=2w?"m0dl)

S 20 A SRR 18], 41
m-n-21i+l8<D
P

S= (;Sf‘mod D)modq =

i=1

(m - - ili + iw?modl))modq

i=1 i=1

H0(2) . (3), ATf33)

g
IR ka mod p

|:Z[:(m cm L+ modD):|m0dq=

(2)

(3)

B2 Al {E AL R EOT LI A RO A K 2 5 3 )
Rk,

AER RS ATE T AL PR AL
1

Fr=ol e n

A S, S a4,

=g g

KEAES 5H S5k, hT

G AR ZE S AR ¢ = g™ = g* - g

— 0
M= ats
o0

T 05 AT A B, 3 3o o 2 K

0

(g(af] - modp) . ((g":))q modp)modp = (ngo) mod p
KEGIES 5 H BT S, T

0o _ 0 0 0 _ 0
Al =s; +st,,0, =, + st

0_ 0 _ 0
W; =s; gt ap;=ats;

Fr A
(g(sf] ) modp) . ((g":))q modp)modp =
(g(n P | modp) ] ((g.f?)" modp) mod p=

(g” modp) . ((gx?)q modp) modp =

"’0‘1’) mod p =g"”0 mod p

L W A B = [+ |

EIE3 B R H = (b, hy, -, b)) BYK/NAT
DL IE B A S e A QB 2

HRAR 1B, = (byys by ++vy bys =+, by ) BIRG T AT 1, %
TR € A, %) = h, WA b, = 1257 # b, WA b, = 0. &

h»
BRI B, = (b1, by -+ b)), B HEHRIER (DR, = Y b))
j=1

AR B R L HE P 5 5L, AN f e 2 e S AU
3.2 ZREWSH
3.2.1 B aHEmbkom

ARTT BT E T o SRR, DB AR R R
ABEKAG DT AT RN TR . R G B YA e
] —JE 0 T, S [ 3RAS e AN E 2 T e AN S 538 T AR R 45
ZIER.

A B, A AR R K EER s S S
MR H S5 %4, R MR AIHE AL,

sk = (/Zstf-]’- +ai)m0d d, B E T RN ARG n 25 8 AL
j=1

( a snw/) _( a+
g+ g" "Jmodp=|g

BT s P, A A B BRI B Y 0t n 51
i=1
SRR AR | T o, N2 SH I S BARCE ., FIRE
2 5 H AR, Tt 7 e [f— A 0 P TR 3 A
B MHECE BB 5% P A A S FDREE
a,, A REHBEAR H) sk, SO0 B F RV R TTRERY . MGE T
AL HEUA TS g™ o g 305k )l a,, SAT i i ™
ol g SRR st i, S S HOM RO L, Bt R T Al a5
), I, B S HSE H  g R g  ARAEAE
RGN G, = ﬁg“ modp MR G FAH G, = iai mod p
i=1 i=1
MBS IS OME BN, A6, R TATFH R, Mk 4
AR AL K RA AP ERERY Rl G, =
[ " mod Kt s S K, oty AR T

125 4 W B, o # T A R R, 1 A
E"IF;‘A
Pl = g mod p, AT m, K 1A F AR R
OB, 0t 5 TE 3
3.2.2 RS
R Dt 7 SR PR A — 0 R o % i a5



2644 HH AR % 40 A
P PR R A BRI E 4 IR, LT R 24F 5
WRMT HERENE LS4 BRI S 5 ENRARE ®2 HEEX
n Tab. 2 Symbol definition

sk? T sk) = (2 sty +al) mod d,, [RIEZ 55 19 B0y Bk 45 ] ’ '

V= R ik I e
LKA s # 51,0, # ag,’ # A D, = ID,, l1 % 5% Wik m 0((lbn)")
B s BATIE o ARYE 0 E PG HILH] o] LAAR 25 2 40 W {30 u O((bn)™)
%S 5ETNANE , ITAEGEE RS 58 8. Ay h O(h(x))

B R 5 R T (VP P o A
HLRJ = [+ 1]t g PR FLAE 4,
=gt AT B G T () mody )
(&) mortp o = o i1, 25t o stsus

gE L RS R BT AR AT . BN K E AT
FEE X BREE |, BRAIE T TS (LAY A TR W A mT i , g ]
FIFAUEDIRE, BIUL, RV T 3 B T S PEAh(E, 38
I IXEREEAFUE R G IR IE , AR S A PR {5 A ) S I
3.2.3 "TIkA s E

Bl B, HEEA Bk 3 i AR I i v
H—AZ 5%, Bol & el ol H bR ST s 5% 8 R 40
HHAMS 53 . MR Sh T # v] REFESE I R P TGk 78 2l
I ARHEE R HALS 55 BRNEA LR B RIS
Dt 35 AT BE A A MO 3R A UL B S 5 3 R B T
UIIR RG24

N T BRI R A T RS 5 R
FRLER , Bt R0 T, (0 15 e T80T, Mo 3 RO A PR )
— A IS IR B P (Rl T AR I T e AL BB 5 E5 A
A BA BB RGN L A, O T 2 ke R RMERY
3.3 EEESHT
3.3.1 #EHH

AT R H AT BM L, BB s BN S 53 I E
170, I EA M HE IR, RTEEAXTTESHMITEDN
g, Ho 1 R T R BB, 0 KR T WA L
Uikk.

£1 BRARI

Tab. 1 Comparison of signature schemes

ES Al CING o " a A
LN IE S 1 1 1 1
k(4] % 1 0 0 0
SCHik[ 8] % 0 0 1 1
SCHR[9] % 0 0 0 1
k[ 10197 % 0 0 1 1
B INRVIES 0 0 0 0

k[ 4 TFEEN G L L B TR 2T REA

R AL BB A s ST, WA T 22 2t
SCHR[8-10 10 FL A Al 11 22 447 AT S 245 T I RE , (EUR AR A
RESN VA2 5 & WA A5 1k, AR HA AT T4 . SOk
(11 2T 8207 iR L 07 S8 BAT Al {5 (al #3 i y
P, QLA A8 HH R 1) 2 2

T3HN ARTOTT SR AL S L HOR T2 W AT e A
I R L — YT AR R AR AR T A,
T T IR AR, 5 2 T HA% B H A E 2 0 O X 25
ATTRRLL BORA T Tt

Fe 3 EAR SO SCRR 9 ] i35 42 2 BE X L 25 3, Sk (9]
TR B H A1 200200 RSA 2544 07 58, i B B
SEZE- WA N NN G o 53 (1l

3 HEESZRE

Tab. 3 Comparison of computational complexity

IS 4 22 Bk
A3 e[0((n)) + 30 (lbn) | O((Ibn)") + O(lbn)
Scik9] (41 + 1)O(Ubn)" + 310 (Ibn)" + 2;0((1bn)“) +

Vi 30(h(x))

3.3.2 WAZE

AR 3 B 525 BR B 0 64 {7 Window 10 2 1E & 4,
MyEclipse2015 F %t , CPU by S K¢ /R it 4 i5-8300H Ab B 4% , 3=
452.3 GHz, N7 8 GB, HALge 45 e in &l 4.,

4.0
3.5 — o
£ 3.0 —o— R J% .

2.5 || -e RO F

0(h(x))

2.0 o
=
05 o0
00l88 S o oo
10 20 30 40 50 60 70 80 90
I IR B

B4 TTRRAE SRS FE

Fig. 4 Threshold and time consumption

[ 4 125 5 B (5 A2 T TBRER P B 1 B0 A S
J7 GEASCHRL9 107 SR TN ARXT LE ol P 4 )00, AR SO 58
ANSCHR[9 177 G 9 IR [ 39 R X Bl 1 BRAEL ¢ A 384 i img 38 i, i
SN S AR S 5 H RO 0 S EBIEA SRR . A
P4 T U, SCHR 9 175 58 A SOT7 S8 A T 22, X 0 R A
SCHRLO 175 S0 2 T WIS Y PR E 22 100, 75 2O 2100
THR, AR S5 G838 T [l A B DR AP SR A G R e

PS5 g TTBRAEL e 813 215 2 Bkt n MY IR 00 T A 307
FERNSCHR (9 175 ZE I I FE XS LE o fh 18] 5 R0, A SO 38 A1
SCHRLO 175 Z2 A T3 FE X BE 2 55 2 4kt n OS85 00
[ #3282 i T 2 5 5 9 SO n 5 TR FE IR
MKIKF . ATLAR AR 35 S B AR 24 T SCk[ 9177
E ¥

1.4
'D
1.2 RS E S
101 e ko % &
%08 o2
Z
F0.6 o
Eo4 oo
0.2 o L
0.0 Lomed Q- o 5 ° o o —0
10 20 30 40 50 60 70 80 90 100
55K N

5 Z5EHEE SR

Fig. 5 Participant number and time consumption



% 9 FwmME . A TE4 %

R ek T WAL R 2645

4 HiE

A SCURETH Y T 22 42 22 07 B XU BE T T8 44 7 58
LARZ )T MBS & S T — R E AL 2 5
HWAMEE R, AW S 55N EE . AKX
PRI EL A TF 5 BT R R T A5 PP R I Al 38 DX B
&Lf’ﬁﬁ'ﬂﬁiﬁ%ﬁﬁﬁ ST AT TR AR . SR IR

BHEHARB T R L 2L TSR TR, T RETHE

Pl B HA T A B TR R N R

SE Xk (References)

[1] YAO A C. Protocols for secure computations [ C]// Proceedings of
the 23rd Annual IEEE Symposium on Foundations of Computer
Science. Piscataway: IEEE, 1982:160-164.

[2] GOLDREICH O, MICALI S, WIGDERSON A. How to play ANY
mental game[ C ]/ Proceedings of the 19th Annual ACM Conference
on Theory of Computing. New York: ACM, 1987:218-229.

B3] Ese. FETHEEALBIFE TS5BS O AENL R UF 7 (D]
Je a0 db B A2 K 2%, 2015: 44-47. (WANG L. Research on
mobile business virtual identity authentication mechanism based on
trust transfer [D].
44-47.)

(4] . ZAHLIHIT 56 TR0 I i B 20 22 22 07 V1A DU
FL[D] b a0 db 50Tk K %, 2018: 34-38. (ZHENG W.

Research on rational security multi-party computing protocol based

Beijing: Beijing Jiaotong University, 2015:

on secret sharing under various mechanisms [D]. Beijing: Beijing
University of Technology, 2018:34-38. )

[5] 20, WA, BRE, 55 . 5 TR AEHLH] BB 2 0 262 42 e o ke
Fom[I]. BF#4, 2018, 29(9) :2829-2843. (LI F, SI Y L,
CHEN Z, et al. Trust-based security routing decision method for
opportunistic networks [J]. Journal of Software, 2018, 29 (9) :
2829-2843. )

[6] KA. ARG T AR FA PRI BOAR R A 5E(D]. &
AE « H [ BL 4 R K2, 2012:77-81. (ZHU Y W. Research on
privacy-preserving technologies in distributed environment and their
applications [D]. Hefei: University of Science and Technology of
China, 2012:77-81. )

(7] Fke. HTLLELIHENADFEHRE D] Kb
W K2, 2012:26-27. (WANG Y. Research on automatic trust
negotiation protocol based on secure multi-party computing [D].
Changsha: Hunan University, 2012:26-27. )

(8] ARMLHK, A, A, A HABRET IR B 2SS T TIRE 4
IR HENL RS, 2020, 56(5) : 125-134. (CHENG
Y G, HU M S, GONG B, et al. Dynamic threshold signature
scheme with strong forward security [J]. Computer Engineering and
Applications, 2020, 56(5):125-134. )

(9] FRAT. HET 2RI IR R TR RSA 21 72 ()],
T 515 B2, 2016, 38(9) : 2280-2286. (XU F. Proactive
threshold RSA signature scheme based on polynomial secret sharing
[J]. Journal of Electronics and Information Technology, 2016, 38
(9):2280-2286. )

[10] FRMEHK, DGR WIWIAE 45 . G T X sk iy 53 5 )
R4 4 07 % (T]. 3T 5L, 2019, 39 (9) : 2629-2635.
(CHENG Y G, JIA Z J, HU M S, et al. Threshold signature
scheme suitable for blockchain electronic voting scenarios [J].

Journal of Computer Applications, 2019, 39(9):2629-2635. )

L] AR sk R . T2 22 A FR R R
[J]. BOFREB R R, 2018, 7(2):30-35. (FU Z Y, ZHANG
Y H, XU J G. Fair secret sharing scheme based on secure multi-
party [J]. Mathematical Modeling and Its Applications, 2018, 7
(2):30-35.)

[12] Fouk, 5k, iREEL . BT 2072 27500 8 P2 AL mix-zone
[J]. 38 (%24, 2019, 40(4) : 83-94. (WANG B, ZHANG L,
ZHANG G Y. Attribute generalization mix-zone based on multiple
secure computation [J]. Journal on Communications, 2019, 40
(4):83-94.)

[13] CHENG Y, HU M, WANG L, et al

signature scheme based on trust mechanism [ C ]/ Proceedings of

A secure multi-party

the 13th Chinese Conference on Trusted Computing and
Information Security, CCIS 1149. Singapore: Springer, 2019:
119-132.

[14]  ZRMZR AL A s, &5 . 22Ty Z8daHFE)/oL]. it
BOHL 2 4 [2020-01-16]. http://kns. cenki. net/kems/detail/11.
1826. tp. 20190917. 1500. 007. html. (LI S D, DU R M, YANG
Y J, et al. Secure multi-party multi-data sorting [ JJOL]. Chinese
Journal of Computers [2020-01-16]. http://kns. cnki. net/kcms/
detail/11. 1826. tp. 20190917. 1500. 007. html. )

[15] Z=uk. ZZIritE iR SR H D], il FiEEssE
K2, 2003:6-7. (LI Q. Research and application of secure multi-
party computing protocol [D].
University, 2003:6-7. )

[16] e, FRE . XEREEFEM B 5 H ML bt AU Tl
th mR 4t 2017: 9-19. (YANG B H, CHEN C. Blockchain
Principle, Design and Application [M]. Beijing: China Mechine
Press, 2017:9-19. )

[17] ASMUTH C, BLOOM J. A modular approach to key safeguarding
[J]. IEEE Transactions on Information Theory, 1983, 29 (2):
208-210.

[18] HOU Z, TAN M. A CRT-basted (z, n) threshold signature
scheme without a dealer[J]. Journal of Computational Information
Systems, 2015, 11(3):975-986.

Shanghai: Shanghai Jiao Tong

This work is partially supported by the National Natural Science
Foundation of China (U1304614, U1204703) , the Key Scientific
Research Project of Universities of Henan Education Department

(20A413008).

WANG Yunye, born in 1980, M. S.,
interests include information security, artificial intelligence.
CHENG Yage, born in 1987, M. S.,

research interests include secure multi-party computation, information

lecturer. Her research

teaching assistant. Her

security.

JIA Zhijuan, born in 1973, M. S., professor. Her research interests
include software engineering.

FU Junjun, born in 1995, teaching assistant. Her research interests
include software engineering, blockchain.

YANG Yanyan, born in 1986, M. S.,
research interests include information security, trusted computing.

HE Yuchu, born in 1984, Ph. D., lecturer. His research interests
include smart transportation, machine learning.

MA Wei, born in 1980, Ph. D., lecturer. His research interests

include internet of things, trusted computing.

teaching assistant. Her



