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Verification of control-data plane consistency in software defined network

ZHU Mengdi’, SHU Yong an
(School of Computer Science and Technology, Anhui University, Hefei Anhui 230601, China)

Abstract: Aiming at the problem of inconsistency between the network policies of control layer and flow rules of data
layer in Software Defined Network (SDN) , a detection model for Verifying control-data plane Consistency (VeriC) was
proposed. Firstly, the function of the packet processing subsystem was realized through the VeriC pipeline on the switch,
and the function is sampling the data packet, and updating the tag field in the sampled data packet when the packet passing
through the switch. Then, after the update was completed, the tag values were sent to the server and stored in the real tag
value group. Finally, the real tag value group and the stored correct tag value group were sent to the verification subsystem to
perform the consistency verification. As it failed, the two groups of tag values were sent to the localization subsystem to
locate the switch with flow table entry error. A fat tree topology with 4 Pod was generated by ns-3 simulator, where the
accuracies of consistency detection and faulty machine location of VeriC are higher than those of VeriDP, and the overall
performance of VeriC is higher than that of 2MVeri model. Theoretical analysis and simulation results show that VeriC

detection model can not only perform consistency detection and accurately locate the faulty switch, but also take shorter time

to locate the faulty switch compared to other comparison detection models.
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Fig. 1 VeriC model structure
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Tab. 1 Notations and related meanings
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Sk 1 BURAIAL B (Packet processing algorithm) .

A :M,ID, (v,,v,),BF;

1) if the input port is an edge port then

2) BF=0;
3) assign (v,,9,) to the packet based on flow;
/BE BRI A O, 261 Bl A 53 e {0
4) if the sampled packet comes from a new flow then
TERFERE ALK 1 BT BB i
5) send(ul ,112) to the controller;

1188 (o, 0,) IR RS W R 20
6) BF=BFUBF(ID);(v,,v,)=(v,,v,)*M;
1AL — 5 3SR , X B AT BT
7)  if tagging has completed then
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9) PTg:(v,,vz);
10) if the port is an edge port OR drop the packet then
11) send BF to the controller plane;

12)  BF=BF;
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13) endif
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Fik2  BIER L (Verification algorithm)

SN BF,,BF,,CT,PT,tx,ty;

#rd IR [l consistent B inconsistent ,

1) if (BFI,::BF,, && PTg[ty—l J::CTEDx—l 1) then

2) return True;

1145 BF, 55 PT, 7B 5 M55 4% rP O AT B9 AR S U 1] True

3) elseif (BFI,! =BF, && ty==tx && P'l’g[ly—l ]==C7;,[tx—] 1))

1175 1 BF B (AR 15 L

4) for (i=1;i<ty;i++)

5) if (BF[i]1=BF [i] && PT [i-1]==CT [i-1] &&
PTg[i]::CTg[i] ) then

6) BF,[i]=BF [i];

HFHIE B AR 2 (R A
7) if i==ty—1 then
8) return True;

11°4 i=ty-1 i, 3% 7] True

9) else
10) return False;
11) else /AR, )R (5] False
12) return False;
13) endif
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Fik3 BN (Localization algorithm)

#N BF,.CT,.PT,.ty;

R

1) if (BF, && PT,)

2) for(i=0;i<ty;i++)
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5) endif
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Tab. 2 Computational overheads of three methods
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