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A Solution for HTTP In-Network Caching Based on P4
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Abstract: [Objective] HTTP is the most used protocol in network traffic these days, and the use of HTTP is still

growing rapidly. However, the normal transmission of HTTP requires the underlying TCP/IP protocol
stack, which limits its ability to solve problems in the current Internet. The response speed of a web page is
critical to users’ experience when they browse the web pages. This paper aims to give a solution to improve
the response speed of web browsing. [Methods] In this paper, we propose a solution to implement in-
network cache in HTTP protocol using the idea of ICN (Information Centric Network) protocol and
the P4 (Programming Protocol-Independent Packet Processors) language and conduct evaluation
of the proposed solution. Firstly, we propose a packet conversion mechanism for converting a custom
packet into a special packet and converting it back. Secondly, we adopt P4 language to implement the ICN
transmission in the forwarding router. [Results] In order to verify the functionality of our design, we set up
a network topology among multiple virtual machines and verify the network performance improvements when
using the ICN protocol in HTTP transports. Evaluation results show our solution that enables P4 switches
to cache HTTP content responses can aggregate the same requests and improve network performance.
[Conclusions] Therefore, the solution we proposed in this paper is effective for users in web page browsings.

Keywords: HTTP; information centric network; P4 language; in-network cache
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Algorithm 1: Packet forwarding process

Input: pkt

Output: Forwarding action

1 Parse pkt header
2 if pkt. TCP.dport != reserved port then
3 ‘ IPV forwarding
4 else
5 Hash(pkt.name)
6 if pkt.op == Get then
7 if CS_Register[Hash(pkt.name)] == I then
8 Send back cached data
9 Break
10 end
11 if PIT Register[Hash(pkt.name)]! == 0 then
12 ‘ Update PIT Register and drop pkt
13 else
14 ‘ IPV4 forwarding
15 end
16 end
17 if pkt.op == Push then
18 if pkt.isCache == I then
19 ‘ Cache packet
20 end
21 if PIT Register/Hash(pkt.name)]! == () then
Update packet header, delete PIT entry and

22

groupcast packet
23 else
24 |
25 end
26 end
27 end

1PV4 forwarding
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82



s SRR EHTHY, 2020, 2(3)

HE— /N AR ], RIDSR AR AR IR,
M S bR R S 47 Dl e 2 1 R 08 1 B R e 4 ik i . T
I, AWEERE A RRE, LIRS, IF
A SERREAE AT, A7k I 25T e 7 K B R L R A7
IR 55 BRI RE P e 23U 2] OP 7 BUA Get [ ICN.
p4 B AL, Wk L T RR Y, AE W SR
SRR LR, KA IZAE 2 55T ICN.p4 HlE .44
FRIIE A HOAIME, DA S = S AAE A A . W
ZERR, FE—DARMBIRZEAE, 45K ICN.
p4 BRI K FINHE, RN 22t 5 27 47 23 )
B L FH 2 7 25 6 R0 O F) 5030 A3 — AN 2
Rk E. BN, whok B R R T — Bk,
7T, W S Bk K HHE 4 ¥ OP 7 B2 Push,
A2 AT Ef# T isCache F-BUH, KkE 2 5 S A7 5L
. B 7 RRT P4 RTHNIIE RGN, AFEH
MU &AL LI AN T BE AT

—_—
CS

reglster

B 7 AL
Fig.7 Switch architecture

WIEL 7 FioR, W AF a5 KR AR S L £
Yo b, 38R B SR A O —— P 4 A
TN HALN LA ARG, T A2 AL A o A7
fEDIRE, P LAE AR G BN 5 P AT L

3 b

N TR EAT N e BB S T ICN 1% i i

AEIR % BT P4 Y HTTP WA /7 S RIS

R4 0 HTTP W R B % s &, B2 &Rl
Ml MET — AWM. §6 RN L8z %
7 Ubuntul6.04 #:F &4, W T P4 HAF AL
BMV2. X H, BN MENLA AT LLEAE—> P4 S HdL,
LML AR T OB P4 B SR EATRCE, IR
FIGA] LUE I P TR A%

BT, RS, - KERA
Mininet BLHLAF AT LI FIHF L. MTEIX Eﬁfﬁfﬁﬂ
WIR TSRS, WA 2 T AN SR i &1 —
THENBUAE N —A P4 ZZHbl. Bk, AR
PR A7 T LA FH RO AR Y A7 SR S, 7E S8R,
A LU FHAEAN FEAUML Ubuntu16.04 28355 15 42 i 7
R B, RIERT. Kb, IR
HRE 2L 7E Ubuntu b e B 401 R 45 3@ 0 4% 5K 58
R U, AR AN bR E, T HTTP iRk th O
FIARE RS N AR, R RCTHE KL R EI R
FHFEF S o CTh R AT L i s ) AR B Y SRR S

N BAIE X — AL, BATME T W 8 TR
MR PR EAT S8 . RN ek, FBEOEXT B
FE T 55 5% R ) 17 67 28R

W1 8 firzw, PC 1 #1PC 2 & SERVER #4t
A 2 B R DR B, O ELAE RS () A
PR 4%, S 1S 2. HEXBIAET, S22
P4 ML, WM S_I Ak Kk, 78S 2 FAFER R
RE MM L NEAFRA BN, fEXH, ¥ CS %
il W E N 10 DA, Betlil, RERZK
T SR B BLTE S 31T mURHT 2247 5 10 #2423k P4
ASHAL, ASHAUEE T LK B R B N E, N

P i 4

8 AT BN %
Fig.8 Topology for evaluation

83



Hrl 5 SRR AT, 2

FFR A A 2R A7 SR e B R o [RIRS, FRATTHE: PIT
A LAER A P AN 1 SR (1 1] 8] B 1% 2 9 10ms. B4,
AT B A 44 1015 SR TE 10ms P4 31 7] — A8 el
B, B4 SR E.

ATk PC_1 A1 PC_2 B 5 BPRIE—IRIER, &
SXARAE 30 Yk RIS EE, T RUBE A
PC iR 2 A5 P 9 Hf SERVER v 2 [i]
2. MBI TSR I, 2435 KRB R,
[ ICN-HTTP /7 %:tk HTTP /M3 %2, WLVE H,
ICN-HTTP (#0351 2 9 HTTP ) —2, X
DTS2 WRMEHLAMES. Aid, HTEREGRE
2 AF+ 20 s, BTLURE IR RAR, EZEXS
IO 28 A0 A 62 251 2 I 45 TN A7 D e

160 label
== |CN-HTTP @
== HTTP
140
120
.?m <>
ot
5 80
60 '
40 ‘
20
50 100 150

sum of req_times

9 lRE=R A EM/MRER
Fig.9 Violin plot of server load

4 SOl

fE LA T IT7 RIERE L, BRI,
FATE T AEAT — 2o fudt . ol 1 BE A i et el A
BN REFPIAT, Pt AR U B BE BRI, BR TR
EOK ARG 2 B N P4 B A, I 7 AR 1Y
A S R B AN TR . XSO, X
BUAF R 28 (KSR AVE R U AT B, TR AR T &
T Ban ik S A S R AR R P4 ST HL,
HLRE LS 4= PR AR AT Y P4 SCHRALTE B FEXS B 3E

84

BER %5 BT P4 K HTTP MNZEAT 7 5 R H S

PTG, N E R R A%, BD AT SEELX — B
J7 RIRL .

FESCHR [18] o 7 — R A, EAEH P4 1&
M7 TCP/IP £33k, B Ji5 tH Linux P9 A% F8 i HAL G
AT EA. XS TRAVE K, 16 P4 5ZHBLH, =2
A DL S TR 4 HE O A R R AR I . AR IX —
B, SRS R AT

2 P4 SN RN E NBHR R, & e x HdE
() TCP Sk HEAT R 2T, ARG N A IRIBUFIH 5 ICN ¥ K
AR T T B, RO TCP g b, K
el B EL7E P4 PR H 2% 4 B 45 9 ICN.p4 B4l L.
Rk, ICN.p4 B2 i P4 T2 5 BT e R B4
W, FZ G2 A RE, XEET R
P4 B 2R AT S R M ARG o A S (0 75 B 1
P4 ZTHHL, FRATEAR H 2 AT LK ICN.p4 B (.5 e
(e S PP 5O, A 0 N X 88 B ) s (8 e —
ficks B AL, CRIEAEHRR AL . 75255 ICN.p4
FAE I TFBZ G, 2CH ARZ BRI ARSI, $uTHE
W, SEREE TCP LA . XFE, 7ERERE
HOR A2 P4 BR B 2R TEO0 T, AT DR 6 S AR
14 HTTP A&4, &Pl AT I3 mae At ot 5 %

HTTP 3 3CE W 5030 W o A B AR ke, (oAb
RS EMEAINNEENGE L. KRBT
—FPAE HTTP 15 5K i #2119 R AR R 5 A R B ICN (1
BAEATEE R TT R T W N EAF TR
&2 ICN AR, AT FRESHEH P4 ES
Xf HTTP 53K id F2 52 Bl ICN A, a2 se i
HTTP HM N A7 516 R E G . BZEBBPRRAE T A
A R R AR, AR R R i AT I 42
AT o S — MRS AR 7 R A HTTP
RO RIS R e, IR HAE P4 1R oKD
BRI R, HEATRRS B AR B R A K

FHEE T HoA P 2% Y 2 A7 A SEBL T 28, A0Sk [10]



HdiE 5115 R R ETHY, 2020, 2(3)

M [21], ARCHRM T RETMHEHT P4, HikHE
NIRAE, AR T ARG T, AR SCHR 075 1 R
TE T e R AR A B TE, A I, R
e SENRR ST E

ARICH LR RAE LA %% T Ubuntu #£1F R
e AL AT, A TIPSO iR I T R
R Thae fvEgem vt 7 — PRI ai Ry . LI 4h
RAEW], £ HTTP W5 A K ICN &4 i) S8 2%
SCHLHTTP 1M A 2472 & FEIY, 1%07 R nl LA &
WG I3 RR, WD M R I TR . X L
A T4 P o) B D P ARG

IR T B DU 43 v BT A 1 S0 & T RIFE R
SRt H AT EIRN RS e vt S Ik S A
HHREVEAL, WTREMLE, AERAL L, ik
FE—SEREAF 546 L C B S 1 77 R AT DI DA

Fl T 5 1]

P2 P A FAE R SR MR R AR

2 3Cik

[1] I. D. R. T. Fielding and H. F. Nielsen,Hypertext
transfer protocol — http/1.0 [M] .Computer Science &
Communications Dictionary, vol. 7, no. 4, pp. 595-599, 1999.

[2] X. Qiao, G. Nan, P. Yue, G. Lei, J. Chen, Y. Sun, and J.
Chen,Ndnbrowser: An extended web browser for named
data networking [J] .Journal of Network & Computer
Applications, vol. 50, pp. 134-147,2015.

[3] M. N. O. Sadiku, A. E. Shadare, and S. M. Musa,
Named data networking [C] .AcmSigcomm Computer
Communication Review, vol. 44, no. 3, pp. 6673, 2014.

[4] M. Rabinovich and H. Wang, Dhttp: an efficient and cache-
friendly transfer protocol for web traffic [C] .Proc IEEE
Infocomthe Conference on Computer Communications, 2001.

[5] P.Bosshart,D.Dan,M.Izzard,N.Mckeown,J.Rexford,C.

Schlesinger, T. Dan, A. Vahdat, G. Varghese, and D. Walker,

(6]

(7

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

T P4 ] HTTP PN ZA7 7 5 S LB

Programming protocol- independent packet processors [C].
AcmSigcomm Computer Communication Review, vol. 44,
no. 3, pp. 87-95, 2014.

A. Sivaraman, C. Kim, R. Krishnamoorthy, A. Dixit, and
M. Budiu, Dc.p4: programming the forwarding plane of a
data-center switch [Z] .2015.

H. Yuan, S. Tian, and P. Crowley,Scalable ndn forwarding:
Concepts, issues and principles [C].International Conference
on Computer Communications & Networks, 2012.

1. Psaras, K. C. Wei, and G. Pavlou, Probabilistic in-network
caching for information-centric [Z] .2012.

H. Wang, R. Soule, H. T. Dang, K. S. Lee, and H.
Weatherspoon, P4fpga: A rapid prototyping framework for
p4 [C] .Symposium on Sdn Research, 2017.
J.Xin,X.Li,H.Zhang,R.Soule,J.Lee,N.Foster,C.Kimandl.
Stoica, Netcache: Balancing key-value stores with fast in-
network caching [C] .Proceedings of the 26th Symposium
on Operating Systems Principles, 2017.

S. Signorello, R. State, J. Francois, and O. Festor,Ndn.p4:
Programming information-centric data-planes [C] .Netsoft
Conference & Workshops, 2016.

Z.Ma, J. Bi, Z. Cheng, Z. Yu, A. B. Dogar, Z. Ma, J. Bi, Z.
Cheng, Z. Yu, and A. B. Dogar, Cachep4: A behavior-level
caching mechanism for p4 [C] .Sigcomm Posters & Demos,
2017.

B. A. Ramanan, L. M. Drabeck, M. Haner, N. Nithi, T. E.
Klein, and C. Sawkar, Cacheability analysis of http traffic
in an operational Ite network [Z] .2013.
X.Marchal,M.E.Aoun,B.Mathieu,W.Mallouli,T.
Cholez,G.Doyen, P. Truong, A. Ploix, and E. M. D. Oca,
A virtualized and monitored ndn infrastructure featuring
a ndn/http gateway [C] .Acm Conference on Information-
centric Networking, 2016.
W.So,A.Narayanan,D.OranandY.Wang, To ward fastndn
soft ware forwarding lookup engine based on hash tables
[C] .Eighth Acm/ieee Symposium on Architectures for
Networking & Communications Systems, 2012.

H.YuanandP.Crowley, Experimentalevaluationofcontentd

85



e 5O ERTIY, 2020, 2(3)

istribution with ndn and http [C] .IEEE Infocom, 2013.

[17] R. S. V. Eiras, R. S. Couto, and M. G. Rubinstein,
Performance evaluation of a virtualized http proxy in
kvm and docker [C] .Network of the Future, 2017.

[18] Benoit Pit-Claudel, Yoann Desmouceaux, Pierre Pfister,
Mark Townsley and Thomas Clausen, Stateless Load-
Aware Load Balancing in P4 [C] .IEEE 26th International
Conference on Network Protocols, 2018.

[19] Sergio Charpinel, Celso Alberto Saibel Santos, Alex Borges
Vieira, Rodolfo Villaca and Magnos Martinello, SDCCN:
A Novel Software Defined Content-Centric Networking
Approach [C] .IEEE 30th International Conference on
Advanced Information Networking and Applications, 2016.

[20] Markus Vahlenkamp, Fabian Schneider, Dirk Kutscher
and Jan Seedorf, Enabling Information Centric
Networking in IP Networks Using SDN [C] .IEEE SDN
for Future Networks and Services, 2013.

[21] Erick B. Nascimento, Douglas D. J. de Macedo, Edward
David Moreno, Luis Carlos Erpen de Bona and Miriam
A. M. Capretz, Evaluation of Cache for Bandwidth
Optimization in ICN Through Software-Defined
Networks [C] .IEEE Symposium on Computers and

Communications, 2018.

ks F ) : 202044 10 H

EER, PEEEAHARIAEEREER
e, SRR T A AR P24 G R
AL E BT S S E R

Zhan Yuchen is now an undergraduate v
student at the University of Science and .:I)Hm',ll Arwm

Technology of China(USTC) and will continue his graduate

studies in the Department of Automation, USTC. His research

interests include future Internet architecture related areas.
In this paper he is mainly responsible for literature research and
article writing.

E-mail: zyc233@mail.ustc.edu.cn

BB, HEREEAR: AR
WEItE,  J BT T T 1) 9 AR R 9 2% S A
Rt

AL L BRI B 5 St T A

Feng Weiwei is currently working toward

MS degree in the Department of Automation, USTC, China.
He received his B.S. degree at BUPT (Beijing University of
Posts and Telecommunications) in 2018. His research interests
include future Internet architecture related areas.

In this paper he is mainly responsible for the design and
implementation of the experiments.

E-mail: fengww(@mail.ustc.edu.cn

B, EBEAROR R E B RREER
FhANMR, L, \IEER, B
BAERKM S G . H @B RIS B
LA,
AL BT TARNE RS2 T 5
TR

Tan Xiaobin is an associate professor in the Department of

Automation, School of Information Science and Technology,
USTC, China. He received his B.S. and Ph.D. degree at the
University of Science and Technology of China (USTC) in 1996
and 2003 respectively. His research interests include future Internet
architecture, adaptive streaming, and information security.

In this paper he is mainly responsible for guidance of paper
competition.

E-mail: xbtan@ustc.edu.cn

IR B LR, IE . K TPAGHTTPR M2 A 7 £ A R4 5 AT, 2020,2(3): 75-86.DO1:10.11871/jfdc.issn.2096-

742X.2020.03.007.PID:21.86101.2/jfdc.2096-742X.2020.03.007.

Zhan Yuchen, Feng Weiwei, Tan Xiaobin. A Solution for HTTP In-Network Caching Based on P4 [J].Frontiers of Data & Computing, 2020,2(3): 75-86.
DOI:10.11871/jfdc.issn.2096-742X.2020.03.007.PID:21.86101.2/jfdc.2096-742X.2020.03.007.

86



