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ABSTRACT This paper provides an extensive review of federated learning (FL) applications and challenges in the healthcare domain,
with emphasis on its transformative role in enabling collaborative learning while addressing critical privacy and security concerns. FL, as
a decentralized machine-learning paradigm, allows multiple clients, such as hospitals or medical institutions, to collaboratively train
models without sharing raw data. This renders FL particularly suitable for the healthcare sector, where sensitive patient information is
governed by stringent privacy regulations and ethical considerations. This paper first introduces the fundamental concepts of FL,
including its definition, architecture, and training process. How FL differs from conventional centralized learning by maintaining data
localization while enabling a global model to benefit from diverse datasets is explained. This characteristic is particularly valuable in
healthcare, where data are typically siloed across institutions and regions owing to legal and operational constraints. The applications of
FL in healthcare are categorized into three primary areas: classification tasks, segmentation tasks, and other specialized use cases. In
classification tasks, FL has been employed for disease-diagnosis models, such as for predicting diabetes risk, detecting Alzheimer’s

disease, and identifying cancers. These applications demonstrate FL’s ability in leveraging distributed data for improving diagnostic
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accuracy. For segmentation tasks, FL is applied in medical-image analysis, including tumor-boundary delineation in MRI scans and
lung-nodule detection in CT scans. Additionally, FL enables the integration and analysis of electronic health records (EHRs) across
institutions, thus enhancing data utility while ensuring compliance with privacy standards. However, the deployment of FL in healthcare
presents some challenges. One major issue is data heterogeneity, where variations in data distributions across institutions can adversely
affect model performance and convergence. Privacy and security concerns remain significant, as FL must ensure the confidentiality of
local data and the security of model updates during training and aggregation processes. Another critical challenge is the high
communication cost, particularly in scenarios involving large-scale, multi-institutional collaborations. Frequent communication between
clients and the central server or aggregators can introduce latency and increase resource demands. Hence, this study aims to identify
innovative solutions and propose future research directions. Techniques such as personalized FL algorithms and transfer-learning
approaches are proposed to address data heterogeneity. Privacy-preserving mechanisms, including differential privacy, secure multiparty
computation, and homomorphic encryption, are highlighted to ensure robust data protection. Communication efficiency can be improved
using advanced aggregation methods such as hierarchical FL and compression techniques. These innovations are expected to reduce
communication overhead and enhance scalability in practical implementations. Results from existing studies indicate the effectiveness of
FL in improving healthcare outcomes. For example, FL resulted in highly accurate multisite breast-cancer classification, improved
disease-prediction models, and enabled the secure integration of EHR data. These advancements showcase FL’s potential in
revolutionizing medical research and practice by fostering cross-institutional collaboration while maintaining patient confidentiality. In
conclusion, this review emphasizes FL’s pivotal role in addressing critical challenges in healthcare data analysis and collaborative
modeling. By leveraging its unique features and addressing its limitations, FL is well-positioned to propel significant advancements in
disease diagnosis, personalized treatments, and large-scale medical research. This study serves as a foundation for future studies and
advocates for continued innovation to satisfy the evolving demands of the healthcare industry.

KEY WORDS federated learning; healthcare; data heterogeneity; privacy and security; applications
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Table 1 Pseudocode for applying federated learning in healthcare

Algorithm 1: Application of FL in the field of healthcare

1: initialize_global healthcare_model(global model)

2: for round in range(num_federated rounds):

3: local_model updates =[]

for hospital in hospital_list:

securely send global model to hospital(hospital, global model)#

local model updates.append(local update)

aggregate local_updates to_global model(global model, local _model_updates)

4

5

6: local update = hospital.train_and update disease risk model(global model)
7

8

9

# evaluate_global_model_on_validation_set(global model)

10: return global_model

11: def hospital train_and update disease risk model(hospital, global model):

12: local_model = copy_global_model(global model)
13: train_local_model on_encrypted data(local_model, hospital.encrypted patient data)
14: local_update = compute_model_difference(local_model, global model)

15: return securely_transmit_local update(local update)
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SRS R AR T, (HE— 2 R % P o B
70 [ 55 P A ASE R0 35 0 P AT 2 o A A 5 ) Ty )
2.1.5  HRIH R > A 5 B AAR B A2 W 4 1
T AR BE A% (Major depressive disorder, MDD)
WA UR 5 4G T S 2 R,
E R 25 4 T 5ol Ak 0 5R 2 P 5 B AR DA A o 22
S EOPR 25 M 7S ) 128 . FL SRR Ao A 2R 3R
B AT E IR S 38 A, O 5 DL 2 S RS
PETHS WK B . L3 o 2 > L] T RS T i
ARSI, S RF 5 #4238 % . MDD & — P 4 35k
i HAC A = B ARSI % . FL 9 51 A MDD
WAL T — AN BeHE S 12 WokG BE S RE 2% fiff S5 TR
AL 58 JRURS: A9 i 27 %6 . Kuang 45 U ffF FL & &
AN G RN F RS =7 IO BUECE, W aE 11 R
OHI G, DL T pE Al A ARAE RARZS . Lin 1 FF
KT — R R A Al AR, a2 2 DL ) 4%
15 5 S D R LR A5 A5 i b G 2 e 3% 4 A=
Pibnali ¥, HLE5 R WoR T B 0 RS B A0 B Y
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£ BE. FL 76 MDD 12 Wr i b FH & 7 17 40 A i 4
TSGR, R T A SR B E BRI T,
AT R A A i F0 2 A4 P i PR BE T i 3R
s ik — IR E.
2.1.6 BRI 4E ASD Fm i iz

PIMIE 1% 2R B A ( Autism spectrum disorder, ASD)
S — 0 XA i B R A 23 AT Sy 5 A R K e
28k B bR ASD R i A O IR 20368 25 L 47 0
WA 22 LA H BB R R B S I RSN 5
R PR, FL 38 i [ PR AT w1 2Rk, Ok
FH/INEEAR 22 o] R B8 757 00 28 95000 658 7 i
TR AE ST GDPR A58 P AL YE A HT 48 T, sl B
OB AR A 22 , 1 SRS A 25 P, FL 78 ASD Tt iy
o N R ORI BR R BCHE . Lakhan S5
PEH T — R S5 A B 2 45 K K B E 12 W 4%
) FL HE42, F| H 2 8 28 8ol 26 47 JL 2 ASD )k
. 25 5 W, IZHE SR T 22 5040 4 v i A DU A 1 232
B, BT AR ASD Kl 75 k. SR, 1L 5
CNN Fl1 RNN 224 7£ Z AR Z 0] 1) ¢ & A7
Jry BR M. A il X — [e) R, e SR BN T B 22
D 2, 45 B I Az BT BE I 45 1 LR & JRy 6 1 2%
B B S, IEFE I P 22 R 4 L IRE T
HA R, BETA5E LS FL 76 ASD Fitiil i 1 3
PR, AR LA R X B 22 P v L S o O AR
A e b R BN T RS, DL — D42
TG FH R0
22 EFHEESHFLEETEBESNA

53 WAL 55 I T8 R sk R 9 &l 4y, ik
P o BRI Z B S EE, BEAE 28 H S 400m K.
T 7 il B 40035 1) 43 AT 45 b, FL 1 I 2 B4
Pl A 75 oK L AR v DL B AL R B S B A A
= B A R L I S R AR 4R 2 S R b B
ARk EAF I 5 RIRT K, DL BRFAR
5B AR )L FL AR T HAh 7, e gt i b
SRR oA U R R R RA TR R LK,
o8/ DA = XU 5 7E 22 B 4R 15 (Magnetic
resonance imaging, MRI) 73 # 55 4%: 55 v, i i I fk
1551 25 K0 RN Z2 v B U 2, 0 3R T 4 Rk
JERNZACBE JT, S BEI7 AR o T 55 Bt T Ak
HA B DT 8. 43 T 45 )2 FL 78 B2 7 il B
B H DL S, 13X S AT 55 95 SOM TS R . K
G e LR IR B DR B I e e S HE At
g kb A TR A 20 T
22,1 IR T AE TGO R g o e i R

HE 8 g A ) E 2T Z S8 MR &, H

JO7FH A v AN [ 27 AL ) 52 18 2 M2 S Kwin ol
JiR S R M SR RS E S E L h T 2SR =
(] 3 B3N — B0, O B R U b 3 o v 22 5 S
AR A5 1] S P03 B R B0 3D H iR 25, A2
PEBE Iy H 32 BR A . FL i 3R 5 2 rp oo 2l 48 71 3
Tl /0N i R A 35 P s e ) G I S e, R T 3l 245
TN SR G 5 W 2 ik 41 41 P 180 25 S 1 | R 140 i % [1)
R, [ o e O R 1R A ) R T TR AR R
FARY AR & 52 BLES AL B R0 . 78 8 38 IR 1R
H B R DX 0 R S S R AR A R Y
KUY, 7 T RIS IR AR | R AR kR
fiE 2R TN S0y 7 BORVPAG . Sk [45] #2111
— M HA XA PR DI RE R BT B FL J7 58, MRFAE
AR TR R N PTG v A - e i Y A o € S v A
N H AR FIPERE UL T HAt 7 75 . Chen 2819 — P
T — R FL X, RS IR 55 40 2k
PR AU R 5 A AN S A 14 TR, S 6 4 SR R ]
PERE W25 00 T A 5 25 SR, 3205 125 PR A ) 2
I ), AT REAE 1 3 s A PR 45N 384 e 5 T 4.
JAE AT — 7 Bt B, (0 HAE A8 R 2 BT 55
1 552 B (0 34 75 8 iod i — AP W ST B . FL A i 91 it
I8 23 R B 7R T 4R THE RE AN B AADR 7 B 7
J1, ABAEPEREXS F . % s DIE Ak S S B 3 i O
AT B — R R,
2.2.2 A I AR FUNR AR 23 B R

LR IR 2 o P o i DL 0 R A 2 B, R B
A X T R AR A T AR BLAT 2R S LR R
FIHA T FLIR MRI 80807 FLIRWZE & RO AR, 7
IO Xk Ffr 98 2 285 22 R R AR 5 B2 S T P O Y Bk
i BE o A AN AR DR S 2 b BE L
i P 446 ) B 25 S, $49n] RESZ MR 20 RS JEE . FL J i 4%
B 22 BILAE) B0 8 iR R AR XoF S5 I e 9 1 5 A
455 AL FL A I 1D G i 4 S BUR vh 52
If 05, AR HEIS T R I EOR SCHE . SCHk [47] T
— MR T HIRIT R T R, E TR 2
PG F ) SN 8 DX B BRI, I P 5 2 Bk
i RAEHOR AR 73 26 AR i B R R 5K
W 85 RR W, % T7 RALFLR MR 0 BT 55 LT
FoAl AL G AL, SCHR [48] /v 28 T —Fh & Sl LRI
SrEIBETH FLOHEZE, fd Bl ML B DX SR XL
A7 L A S R S A 500 0 A T, () P e o g 3
TR AR & o B B %7 IR AR A A TFFLR
S Ko AR bR AT Sk, SRR WU FIE R T
o E AR TY. AH BT R BIEFE RCR , AT LLESS, FL
75 FL R 3 AT 55 T s T DB A 3 A, (HHG
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TEA [ B2 T LA 8] A R RS0 38 ROR AT 7 2t — 25
Bk,
2.2.3 MR T ANk e R 23 R B R

A 53 JHp R 4 W PRI 9 R RS 9 2 0 B e 1R R
H A i e DX e A R I O SR S B A R,
i Jie 988 43 I 55 Rl 2835 MR 81, A% O M £
TE T R S B | B HLAR AR D22 S S S 2% 0
DX AR . FL 1 5 oG B4 4 x5 0 3 2 14 17
B RE ST, I BB 28 0 B AN Rk JEE 3D A
T 4 Oy i ORISR R MRI AR 1 21058
S, TEADR P B BEURD B4 TR IR 96 12 i PR 552 5 1R 5 oK
SCHR [50] 2 H 1 — Fof 255 T 9 JEL BA A7) i 00 A% i iR O
A S FL A SR S HE 2R IXHE 2R 25 45 1 Bk b
U-Net #5850, Ff3i aof F Al PR 52 e 2 3 1047 1 25
R TR Y S PR A . SR AR R
B, 2 F MQTT P LAY HEZR A8 ] SE 44 | 47 S8R0 R
AL J P J5 2 B £ X Non-1ID %4k 1 &t
FAPRAP R SR, SCHR [51] $2 1 T —Fh & T FL #8157
HEZR, 2 B i oR A v A 28 FL R0 R AT B
o] FRZE R, 7840 S BUA R, [ i O B AL 22
. SRR AR R W, 1% T I AN MR o3 BT 55 R
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RSEE RIS B i iR BT, 52 s HLAY
il IR 0 MIRTF) JIG M B b [] A, S 45 e 70 1.
P07 5 AR 22 i e 22 ) TP R 2 T R A
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KO B O, 07 YR AR IR M R o AT 55 R B
R G PERE. R, 5T R R P i RCR A TR, W
HE— 25 PR S MU L 56k HG S A R 4ok
&, FL 72K i o3 ST 55 o R B T B RA PR3 S 4
AE B2 TH A XCH AL #, (H A RMUBE FL 5237 5t P Y
R PEATI AT 15 TR ARG
2.2.4 IR ST AE T IE v ge 231 v Bty 0z

JTF R Tl 23 1 22 3 F CT sl i 2 A%, i T
HEWF sz B DR 5 | ki SO K 22 1A CT ot
5 T X 5 FRDME S5 Pk A R P AR AR X L B S
BRE WGP 0 — 25 0 R ik B BOME JEE , T8 23 LG A
e B3 o CT B4 ) 5 B 25 bk 2% 7). FL 3@
IR 20 M A R B TR R A, A IS A
#8552 i e /INEE AR HLAG B9 ¥ i3 B [) A, I e A
097 P SCRP A 51T T B S A E 7, S AT E
i JE S T A AR O RR R . g DG B R
JCA I PRA2 W ) B BRI S5 1), T2 T LT
T4 B4 I J e 23 A2 W o A4 T SR Y,

WFFEE &1 T —Fh FL 3300k, 8 2 N 45 il 22 55
R D) 2%, 4 AR Gbr 1 S Ak R R G B, i Bl
o R e JRE 43R el AR T AR R SRR IR, %
IrAe A= AR AR B ryRIOCER, S FH]
W A B A B 4 — 1 S A R AL T B AR B
SN Z, FL 78 R Ihgeg o3 %0 eh g i A B 2 50 R
M) ZAE 55 o It T B B S, B e 5T
12 P EAT e et
2.2.5  WRIPAE A SN 43 F b i g

S o3 B3R X O6EE CT 5244, 75 W X 5
LW 5T IR L EE AL o B S i X 3k A
25 5 BB AR 7 A I #% . FL SRR I Xl 2= B pR
TR IV A S v RS AR Gl A B A & P ik AL
Se R A B BE Y , IFES A R Ak R 4
SEPUR Z A MR R M, W E R A L
ZWRE. SCHR (53] 82 T — AP TR T HES Y
BB T, B HESI A &5l AR T A, IF R
Vision Transformer( ViT) 1 Ry #% 0 4 4, T8 W 2 1%
% FLHEZR. SO 25 R R B, % 07 B A S 43 FMT:
55 S TR RT3 Dice 438K, MEREIL TEET
SOBAY, ™ i T FL AR 0k 0 N FHE 0. SR, %
WFFE T % 7 o B0 A PR, R 1 L4852 9 3 3
FL £ M 53 EE 55 h ) R R A4, (AR — 249
JE & B A 2 RE PR, LG IE AR SEBR v
BTz 1 T .
23 [E4T RS R H it B A
2.3.1 BRI E MRI H 8 i 7

T Je R Al 15 (MRT) 35 4 B [B] 42 1 A ) 7 %) 28
HMEE A2 W B TR RS2, PR T X R
i MRI HE 5 AR A 75 2R B4, SR 11T, 1% 48 3 F S5 1A
L) MRI 5 &2 7 2 ez A Be 01 7 1 A7 16 R BR 1
SE LA IE A (] A0 I T EL 3. Sk B X e Bk A%, SRR [55]
PE T — B I T IC A AR R BT I 45 Y FL E
J7 1%, 8 Bl A o AR EHR, IR A S
D) 245 K1) T 3ty e R R 1) P TE 3R IR 3 AR R S vk
SR WL, TR AE Z AP B AR e
EARTE, [R) AR B R A TR AR R AT LR
PR L AE — Y [ N S B 5 E, (H ) S R
o FE S )0 0 R R T gk — 2D VP AL AR 4
ez A 5 Jey Fl R S O T, SCER [56) 2 T — A
456 A Jmy St 5 % 0 i R A Al AT 1Y FL B0,
R FACER X e I Ak 3 s 1 23 2R S8 00 o, 3%
JTETE fastMRI Z0 9545 0y MRt T =0 ik, B
BT R ARE M. SCHR [T #E— 2B TR R T —Fh
106 5 — S0 IE W) Ak 24 SRR AE A 24 98 7 1%, 3l 3 A AR
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FIFH B B R AR A AN () B2 5 | A 38 Ol 7% )
M, P TE T MRIE #ERCR . 76 > 28 8 MRI %k
£ RS R, O R M RR L T B S e it
() MRI # & J5 ¥ £ %) MRI 5 #8006 i 5 5 i n)
R, SCHK [58] #2 T — R n R PR AR 1
A ACBR IR il 2 SRR R HE SR, SEEE T ok A R[]
Hrl MR B R 28 I 46 R fiF 22 ) S 5%
A, 2 HE 22 76 % B8 Az AL RE ) O T A 1B Rl Je it
FL 771, BRIz a4k, J& MR G & 84T 5%
) e RUEE B M i pk FL 7 MRI 2 22 1 FH A 38 15 B
AR (A 1), SCHE [59] $2 T —Fp 3k 1 1 M B 2
> B IBC T AE 42, G Ak % P it T B A X L o A
I 4%, TE A 56 42 SR AR B (4155 50 5230 85 3 4 P
[ 2. Ko S 36 45 SR 3 B, 2 HEZL BB 4% LA AR 15
AR D 22 GERLA 19 R SR A 5080 v o A o v G R 1Y
MRI F 1% . 455356, FL 76 MRI 5 & A% 7 FH
RT3 A AR B T A B B AR S RE A, (HE
— B WFFEATY T T 0 B R AR fR A . A
(3 AR g A SGHBAR 2 3T Ak, A 2 52 PR
I PR 75 2K .
2.3.2 BRIR2E 2T BT R R R HC Y ng

o F P UE S N T BB 0 R R B E 2 Ty
3, 76 BT s 2 A 5 N UL SR, AN R BT
HUAG [] 8 SCAS 0808 S R P 6 FL 4R T B R Bk K.
SCHR [60] $2 T — F 44 S PF-BRE /> 4 1k FL
HESR, &0 A ) B 2 SCRS 2 06 R AU, (24
% P i BE A% 7E N 2 S e Y 18 50 R B IR 25
VR R ) B Y PR 53 e X A AR ) IR 2 SR
56 i BORCHE S 00 A7 b B, A 2 A TR) 4 5 P S LA
SIAEARIB IR N 5. S5 25 R 3R W], 542 b=l
Y5 Lk, PF-BRE HE 48 AU AEMEfiE B RBE R, if
AR T A& i e R R Sy iE— 2 kb B
PN 2 (AR 2 S A 0 S 5P (), SCRK [61] 2
T —FF 2 FedCMC 1Y 83, 1 58 7l 2 X He
F2 B 43225 1) R B i) R AR TR (% B BT, DA I sk
B B R SRy R AR 28 o0 A i LG L A5 AR WK,
FedCMC 7F =/~ BE 7 ¢ RO 4 48 B iy Rt
ZT HAb B Je gk FL 330k M2, FL MBS &
FREEWUE 55 $2 41 T AR 5 M e L Ak 1 A 80
e ZE (A A A B RS S A8 B A DL R B
IS S5 ) 7 e o FH AT i i — A
2.3.3  HRIR2E T AESCT T H %) I

HL 95 D7 bR e BROE AN 2 R A U e
Ry e PR REASE A AU 2R ok Tt 2 P RS, Ay Ikt
U], 5T B T — > elc it 9 Reptile J624 2

ERAESL, Gl 5 A A KR I A )
Fric F AR bR 0 B0 2 5 20 U0 2R o B . SE 50 45 L
N, 2T R RE S AR v B RUAR Y, (H L S
FERANG, YN GRAE AT B . SCRR [62] 38 i 75 45 B2 B 1Y)
A E G SRt A L1 1E WAk /8w /)N 268 6 s 4
TERR 0 B Il A Y e &2 2 RN AR R A, I
KT —AEEARR. SCRG 45 R R, %25 A AL
FE TR I 55 00 T H A AT AY . £ X% FL 7674 98
TH FE B 5 A [R) A, STk [63] — P 3 T 2240 R AL 1Y
B = A FL AE SR, AT 7E 3 B o 0K T 00 o 8 25 119 [
Bf, SC AT UE I ) R A R AL PRI, SRR A T
2 —1 7 HBE T B D SR ) S A, Ik
T HAEBE N BT E I A R B S A
— A 7 %4 BE TR SR Y SR SR R AT 5
B, 45 5 W R 2 OHE AR AE (X FE A5 % FOORG B 0 E
BT SEEE T s OR BT IR ]y B AL PR . 5 G TR B
Bt X 4 43 A 9 2k 57 1] 43 4 (Non-independent and
identically distributed, Non-ITD ) K A -1 45 11 % FL
PERE 2R, SCHR [19] 31 T — B A PR AL IR 2
>J (Personalized federated learning, PFL) J5 7. & H
— KPR LR, RS 5L A R P RE Y
AR, S 25 R BN, 5 HAL A L, %
Jr AR T IR, i > T A
WK, L M FRT B R e e 3 B A T T
oAl 5 U FL 3 5. B2, FL AESE TR Fi v (1)
N LT BRRA O AR BE £ T R 4 ET R, H
TE A5 ROR AT AR SRR B A Ak DA S 5 B A
DM HL 5 T AT A 2 — 25T Y A5 ).
234 IEHRAE S TE O (A I v Y 7

FoR B Q& R A A 4 O PR AR B AE N B 2 A~
2 22 Ut ok T $&FH2 W L IR YT AR E P R
FIHL2s. 750 BRAE HEAT IR, FL A3 i@ & Aok A T
TR B R TFHLN HRRT . BT @i sk
F1 A WA S5 R R A A, S BRSO A L 12
Wr YR IT, [F)OR B 28 3 B RA I By 1k Rl e i T
K AGFAH B 1O SOk [66] FEH T —Fh T
FL (140 P At 4G 4SS 78 | 235 45 58 Tl AN A IRl
2 DR BR 1 SO e M, W) B 0 i = AL RS ML
Dol A DU ok 72 . S0 45 R W, i 07 IR RUR BT,
{7 S 20 ) %) 0 R BN A, IF HLR 5 A 4
AL R WA . LA, = 5 AR v R Y
B BRI T B By )z e I SCHER [67]
7~ T FL Ana) K FH A 68 = AIL 049 4% I8 i 07 Tou il 41 s
i R, R R B TR 28 I 2 R AR G IR T
FL 7EVE B AL FNBR AL OR3P 5 T B9 W 77, WAL Gl
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T ) PR TR O B SOk [68] #E i — R I T
225y BRI R B 2 S HE S, T8 2ok S B 7S
N FH I 5 Y S, ik 0 3L ft R A 00 v e
BB . AF A RS A2 ) . 1225 vk R G ) A 5 ep
B A R B R, SEBL T 10% 19 v ff SR 48 T AN
21% W43 RARTE, R af AR T B0 AL, B R
e BYBFFE 4 BH, FL 7 0 T R B 401 38 Joe B i i 36 4
P A6 0 R R AL PR 19 8 7, (LA T XA TR
TE 110 38 IO 2 R i S Ak 4 T A 7 3 — A o

3 BxFREF 37 BT R R A R Pk AR

il A FL 7 R it R 4 64 17 T 5, il
Z G0 Mt BEHC A S5 B e v BT T I A 22 PR R, L
TR S Ok | BEARA 5 2 4 D e LA K% B 5 PR ) 45
SR ) AR FE AT 0T TR kAR R T
Sr A LA, I BRAT N X g HEAT T AT
gk, LI o AR R pE s iR I an H B A 95 3 8 X

S HHEZ.
31 EIFEIFEETERIENAPHERRE
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T B2 7 fa B 4008, 0 19 o3 A R X RS AR A
5 T M e AT O A s 8 R, BT
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AR LT, B0HE N S 1D i, BV B B A 4 it
Mz 5ok HARTE 5340 . 88000, 72 SCPR H o, BT
BE i RO BOPR 2 09 AN A, B R B Non-1ID
/5 100 3 R 4R S T A R T R SRR R B
PR Ry AN [ 1 7 e B ML) 1) 5040 K TR T 22 b s 7 i
% BAENBER T i AU il an, L F o ot

TR B B ] AE Wi A LR RE B 1 2 DR AR A gl A
M PR A U2, AR ey 3 00 e 5 AR RIS T 2 PR A
St RIBOKFEETRANGE B T LR 0 R S
P, AN [ S8 22 Ta) B 5 DR Sk A 3Xn] fE 25 AN TR
S HOBE 5 0 = B Y Non-IID M. ML Z T,
B 2 SO L A 1 B 9 AL DU Ak B R AT
ML S 00 i 9 A A A AR A R, sk 28 A A R U
TR B, B2 BEER. R, R
145 Z BN R0, [J A R A Non-IID 47 1. 78
FL AE ST Ab B3 46 P27 B4 i, 454> % 7 s (]
B TP AL ) B R0HIE 73 A 22 57 A 3, R0 S R ok
AR B BT Dy IR . Sy O S — R, BIF ST SR T
Z RS B, W 7 A a5 LA Y TE A
TR LR AT AR T, S ez AL RE U O — Ty
15 108 3 R R A Y 5 A R A Bk S R o A
(28 ST A, I RS 2 2T S 0 SR S )
A 5T, AR IS [6] % 7 S 22 18] 68 AR AR i 1 A5
Tl 2 o US7T60 50 B0 T7 3 A 52 e b U 17— 2 LK
Iy FL 7 P& ¥ {d B U 1t 1 1 7 il i e 52
TEFE 2 W RS T A S T7 ik Ak i, DUAE T BF 5T
N GG BREDS R G R S 45k UL, FL AR N X B
¥R S JBOPE 5 T © U R At R (H i — 2D g
e AL R 3 M 5 R T, = 7R R LA Non-
1D B o 5t T 9L, AT A R ) 5 2T 5207 1)
32 EXIFIEETERIUSAIN A FRERFARR
954

T B 7 i A, R dis vy KSR 1k B A 2 5
HEMBZOESR, WL, FL 042 5RA R
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Table 2 Summary of solutions to data heterogeneity confronted by federated learning in healthcare field.

Method Principle Advantages Disadvantages Fields and references
Client-data Weights model updates based on Facilitates the development ofa Complex weighting strategies; Skin diseases'””), medical
R s . more robust global model; . . . . . .
resampling and  data distributions and individual articularly suitable for improper weights may degrade information mart for intensive
weighting client contributions. P Y performance. care”®l, and COVID-19"”)

Trains personalized models for Improved model accuracy and
generalization; suitable for
heterogeneous data.

Personalized FL  each client based on the global

model.

Data augmentation
and adversarial
training

Enriches training data and uses
adversarial samples to enhance
model robustness.

Facilitates processing and
analysis; improves model
accuracy.

Converts data from different
sources into a unified format.

Feature
transformation

Improved aggregation Enhance aggregation algorithms

methods to tolerate client model diversity changes

heterogeneous datasets.

Improved data diversity and
model robustness.

Adapts to client heterogeneity;
no significant client-side

Home health monitoring™”,

electronic health records®", skin
diseases™ ], eye retinopathy
detection, diabetes monitoring,
maternal health, and HARU*®

COVID-19¥ %7 intensive
1 cancer detection, and
MRI®!

Additional training and
adjustment required;
performance affected by local-
data quality.

Effectiveness limited by data
quality; additional computational ~care!®
resources required.
Complex process; improper
transformation may cause data
loss.

Breast cancer'™”), activity tracker,
and heart-rate monitor'’!)

Intensive care®,

activity monitoring™®*),
and respiratory diseases'™*!

Increased aggregation
complexity; limited for extreme
heterogeneity.
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Table 3 Summary of FL’s methods for privacy protection in healthcare field.

Method Principle

Advantages

Disadvantages Fields and references

Adds randomness to data to protect
individual privacy. A single record’s
addition/removal should minimally
affect query results’ statistical
properties.

Allows computation on encrypted

Differential
privacy
privacy.

Homomorphic

. computing on encrypted data matches
encryption

original data.
Allows multiple participants to
Secure jointly compute a function in a
multiparty mutually untrusted environment, thus
computation  ensuring the privacy of inputs and
outputs.

Provides strong privacy
protection; allows data analysis affect query accuracy; implementation
and mining while protecting

data without decryption. The result of Provides strong data privacy
protection; allows direct
encryption result of computing on  computation on encrypted data.

Provides strong privacy
protection; allows multiparty
computation in a mutually ~ susceptible to attacks such as collusion  monitoring!'**), and Pima
untrusted environment.

Requires adding noise, which may 96]

The Cancer Genome Atlas®,
blood disorders”, and

requires complex algorithms and healthcare monitoring™

resources.

Algorithms are complex and require
high computational resources; may be
susceptible to specific attacks such as

quantum attacks.

Skin diseases"””, blindness

detection!'*”, and COVID-
Jguioi-1021

Requires complex cryptographic
algorithms and protocols; may be

Electrocardiogram, heart beat,
categorization!'””), heart

attacks. Indian Diabetes!'*”!

22453 B oRAEE AR B 3 T A, S B 1Y) 4 4 A%
SEAEER L T S AR 22 0 BaRA R A A% 0 8
REUJR: 7 B A% S S I W 7 (o A5 B B AR AT uE
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b 109 SR [107] TEBH, 22 53 B FA7E A7 B0 37 B A
(%) [F) B, X6 A5 Y M R ) 67 T 5 i) R L 458 o) 7 AT 42
ZW I PN BRI, 2243 BaRA 7 75 1 I G o] 76 B2 R A
P71 5 BRG] R B R AT A S A PR, JE L
7 M KO R e PR AR L B R Pk 22 43 BRORL
FAR, SCHk [108] $2 1 T —Fhsh & 2 43 AL 7 vk,
1277 15 AT AR W I 5l i v 1) S B s 0 2 2 R g
PRV, FE O B AL 1Y) [ Ao L sk 2 A5 A0S B 19
PR A 7 i BRI 1 5 s T 45 S B o s,
TR BT R B BRI R, TR T
W ik Y T L A, A 2 T TR IR A I
2 R R AL P R R B e FL A3 28 . %
4 227 RN SE S LR S BT I T, i
PRECHE AL i ol A b i 2 A, (R LR i 1R T AR T
BRI T AE BT a0 N RS g R
W) AV AR N R e AT, 2P iR Tt
THAE R Ak T RSN Y FL 5 AR
T Ak, AR SR TR R T Y 3 B,
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