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Stepwise correlation power analysis of SM4 cryptographic algorithm
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Abstract: Focused on the low analysis efficiency of Correlation Power Analysis (CPA) interfered by noise, a stepwise
CPA scheme was proposed. Firstly, the utilization of information in CPA was improved by constructing a new stepwise
scheme. Secondly, the problem that the accuracies of previous analyses were not guaranteed was solved by introducing the
confidence index to improve the accuracy of each analysis. Finally, a stepwise CPA scheme was proposed based on the
structure of SM4 cryptographic algorithm. The results of simulation experiments show that, on the premise of the success rate
up to 90%, stepwise CPA reduces the demand of power traces by 25% compared to classic CPA. Field Programmable Gate
Array (FPGA) based experiments indicate that the ability of stepwise CPA to recover the whole round key is very close to the
limit of expanding the search space to the maximum. Stepwise CPA can reduce the interference of noise and improve the
efficiency of analysis with a small amount of calculation.

Key words: Side Channel Analysis (SCA); Correlation Power Analysis (CPA); SM4 block cryptographic algorithm;
parallel implementation; stepwise scheme

B = Bt If b — e N B & h B B . 1999 4F, 22 73 e I #r

=i

201243 A, [ SR A B Ry A Al SMAAE A 3 A7l FY
FrifEe i 4, B R FENC LN SMA B 32 (10 52 9L
FT — R 553 Hr 5, R0 2 7% M 45 38 43 B1 (Side Channel
Analysis, SCA), W2 /3 BE T 43Tt AH I BB 1 /34T (Correlation
Power Analysis, CPA)* A& RS T 37 T EHEIER .

A3 53 A3 a3 A 8 G B vk S I e o iy o JR AL A 1
KRR HEAT IR . B TR) DR MR T AR A A T B ]
ToNrEM RS PR 58 A7 h AR 2 A —
i, B S W] R VR FT R R AR Rl ZAE . Jl i AR A1
BeA N AR T Y AR I BT L T LA AR B B A AT i B

%5 B #A:2020-01-02; 1& B H #7: 2020-03-02; 3% A B #§ :2020-03-11,

i Kocher 255 g5 JE 42 1Y | J5 3k B Messerges %524 HIE 204k
ZE5r Re R AT AURI T 107 T3 A5 BT BE b i 47 43 250, 2
S8 3 B P ) 2 AT vk . O T ORI A Y 25 4)
AT, Bevan %51 Messerges %25 | A T £47 2% 0 DFES)
#T (Differential Power Analysis, DPA), IR, T B s i
TR AR f) AH DG BB B 4 BT A6 SCIR [ 13 ] B 4 L iz 2l 15
Ty R AR 5 2 R A3k v A S P BB 8 22 ] %) A G 28 500 i 1
AR B o it U A TR [R) AR 3 T LS 0 B R o
5 WS A VR, FT LA 3 20 TR 2 B iR AR A
TR, N ARG SE 28 % 8 . 3 JLAE , N LA AR (Artificial
Intelligence , A1)V FF Ui o7 FH 0038 38 20 A 24 Hp e

HEWMAB :ERAREAIL LTI H (61872103) ;) FH & T

ST H CEERE AB18281019) s Hbk it TR R B 5 AL RHIFRIHT T H (2018YJCX45)
TEZF BN A (1993—) 55 ITHR Rl B WFE A, EZERFFE 05 16 - - L Sk MR 04 e (1976—), 55, PRI BHA, 2
B0, RGO I  WRE RSB S T X LL(1979—) I WIHLAD 2 A PRI, AL, RO ] JER SEAE (R FPGA (GPU

IHATIBS .



1978 HH AL A

% 40 %

HRER, N TIBRECR , B A0 57 7E 8 {52 P 38 5 2R
AT IB T 5o MEAT R GE R 56 T B~ S & it i 458 AN
RN . SCHR[ 16 PEAES A SCRE R /P TP T A~ S &
B T B R A R 3 T 2 A S S AR AR I e 51 A
FERIE DX R R ZS ], SCHRL 17 JAE 3RS 1 3E 1T T
ek BT ST 2R RS R R N AH DGRBS AT, L% g
FEE L RS R R, 5 1 KR AAR T 2 BT 1
AETE I A 280, (R AR AR B T B R K A A AN 5
AR5 R AR A, Ao LUS AT RE/NA T S el A R 75, 48
WA 2 AR 2 O IS BXE R .

ARSCER X BRI AT T A D RE A M SCRAR T 1
MG AT T IR IEER I T 00 7k : s U G R 1 40T o
HZ 0 AR AR A AL G AH S BB 1 40 BT 1 T A L 412 /=0 BB 70 1Y
FI I, DAIT4 55 43 T AR, I/ iR 30 19 25 BT oKk o st
AH G BE &L 4> AT 38 o F AR R B B S RIS A
confidence F§ 45 , BT LATE 43T B [0 3% 1 6 M B AR A 0 BT &5 41
DIt AR B — R B O 45 SR A S AT e S M IE B %R . [l B
B A AR R 3, D AR AR S T I 20T %) 98 0 W 7 A K B B —
THBR o A BT R FR ARAS BOR MR |, X (AT I AR 25 ) 32
7 AL B AR IR R A R AR RN TR S A o K BB X
AH I RE I 43 BT R T SM4 25 i5 53k 1 0Bt , AR SCAR 8 TR
FEGAHEBE R T IS R . Hat B B S5 A G M SCRE = 4 Bt
2 EI 5 TR S AR B A BT SR B e S AR

1 & iR

1.1 SM4ZEBHEX

SM4 % T 55 B 5 %4l I % AR i (Data Encryption
Standard, DES) "8 K & 2% i %% b5 #E (Advanced Encryption
Standard, AES)"ZALL, 250 SR LB . SM4 153 ALK BE AN
PR B0 128 Uy, N 500k S 3 Y TR R T 32 4
FRL AR ARGEH , L) 32 FURp o S HEAT N s . SM4 i
TR0 i Tk B A R AR ) P A S A, LA
Livgh ol Py 1K (g ok 2 [P LN 5 o

SM4 F R FIL I RS WA 1R

128LLRF )

128LL 3L
FEl 1 SM4 k4
Fig. 1 Structure of SM4 algorithm
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1) FOR i:=1 TO m DO

2) target:= target(smte) H

3)  data:=cpal(target, W, P, S);

4)  result:=select(data) ;

5)  update(result);
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7) RETURN key;
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