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Abstract: With the thriving of location based service, privacy-preserving nearest neighbor querying over road networks receives
widespread attention. Most of existing methods highly depend on the trusted anonymous server and auxiliary server-side global index
structure of the whole road networks. The trusted anonymous server is inclined to be the bottleneck of the querying system and the global
index structure is commonly with low utilization. Concerning these problems, a new privacy-preserving k nearest neighbor querying
schema is proposed leveraging local index schema at server side. Two rounds of handshakes are initiated between query user and the
server side to avoid the dependence on any trusted anonymous server. At the first round, the query user generates anonymous query
sequence satisfying I-diversity of road nodes at client side via initiating road sections request that locate within a special cloaking area.
Thereafter, the anonymous query sequence and the number of target object k are submitted to the server to achieve the candidate query
results. At the server, the whole road network is partitioned into a series of basic units. A hitting frequency guided segmented query
processing strategy is proposed, which differentiates basic units with high hitting frequency from those ones with low hitting frequency.
For those units with high hitting frequency, a local Voronoi-R” index is designed and constructed. The k nearest neighbors of each location
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in anonymous query sequence can be easily achieved leveraging the new index, which promises higher querying processing efficiency. In
contrast, the traditional server-side query strategy is applied to those units with low hitting frequency, which grasps nearest neighbors
leveraging increment network expansion querying. This strategy can avoid redundant query process and index storage cost originated from
global server side index structure, in parallel with no species difference query pattern based on the global index. Theoretical and empirical
analysis demonstrates the effectiveness and efficiency of the proposed solution.

Key words: road network; location privacy protection; k nearest neighbor query; Voronoi-R” index
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1: add start node and ending node of seg; where user locates in into Query
2: forj=ltom
3

generate unique random integer (1 to 2*m) for each endpoint of seg; (ij)
PR AN R AR B P — PR BE LA, 717 5 B BE AL AN )/
4: sort these random integers from minimum to maximum using quick sort algorithm
5: choose the first I-2 nodes as elements of Query
6: return Query
Bl 3 2 it 2 7 s AR AR IR 45 248 30 [ 110 DX i P9 4 5 A 1 18 25 17 41 7 358, T8 ABCD O 2% ) i [ IR 55 25 i

Fig.3 Node sequence illustration with I-diversity (1=7)
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2:  map(p,dist(P,p))«<

3:  For each elment poi in M,

4: if poi.firstNode is n, /**n; 3| poi fx 5 AL HIEE 1 BB A/
5: add (poi,(poi.distance—dist(P,,n;))) to map

6: else add (poi,(poi.distance+dist(P,,n;))) to map

7: End for

8: For each element poi in M,

9: if poi is not in map

10: if poi.firstNode is n;  /**n, 3| poi AR L IL M2 1 N BETT
11: add (poi,(poi.distance—dist(P,n;))) to map

12: else add (poi,(poi.distance+dist(P,,n,))) to map

13:  EndIf

14: End for

15: sort all the distance in map(p,dist(Py,p)) by quick sort algorithm
16: RS«the topfirst k elements of map(p,dist(Py,p))
17: return RS
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Table 1 POl information
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NVP(P3) {be,b5,b4,bg,b11,D} P2,Ps
NVP(P5) {b41b71b9vb101bllybsyc} P41P21P3
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Table 2 POI table

£2 POI#E
POI Id (ALY
1 P(Xl,yl)
2 P(Xz,yz)
N P (oY)

Table 3 NVD table

%3 NVD %k
POI %5 (1d) Border points Inner nodes Neighbors
1 (TR PN (TR YSIN (ldyy, 1dyp,..., 1dyy )
2 (01,055,051, ) (NogiNoprevi Ny, ) (ldy, 1d,,... 1y, )
N (T P bnmn> (Mogs Moy Mg, ) (ldy, 1d,s,..., Idnk">

LAJEABIC A POI () NVP (550N SMEHE T A 745 sR it RRE Vor-R™BY (1 #y Je i 5t
(1) MEEARFBICHITA POI ik M 22 2R K



17445 %3 F Voronoi-R™ 49 e FatR 37 54 M Kk 147 &4 5 % 3789

(2) A R,
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Fig.6 Region partition illustration of R” tree Fig.7 Structure illustration of index Vor-R”
K6 #MZEARR R X %55 n K7 Vor-R"&5| 4K
4.2 PR%Bim/FEBVor-R K5I EH
VRS-PNN 575 R JH LBS filk 55 5, M 0 75 1175 K T 1 56 AR 50 0 iy op S AT A 1 A 7 4R 110 20 B Ak 31 55 s IR b
BB AR YA 5 FE A I iy b, LUE R B R HEAT FEAS BTG S B Vor-R™ 2R 5| ) BT
B N 0] BE A, LBS I 45 % 42 AT 25 0375 K 5 Bk Amit, i B3R 51 5 BT 1 2 WA SR B BIAE A Ao, M 637 SR Ak
A B TT I i PR B R B FEAS B TT I iy R R AN N T BARSEAR B IO AR VE Dy B SR T 5 W i B AR T
hy AR B SR B0, N RN A G B S flag, b FEA G A U T Vor-R™ R 5.
LBS 45 %o R 51 M gL SR ms i
(1) LBS 45 a8 e e & ;i 24 0 I 44 X 3k AR, FE A 4k AR FTfE 3 A B0 Rego(sk A 4k 55 AR 45 T Bl it
KHTEEA . 5T) 5 Rego A ik E0m 1, R I, Amt=Amt+1;
(2)  #F Amt<Ag, IR [F] 25 B (1) 4k B2 52 5 Ui 1A 75 40375 5 75 D) HEAT AR B G R Vor-R™ 2R 5 | B 45 kA
BB R K T4 T4 H. flag i false, M i %S A BT Vor-R™ R 51, 445 %3 A BT flag &
Sy true; B A BT AP 2N T 6 H. flag 2 true, MBS 1%L 4 5T R Vor-R™ & 51 (b I8 R 51 )
LA BT, R DATE I 8 A HE IR 2R 5 DI SR s (081 a7 3 42 2 A BT I 1% AR A R T 3 VR A R Sl AT
B SR LT, I B % e A T DA R R 5 1), SR AR T R L IR A B AR F T S MR L G R
RKEIP%), % flag B E N false;
(3) K Amt FETA FEA B IT Iy B B A 0,0R [B15 TR (1).
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LBS g5 #s i BUME DAl S50 B B /7 S 2 W335 SR 9D e A ST 1K) G0 A AE ) el s ) I A 2 i A s
Vor-R™ % 51, 55 L 100 [ 458 1 e ST 53 A1 15 745 140 Ak S48 0 14 0 245 UG C. [ B 345 L 0¥ 16 TS AR B JC 1 Vor-R”
BT GRS B e IR 55 4 0 2 5 A R AR R S A6 5 4 (KA
43 ETEBFIIMESER

e 25 25 i 422 W0 380 % 7 i K1 U0 P 4 0, 43 AT U 1 AN I BB R 1 e A8 0] A B B R A T AR
T SRAEA BT A INE J7 32 i SL3UT A% 75 0 5T Vor-R™ 25 1) 3L 46,

AR B T A T R R A B G R () K BT SRS AR A ML B A ) Vor-RHE AT LLAS 1 B YT AR
FEIR NVP S5 /N AMEFTE T NVP (1 552N SMZ R AR AE 5 8 DSk, BT DL 2R A% 45 14 1T e 23 19 31 2 4N il 41 PO,
4R POI [ NVP B3 Ft sk (U171 22 30T 5 NVP P R (4 it B dat 200 e 45 16 B0 i 26 22 T W9 3, U itk
Z G WK PO 2y L dm i 4. FE ZE AR WA 3.

BiE 3 mi AR A AL

BN BT SRR Py(x,y), Vor-RH

iyl B AR POI &5 4k R,

1: Search Vor-R* and get all leaf nodes that P, locates in

2:  NN_Candidates<the corresponding pois of leaves

3: R«©

4:  For poi in NN_Candidates

5: if Py locates in the NVP(poi) /**11 % Py & 75 7E NVP(poi) 134 i s 58 (1 2 34 T8 4 =/

6 add poi to R

7 End if

8: End for

9: ReturnR

R A 5 kT4 — B A7 A6 T 2 k=1 ITAR AR POI S5 & HOTE BRI 1157 1% BE 5 1 k 5 48.LBS MR %5
AR Vor-RR 3545 A WP 41 v i BT U A S KR T B S B AU RRE K AR AR R B
FT A K AT AR T AL T AN R JEA 5008 TS 45 IO M BT k ARG R 4 I B s NVP & 1547 T+ 3%
A HTCIA A R T B BT AU K AR I SRR AR AR

(1) R Vor-R™# ) # B 15 5 P IR T ABSE A S'(i=1), % S'(i=1)%8 I & 1% 1 4 temp_list +f;

(2) XF S'HETA I POLIAT S BB (3). T (4);

(3) # POl FifE NVP B bRt i A NVP AT A INE J5 ik ) 59— LA BT 5K 2 3k i PO 1) (k—i) T 4%

4 S IFRAE P BRI FLIE AR POI (1) 5 B 42 E 85 0 STAS I 2 i 4R temp_list;
(4) 47 POI JTAER) NVP R brid A1 5t NVP WKL IE POI (#1484 POI(CAFAE T temp_list () POl ANTH A
W) BN A temp_list A1 S e,

(5) R i<k, i=i+1, hAT A BR(2); 75 W, S5 A A ik R T S R

FEFREARGESE . VF SR B iR K AR o R v T S SRR BV RUBI ML PO 1 de R R AR R
SRJFIEER T 1K k A PO 5 BETT AR kA K I 4026 T 530 8% BT 0 B IE POI 1) IE B LBS Ik 45 25 Tl -
S NVP 320 5 R 0] FR) B 25, DA PR BT 5 3 PO R BE 9 o B

7AW 48 PO R FEAL b BE— 0 A R HEA B, BV m K 4R PO (1 20 FE LSV 4.

B3k 4. KNN &5,

BN BT R Py(x,y);

itk L A8 POI 45 JL4E RS,

1: Compute the nearest POI poi, of P,

2:  Add poi; to the list of knn poi candidates C
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3. temp<—poiy, ithNNs<«—poi,

4: Forifrom1tok-1

5 For ele in ithNNs

6: If ele not exists in C

7 If NVP(ele) is not boundary of current region unit

8 add the neighbors of POI ele which not exist in C to temp
9 Else

10: otherReg<«—compute the (k—i) nearest neighbors of POI ele and distance using INE
11: add the elements of otherReg which not exist in C to C
12: End If

13: add elements of temp which not exist in C to C

14: ithNNs«temp

15: temp<«J

16: End If

17:  End For

18: End For

19: Foreachein C

20:  compute the nearest distance from P, to e, and add this distance to distList

21: End For

22: sort distList from minimum to maximum via Quick Sort algorithm /> HE 7>/

23: RS«Get k pois corresponding to the first k distance of distLst

24: Return RS

JI 55 4 180 25 7 i3 ] Ik A~ PO A AR B, 17 25 7 S B2 A8 1R | A7 B A T) — B2 4 DX 3, e AT 1 K i 4% vl g
TEAS SN T U S W20 PO AR B ALK, A 55 4.1 715 B g S POI 38 45 14 IR 45 24 i B (1] 45 SR L3R 1] % H
FRALE VT AR 1d FPAILL R 1d 72000 B 1) POI A5 Sk R I, AR 45 45 i 75 T 80 1 B39 A1) k 28 PO I AR A7 5 A
B %32 POI [ 55 5 B A7 E B9 LA R BT 48 PO S5 A8 e A% T &0k (R 28 1 B BT R (8 T2 7 i v S HE A AT 4T,
5 kU248 POI A 45 A S it 4 H 7 B 8 kg BB A B TG 1K) 8 4 1 0 45 4 o 2k %% 2 i i 412 A8 1) AN I BT

i

Fig.8 Road distance illustration between query location and its nearer POI
8 TSI AR POI [F) s M I J % 1%

T AFIFR 5 Ny IR 55 2% ST W0 55 7 s () A 0 45 R 36 4 7P BN IR BT A R Kk AR A Rk AN = e Al
X, TG E 4> B A VT AR POL. MinDist k% B 55 1) POI [ i 58 4 A2 HE 29 . FirstNode i i B £ 81k POI (¥ £
AL 1A MBCT 5. 5 R 4 & POI IR B £ 5 SEBRAL B AABR 1K) 5
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Table 4 k nearest neighbors of | road nodes in Q (I=4, k=3)
F4 Qi I ABRE SR M k T 485 (1=4,k=3)

% BT k i 4B ¥ %1 {(POI,MinDist,FirstNode)}
P {(9,5,1),(8,7,2),(4,8,3)}
P> {(13,4,4),(12,6,2),(11,7,2)}
Ps3 {(10,3,5),(9,7,1),(4,9,1)}
Py {(4,6,6),(8,8,5),(9,10,7)}

Table 5 Location of POIs and road nodes (I1=4, k=3)
R 5 POl RIEK BT mi AR bR 2 (1=4,k=3)

POI 7 A bR FirstNode %i 5 A7 B AR bR
4 (19,6) 1 (10,20)
8 (30,19) 2 (20,15)
9 (40,40) 3 (40,25)
10 (6.3,69) 4 (35,50)
11 (70,45) 5 (55,10)
12 (58,6) 6 (60,60)
13 (57,57) 7 (57,80)

5 BIAMRESHR

AN LBS ik 55 2 v A EE % P vt S 2 A E (A BE, 20 AT VRS-PNIN 7 L (2026 06 LBS ik 45 4% il LA B
A B BT 5h TR0 G, 2 S0 o AT A 4R SR AN R R A AT SR SR AR T (R A R A

Xt T A AR SR 1 FEAS BTG, N HE R 5] Vor-R™ 2 FilA S 4 (1, AR B ) L A A Pk R 91,26 T Vor-R™ 25 i i ) I
VT AR (I 8] 52 2% 5 2 O(logn),n S A B TT N 1K) POI 2 H A 1 2 0k 32 408 1) v 50 = S A1 v B B i o
S % POI F #5 J BR AR IR B8 I 465 4.3 15 ik W3 7E LBS RSG5 38 W45 NP &30 A3 5 2 1) B0 8 5 o A i B
N A5 B A PO 1) dog 0 B B W R A AT 17 B SR AN . LT 5T % R B I S B 0, B A NP (R385 A
N H B BT AT BT A Bk PO 50 6 42 B 8 (K I 8] 52 4% B o0 O(C). SCHR[16]4% Y 5/ NVP (14882
NVP (50 H P54 It 6. 4R 3 1 28 5, e B3 i A 1 K 300 408 i 36 45 SR AT 3 K /N A 6K AR SR FH B HE P v S
fff Y k3048 I TR 52 % B Ok O(6klogk). 25 b, T Sk A B B s B ) K 1T 4B IR S22 E 24 O(logn+kC+6klogk), Hf
O(logn+klogk). bk i 2 4 % B 15 s B LS ko U2 &R A #A7 T  BUW SUIT TR 2L A B TG IR 15 T 4 I BT R (W oy
LS kAT AR AT A AR T S NI B0 B B TR NVP i i NVP I [ o 550 5 60 56 A vl — ik
Vor-R™ B A INE J5 i & B AN e B Y 4 K 34T

Xt A A7 SR HEAS BTG, R INE J7 3 25 0 K 3 AR A I ) 52 PO 43 A 5 S FE 132 5% i L7V FH N/ | S 3k 4 A
FEINPASEARFITH POL (AN S R K6 A 5. 78 P % B A SCHRR[A8] 46 IE T POI 43 A1 15 42 INE. S e 1 5y 2%
FFINVIS| =1, 85 ) 52 2R BE A O(K); 75 W), INE 5 3830 B AR, B ) B2 2% P S O(k*|SJ/IN)).

IR AT A% BE 43 AT Sy BAAN g BEY a5 AU AR 7 1) 2% BE, VRS-PNIN Il 45 % 5t 7 B 6] 75 1 e A1 BEA T AR B, S A4 1
V) 52 20k JEE 52 45 A i BT BT A 255 A B0 7 52 ) AR A A4 SR 6 AR B T (1 B BT U AR AT M B2 R Bk O AR
T SR BT 1 4 BT ST AR TV ST IR R O, Ab BT 1 7 51) ) e R B 1A 52 % FE 9 1*max(04,05).

7 7wty BT 2 A R A Ak B SR TR ME A Y K AR A, T P wh R AR A Q Y K T AR ik

A ) 32 S R AE PR HE e ok R, I ) 2 2% 2 O(Klogk). 38 A4S A il 5, A w0 25 7 i R LBS IR 45 2% 7] K 26
FEMRAR . E O, B 1) LBS g% A A D A i SRR R AR AR A O(1),LBS ARk 55 % 17 25 1 7 )™ i
S kit W A5 SN (KD IEAR R A D O(m)(m D it BOACRE 2400 B8 i, 2t % 7 i 1) LBS IR 55 4% A% #5310 2 51 1R 38 45 4
W2 O()( B FPHIR /), LBS Ji 55 & A 1ok e 45 AR [ 4 2 7 3 (K38 15 AU 4 O(Ik). 25 _F VRS-PNN Jr ik
Erif) ) i A LBS k55 & 18] 1 B E A5 AL 4 O(lk+m).
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Fig.9 Index effectiveness comparsion between Vor-R" and Vor-R
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Fig.10 Server-side querying cost with increasing I, k and number of POI
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Fig.11 Communication cost with increasing | and k
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Fig.12 Commubication cost comparing with VDNN algorithm
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Fig.13  Querying workload comparing with VDNN algorithm
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Fig.14 Server side batch query performance comparison between VRS-PNN and VDNN
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Fig.15 Client-site cost with increasing k and the number of POIs
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