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Table 1 Verification results of single feature

JRAE H¥E Algorithm
Feature FG-SVM CKNN  STree LD
OTR 97.4 96.8 96.8 97.1
A-STI 90.4 89.8 89.9 77.5
STI-SD 89.2 90.5 88.6 76.7
RSS-SD 89.2 80.0 79.4 72.5
RSSR 75.8 70.9 75.2 72.2
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Table 2 Verification results of all features

Sk FG-SVM  C-KNN S-Tree LD
Algorithm
UETR 2R
fietf 98.6 98.9 98.3 97.3
Accuracy
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Table 3 Verification results of single feature in

the second classification

JRAE ¥ Algorithm
Feature FG-SVM CKNN  STree LD
A-STI 81.9 79.7 81.0 75.1
STI-SD 81.4 82.1 81.8 74.8
STISD/A-STI  81.1 81.6 82.9 74.5
RSS-SD 81.4 82.4 81.6 75.6
RSSR 76.8 76.4 77.5 77.5
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Table 4 Verification results of all featuresin

(the second classification)
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Table 6 Average accuracy of 3-class classification and

hierarchical classification

Sk FG-SVM CKNN  STree LD Sk SVM  KNN DT DA
Algorithm Algorithm

WERG R Accuracy  87.5 89.2 87.5 89.2 =38 3-Class 80.41  85.08  82.84  82.05
SV IS

Jetr — g i NS v T 2 — 4 . ;Mjﬁ)},% 91.46  88.90  84.67  88.04
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Table 5 Average accuracy of hierarchical classification

WAk PR G S
First Second
Algorithm e Ttk FHL e Accuracy
W ) il
o BkHER Cell
Mobile . Laptop
) WiFi  phone
device
SVM 99.19 98.99 95.31 81.52 91.46
DT 97.84 97.31 93.86 66.3 84.67
KNN 98.66 98.32 92.42 78.26 88.90
DA 98.91 94,94 92.77 78.26 88.04
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|dentification Mechanism of Device Type Based on
Wi-Fi Signal Strength Monitoring

JIANG Ming Xing', WANG Xi?, GUO Zhong Wen?, WANG Jin Xin?
(1.Teaching Center of Fundamental Courses, Ocean University of China, Qingdao 266100, China; 2. College of Information
Science and Engineering, Ocean University of China, Qingdao 266100, China)

Abstract: With the development of wireless communication technologies, Wi-Fi devices are becoming
widely popular and grow rapidly in the amount andvariety and as long as the Wi-Fi functionality of such
device is switched on, signals containing lots of information can be monitored. The network traffic prob-
lem due to numerousWi-Fi devices has been increasinglystudied by researchers. However tracking net-
work traffic must be built on prioracquaintance of device type. At present, there are not so many studies
on recognition of Wi-Fi devices and they all rely on beacon nodes to actively collect wireless signals. In
this paper, based on non-invasive collecting of Wi-Fi signal data, a method for classifying Wi-Fi enabled
devices is proposed. By constantly monitoring some key parameters in Wi-Fi communication, such as
RSS (Received Signal Strength), MAC address, timestamp, etc. we collect a lot of long-term data and
divide them in units of 24 hours a day. According to the behavioral patterns of such devices’ carriers, we
extract different types of devices” features, and represent each device with a feature vector. Then differ-
ent classifier algorithms are adopted to categorize these common Wi-Fi enabled devices. including smart-
phones, laptops and wireless routers. According to result of the experiment, the type recognition mech-
anism proposed in this paper achieves better performance, applying todifferent classification algorithms
for hierarchical classification.

Key words: Wi-Fi monitoring; Received Signal Strength (RSS); machine learning; hierarchical classi-

fication
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