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E-forensics model for internet of vehicles based on blockchain

CHEN Weiwei, CAO Li’, GU Xiang
(College of Information Science and Technology, Nantong University, Nantong Jiangsu 226019, China)

Abstract: To resolve the difficulties of forensics and determination of responsibility for traffic accidents, a blockchain-
based e-forensics scheme under Internet Of Vehicles (I0V) communications architecture was proposed. In this scheme, the
remote storage of digital evidence was implemented by using the decentralized storage mechanism of blockchain, and the fast
retrieval of digital evidence and effective tracing of related evidence chain were realized by using the smart contracts. The
access control of data was performed by using the token mechanism to protect the privacy of vehicle identities. Meanwhile, a
new consensus mechanism was proposed to meet real-time requirements of IOV for forensics. Simulation results show that the
new consensus algorithm in this proposed scheme has higher efficiency compared with the traditional Delegated Proof Of
Stake (DPOS) consensus algorithm and the speed of forensics meets the requirements of IOV environment, which ensures

the characteristics of electronic evidence such as non-tampering, non-repudiation and permanent preservation, so as to

realize the application of blockchain technology in judicial forensics.
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Fig. 2 Framework of e-forensics scheme for IOV based on blockchain
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