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KA L4 skyline £, MEBEE R, BALZITE, Z2 R, FWEER

1 318§

B =T R R R W, AN N A S B S B s RS T ER R, — e iR
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QY‘]%

Y Bl gt Hh R T A B B %4 skyline EHJALBLTTVA

E(D) o]
i da
— Date owner
Point | Price \,\ — (pk, sk)
SR
E(P)| E@4) °7 S
EP,) | E(5) E(D%)/Q\LE(PI}/
E(Py) | E(5) . /
/Edge server 3
EP)| EG)| >
EPy) | E(6) e ey
-2
T WO A L L A EP) A g
V7. e e L 4
E(P;) | E(6) Edge server 2 )\ E(PZ/)/ | E(Ps) =l
E(Py) | E4) ° e L
A Point * Query

1 (MERFE) BanaEitETHRE skyline Eif]

Figure 1 (Color online) Secure skyline query in mobile edge computing

HURIIZR R = {Ps, Pr}, WNR E(Qq) sEAHHZATEM ML #riE (B EdEEE E(Dy) M E(Dy)), it
S REHEIME, DGMEBIREINLGR R = (P, R}, Hb BE() RommES L 0T, %4
skyline X1 — b S LA R BIBSFARE =K. (1) ZARIFEAL; (i) BWMIERIIBRFA; (iii) skyline 25 R PIFEFA.

NRRAEENID ST N 3T B R 1) %2 4> skyline £0f) [0 @, H H T I1 BA R P /N 7Pk ik

Pt —: IEGARSZ LR E skyline BRHERER. 5 &5 L% 4 skyline AR, L5
55 e RN BITHEL L A A TR R A, e B AT 224 skyline 2590 DRSO SEINVE Al AR AL, H)
SRR/ FE ELIRSE R RAE, Unafi e U I RS B AFAE SR R 5. DL, iy ek gt gt —
B 22 4 R G SR S SR B 2 4 skyline EL I PIMILAR R HE

ik Z: mBHEIFRRE skyline TIRARIFRFATTE O, 72X 2 XA B A5 B2 2R 5 31T
skyline )5, 2 ¥ s ZER 22 XA 45 R HEAT — K skyline THEL, [R] IR E24s 45 UK IA 4510 3k 4T 15
A IS B, 7ERTR skyline £ RIEFAMIFTR T, LGN (=) WTw 45 BT @ xcE i s
THEL skyline 75 ) A0 B ) AT 9™ Fee 1 vl L

22 FRTHR, ASCHEH 22 48 skyline B 57k E BALE 3 WTTHR

(1) ACHE KR ETBIIDEI %4 skyline B RGEAL IFxF 22 AR H1E4H 1
7€ L.

(2) BFXF 22 4x skyline XU BRI, ASCIR W TR EH ) %4 R-tree R 5| (lightweight secure
R-tree, SR*-tree), HBR B FEERIA: (1) FIH Paillier J1% B R F A FF 1% (order revealing
encryption, ORE) B J7 X & 51 BT IR G NS, /D [F) 252 ST TSR (i) X iZin s 45 4 AT 0 22
AL, T TUAR BT 4 (i) 383 SR ALY A 1) 7 G G of 300 e S T AL ) TF B, i 17 ik
SREE R, [FIN, A3 SR*-tree B 51 BTH TR E MG, SEIL 1 AW AN AT BEREE.

(3) BEXF = B R B B RA T B ) R, AR S e T SR*-tree BRI T 222 3O, R &
T AL EAR B SA A skyline TR ELRIERARIFTR T, %2 2B W PSR DU
1L Jf) SR*-tree 2 51K i A HLIR MRS A B A W 45 R, T HLREXS 2= ML I 2 ) 45 SR AT 24 skyline
BTG, IR e 28 45 R 2 Al v 45 %5 ) i
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Edge server Cloud server
? ESL’/\ I, im 4_____P£(__ &D
@ E ﬂ: N - .
@ RN e —=
3 L 1 |

1
\,

B 2 (MEMRFE) RERE

Figure 2 (Color online) System model

2 1&EH

ARG £ MEC N, A SCRHAMAPUILIER = 15538 DL m ANAZ RS St 1 AL B A5
B4 skyline B4, & 2 Fios, & SHADIREN AT,

(1) BHEMAE (data owner, DO). DO A RK Paillier % 7 ZWIH XS (pk,sk) fl ORE J%
TT WA SK, IS EE D IR 73 IE A Paillier #1 ORE N FIEMEZ 2R 5|
I={I,.... L ..., L}, Jorf I, RORIDGMRSS 45 i (edge server i, BS;) AT o X k£ s S 2 2%
5l. #255, DO ¥ I FAEBHIE =S4 (data cloud server, DCS), [FIF#A%H pk il %2 4518 Kk ik
25 DCS, 4 pk Fl SK KIELL i, #4 (pk, sk) KIELHIBI = k545 (assistance cloud server, ACS).

(2) % i (client, CT). EA— AN AU o, & 1) 5l A 20 IR 55 22 28 B Paillier #0577 5
I AW B(Q). B MRSS AR B R R A = R4 R B2 R o )G, BiEd A
T H SRR skyline 25

(3) MRS (ES). 4 ES; WHIEH A X IREE W& 5, il ACS M %2R 5 I,
EHAT A skyline A HUCEI R AR 2 AN DI EWRTE R (— A S AR X B s, #PR 82 X
HAH), BS; 5 DCS #HATUMER#), th ES; Al ACS 23 AR [l B Fl 0 452 7 .

(4) =HRS A (cloud server). DCS fEitESE D MR G| I, MR T HL B IX 5 K 450 R
ES. [FItf, DCS &5 St ES ARBHAT X 2 XS & i, JR N (045 RIR M4y BS. ACS F #1510
1 ES (DCS) #4724 skyline i),

RERB. AR E = RS EMIA LGRS RIS s 1, BB 2 IR S0 SE A7 FI
FEHRAE, R EAE SRS AR A P RS (R EER), (HA S H g Rt T iR sl = 8
B BRI, HE T A HAR AL W) RSO RERY LA 3 AN RRFA: (1) = RS AL 2 # ot
FEIR R T IR EAR R D BAEATE R, (2) RS T EW Q AR BIEBATT S 577 3K &. AN,
YERBERRIEIETT (B RS2HREU SRS %) ToikIB BRI BT [ BE A2 R IR B AME B, RIRIP 2
PIANTTBEREE. (3) B 1R R P o AT AT SEAR TGRSR I 45 3 R, #em) i, L 2e M BERA Sy
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EOEE: Bahb Gt E i TALEAE B A% 4 skyline ZIALRETT %

DRI AL Sim) 7ETH 5 B 5 SEBR AT I Real()) AT X 43, IE & LA F:
EX1 HELREZH e e N, 2 HACGX TP MR 2 B B E A, 22— R
A S A TR NN & o MnEEEEE PRI SEAGE MALR, WA NASOs 2 % 4.

|Pr[Rea1{,‘)(6,73, q)] — Pr[Simf)(e,P, )]| < negl(e).

BEEN. hEHIEE D={P,...,P,}, ot P, e D (1 <i <n) AR EEME (HFRR
NP1 A P[2)) AEEEREM (BRI (R3], ..., Pild])) 4.

EMN2 (AEFRLE) %€ d #2550 EFRMEEWRA T P Fl Py, [ HAUH V3 <i<d, Pii] <
Pyli], B4 Py SCHE Py (B Py B Py 3, BRI P < Pa.

EX3 (KAL) et EEycd Q AMEEMm N Td P e, Rk (1) <P H (2 PR
WERIEEW Q, M4 P KTEW Q XA P, KRN P <g P

EX4 (BT EE RN LS skyline Bi#]) 4@ HEIEE D PrAEMKZeR5] 1 MNEEH
EQ), BTt E R T B(Q) [ skyline 824 R Wi VP, P; € R(i # j), E(P;) 4o E(P;) A
E(P)) £q E(P), FI#EXTT VP, € (D — R), 3P; € R, E(P) <g E(P), B4tk 3 1.
1, skyline £5 RS R HEFRR N SKY (1) 8L SKY(D).

3 BRERRE R - WRIISXEMHN

3.1 SR*-tree &3]

N T RSP E WA BERNE, AR A NEE W R-tree HIEEH. fEIZE5M Y, m145 S difs
M D FonH e Ak, HEAEH 4 ARSI R (B (MBR, pointer)) #4i, ' pointer
AR T4 s e Er, MBR Ron d 4Ei/NMEFHTE, Bl MBR = (mbry, mbry, ..., mbrg). FHH,
(mbry, mbro) KNI T AT E A B 4ERE FRIME, (mbrs, ..., mbry) IR N AR
[ 4ERE A, AT B R-tree MBS 2 BRSNS (BB LG ) BEEN (MBR, B(1))
2% H, Horp B(o) 2 vh S0 N £ 745 s 10 R 3L

WK 3(a) Fros, @8BS D M— A&l A Q, Hrp X My | gt (BRI p1) A1 P[2]), )
H R-tree MR 7> X755 D #4770 X, P45 fif & c = 3. BAN T m4E8dE 1M 5, R-tree 1R
Gyt B AERE 5 Ak, AH 2 IE 4N Kossmann 55 B Bl y, K2 808 FH BT A B2 ) 8005 — RO et gt BRI,
XFF SR*-tree X Fi4FE R-tree JKit, X HBEAT %24 skyline WM A LY.

[FI, FT2FER R-tree FIRGINE T, ASCHEH T SR*-tree & 5 R ORA EHE (1) B3 AL AT 22
4. WK 3(b) FT7R, SR*-tree [FHF-25 fiB0 & 4 dli Xt S 0K

(E(P[1]), E(P[2]), E(Sns(P))), (E(Enc(P[3])), . .., E(Enc(Pd])))), (1)

Heh B()) R Paiillier 5% Rl Enc(-) #78 ORE N A B @ Wit E(Sns(P)) =
E(X%, P[i]), DCS AT UL Zctisi b i+ EIT4Y, LT E(Pi]) (3 <i < d). X TIEm145 St
RGN R e, HEFRE AN

((E(mbry), E(mbrsy), E(Sns(MBR))), (Enc(mbrs), . . ., Enc(mbr,)), pointer/B(-)), (2)
[IRE, B E(Sns(MBR)) = B(X0_, mbr;), AT LURAL 2RI 25 ).
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Dataset D 4, A

P 0 [18]8 |14 1007
P, |24 20 [16 [31| 901
P [33[13[28 (39 g0

704

P19 (17 [32[38] 60+
P, |16 [43 [74 80| 04

404
Pyl 56 |11 76 11| 30
P46 (222222 904
104

Query _A> L L L L L L L L L L »
0 120 [20 | Ppartition 10 20 30 40 50 60 70 80 90 100 A,
(a)

< L ,M

N, [e Bol[e 1471 e [100]] N, [eJ1146][e;|[r0s I 'I: [] I
S e e o B B A
o ;L__LL_&;J
r——! — —| -1
IN,|P,

i iyt
1[ 2

IN I ||P|[[124]]|P||[13o]]|P||[128}]| I. p|[157 p|[177])\ P |oo :
(¥ [RI] |[[103]]P|[[«Ju| |

N |
I |[42 [ [+21]R 0] w4|[[°°}]|N I Im |H H|N I INB.|plO|[[124}]|p||[130]|PH[128]]|I

(b)
3 (MEMFE) SR -tree &3l

Figure 3 (Color online) SR*-tree index. (a) Tree partition of D; (b) SR*-tree with semi-blind structure, where [-]
indicates the ciphertext encrypted by Paillier. In the SR*-tree, the left side of vertical line is the object and the right side
of it is the encrypted mindist(-)

FEE 3(b) 1, LR AN IZEAR K RE PR IE W I, IX R 2= /10 5 I 55 2 ToiEAR U 1) A ok 3k
BAOME R, Bk, £ F st h, A A 550 MG s NB LATHSE R B(-):

6
H k], NB4;), (3)
Ci1 -+ Che
Cor -+ Chye
H g FoRREE PRI RIEE, M = [IVI ... IV]]T,NB = [E(O,)T - E(Og)T]T, Hr SM(., )

FIRFET Paillier L4k 6 T R ERPARTEERE, TV, B EQ) A1 E(0) 4K, efil@nt
SM WHSCRE A4 5, B(O;) #2& TV, Frnt S 0 it mi. B() BITHES %m~/\%ﬁﬁ$, i
Elﬂ’i:ﬁﬁi%ﬁ’]m~/\ﬂ+¥ b PN 5 e AL SR LI W R ——X B W 3(b) FiR, B
AR =3 H 0 =2 FEEILER.

N TIPS T A A B MR LGE (RD, BT Rt 755 A B AR, /GRS
DLIE I W 5% 285 IR 25 B SR A S B2 TR 07 ) 1 AR IR 25 ), B8 BT 200 A i 3 I e 75 e 4
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EOEE: Bahb Gt E i TALEAE B A% 4 skyline ZIALRETT %

IRINENSRD L0 K RS b W 3(b) B, KELRAIZE H 2 BRI A o4, i THRTe 8l
MOCEMPERE N R R) Bl —A skyline si3CHC, PRI EATA 22 fm 250 45 R k. {8
FHERIRZ, BEtE D [ SR*-tree R GEF LB A B Y4EY". IR SR*-tree FIFHLEMHRK
BAMATHSEIT A, (H2FE T SR*-tree (1] skyline 314N 7 AL H 70 B8 s _EAT CICIZ 58, 1 0 75 il
PIEEAHR AR, RIS, AR 1) B A5 RS skyline 25 5 B0 sl OBCRAR G, R IGIZ 45 1 %
TR 2 Hah SR g (B A oK L R B R AR A R

3.2 ET SR*-tree L L ZHE N

HTF SR*-tree HI %A=L (secure dominance based on SR*-tree, STDM) M3 H 1) 2 vH 5 %
X% e FUNE skyline m. s Z A SZHE R R, Bk DCS I KE R H A skyline & s« REH Z 2R
IHIHR ey s B B(Q) 1y Buckid HiE§ dy, B e ) B(Q) K Buclid BiE§ d., ACS AR/ A4
F (sk, pk), HrHETF e MBR (8L e.P) Ml s.P [N A A4 B 45 7554 DCS Al ACS.

DCS I (5) ¥ d B d. (DARIRFE 7, B 4.0 N STEE] By, EAHERHR |||, [|d]| <
N2, |- || T IR

2 ~ .
pr = Hdzf@ﬂ), (5)
i=1
Hr o = ||N||/2. B/, DCS ¥ B Kik4 ACS. fEHNEIA G, ACS B HME N g1, M HME N
(dy, da), BARTHEINT:
Bi
d; = {Qa(zi)J ’ (6)

Horb gl = B —dy x2°C70. @R d 5 do 345 f, K f RIES DCS. R f =1 (|
di < do), WIFRIR s B Q HilL; R, e FEE Q BN, 1R e 2EIRM R, WATFE ACS Wi
fit% (E(Enc(e.P[3])),..., E(Enc(e.P[d]))), LAZKAF (Enc(e.P[3]),...,Enc(e.P[d])). DCS i#id thi HAN
(Enc(s.P[3]),...,Enc(s.P[d])) KIRMBIET MR ERIEE R R v R, W e £RIIXER, DCS AL
BEER e 1 s KIFAG w. )5, DCS W HHEAR T RA &= fF Auy - Aug_s.

4 HERNMNEFENBHLZITERE skyline EifjtHiy

4.1 HEBXEMUEFESEHNEZE skyline Eififiy

TRALIR. HAEINAEHET SR -tree AWML ARG I, HWH FEZR Z RS DCS, Il DCS
W 1, RIEGH NGRS ES. MR A BS RIEEH B(Q) B, ES WEZAHITHE B(Q)
FIN%R e CRE L) WMFEE E(dist(e,Q)). 2 e AFIEX RIS, ES &+ SSED &Hik 1 {15 ¥
77 Euclid FEE E(dist?). 2 e R&RIIMRE, BES R e MW T Q WAL ERITETT Euclid FiE
E(dist?). BARGF: H Q FrEMZm4EE (Q1), Q[2]) HIAALT e MBR ()75 /8 4E R V5, A4
E(dist?(e, Q)) = SSED(e, E(Q)). W% Q X H—ANgERE Q[1)(Q[2]) fiT e MBR FI=% (A1 4k a [, A4
FJ7 Buclid #5 5 E(dist?(e, Q)) = E(|e.mbry — Q[2]?)(E(dist?(e, Q)) = E(|e.mbr; — Q[1]|2)). %, ES
W 3 = E(dist? (e, Q) HBHAIER] ACS, Hf » RMEFER R EW » HEAZ). B 7 )5,
ACS W HMRE KA 7. S5, ACS ¥ E(\/7) B ES. ZJ5, ES 4 E(dist(e, Q) = E(/7). 11
R, B(dist(e, Q) WIBASCE 2 SEBREE 1 » £5, AR T B2k R,

L& skyline &if]. L 3 ZEARYE H LLUR AN 5] 2L
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S AEBEMN Q, MEXNER e I T 5H—HIEX R ¢, Al mindist(e, Q) < mindist(e/, Q);
WERXT G e S T RIS N, Al mindist(e, Q) < mindist(N, Q).

SI1¥E2 @i mindist THF#E S SR*-tree (—FRFERI) R-tree), HAE— M AM%KIL skyline 255
R X 5 B B 4 skyline A

SIE 2 RUMRCATHF#E G SR*-tree &1 I;, WA FFEFAT — JAIREI AT &K B skyline 458,
Hr mindist AN RBNE WA Q MB/NER. BT, AW TR T ZARIM skyline &
WHIE (secure-index-based skyline queries, SISQ) (WHE 1). B4, ES #HIHIL— skyline 45
£ R = 0 M—"i/hE H, S/ HERFKRE SR -tree K5 I IR, FIHZ 4R/ (secure
minimum, SMIN) 5% O 4 5 /N mindtistp(r) ) e BT H K. 4 e 2EIEXZRE, ES 1
H mindistp(e, Q) = E(dist(e, Q) x E(Sxs(P))". X e £RIIXEH, ES 15 mindistg(e, Q) =
E(dist(e, Q)) x E(Sxs(MBR))". {EfHERHE, 1% mindistp(-) HIUISCE W2 SLRRMER r 5.

Algorithm 1 Secure-index-based skyline queries algorithm
Input: ES has the root of I; sRoot and ACS has sk.
Output: ES < skyline set R.

1: R =0, insert sRoot into a min-heap H ordered by mindistg(-);

2: while H is not empty do

3 Get the top element e from H;
4 if e is an index object then
5 if e is dominated by some object in R through STDM algorithm then
6: Prune e;
7 else
8 if e is a blind entry then
9: {e1,...,e4,...} = B(E(e));
10: end if
11: for each child e; of e do
12: if e; is dominated by some object in R through STDM algorithm then
13: Prune e;;
14: else
15: Insert e; into H;
16: end if
17: end for
18: end if
19: end if
20: if e is a data object then
21: if e is not dominated by each object in R through STDM algorithm then
22: R+ RU ((E(P[1]), E(P[2])), mindist g, (Enc(P[3]), ..., Enc(P[d])));
23: end if
24: end if

25: end while

B BARINR, ES % SR*-tree 5| I; FIMRZE 4% sRoot ( oy mindistg(+)) HAR H TR
H TGFEUE SR e WR e Z2REINER, ES iBid STDM HhCRIE e &7 H R A skyline 5 2L,
W e RP ARG, W e 22BIRL SN, IR e RARPSCECHNER, FRINHEEHEE, ES FH%E
IR B() HHEZTHR e MBEARENFH, WTULEZES IR SR TS M e X T e
N TR e, DA EAREER R FHIEE skyline £ HCH, A S8HEN H . BN, ZEZ TR
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Rlale] | Rlale] |  rla]e] | rlele] | Rlele| |
Nl N]|e3|e4|es| N1|e3|e4|es| Nl|e3|e4|e5| |e6|e7|N2

NN v X,

N4
(BlRk  [RIREX |RIRIR] |BIREK |BIEIR
(@) ) (3) “4) (5)

Yo% . .
K& The crafted noise data point

|:| The pruned object

N 3
The skyline point | P |

' 4 3 ‘ N4 N7
BB [R]R]E] [RIREY [BIRIR]  |RBlR]
(6) (@)

4 SR*-tree HIIB[A
Figure 4 Sample of the traversal of SR*-tree

e; WEHBIAG. XA AT LA/ H Ao R ECE, D8/ SMIN LR ETFRY. Wik e REH R H AR
B R HEER skyline fUSCHC, WK HXT R ((E(P[1]), E(P[2])), mindistg, (Enc(P[3]), ..., Enc(P[d)])))
HAN R . FESSHATEE 1 = 0 fF 1k

K 4 BIRIE %4 skyline Bl ELE ) SR*-tree FIIEHE, HA SR*-tree 5K 3(b) FHIAHIE. H
KL, ES MRS sl 7 SR*-tree, HH HIEE X R (€1, e2) XML mindistg () MIAm/NHE H .
B, ES M H HEUH BA BN SCE A mindistg () IR ey, Fo1A H PN THR (e3,e4,5)
SR mindistp (). F—ANEA RN SCER mindistg()) FIXSE e, HEFHER (P, P, Pia)
A DU R B() THEASE] ARSI H P TR H RN SR P, BT TSR SR,
R gl r H. B, N H PHUH ey 3HTH R, BT (P, Ps, P3) ¥IIEME Py SCHC, BT AAR B
WINEE H R SR JE, RIR H U Pro, Py, Ps 1 Py, SoHER Py 02 skyline £ B2 FK, I H
B eo BATY R, T HET R e B P AL, ATUBEBIEL. B 5 —METR R er RN H
MU es Ja, BT AR P SIS, FTDABEETE,. FVE—EHUTEER] H = 0 151k, skyline fUELEE
Py, Pio, Py, Ps, Pig A1 Py. [HAFETE, B 4 BN S e, BIMEXNS, H N3, N, f1 N; ¥H B(-)
M.

IRELER. —H ES SEMER skyline 5% R (E(s) € R) J&, ©&BEUHE v[j] = E(slj]) +
rlj]) = Ba(s[j]) x Ea(r[i]) GE, 1 < j < 2) KBEHLMEE r[f] BIMBIEE—A s[j], REHMEEE » Al
Enc(P[3]),...,Enc(P[d])) RIELE o, B o Rikd ACS. $3%, ACS i+ 1[j] = Da(n'[j]) f#
=o' [5), WG nly) RIBL R . R, BB s[j] = nlh) — rlj] K19 skyline 45502 0] &
PRIy, I SKARZIRAF AR 23 W) & 136 7.

4.2 HEZXFMNEEEMNEZE skyline Tl

MR HIER B(Q) ~AER 2N X AR (B &AW ATEAL B X)), W& %2 ES
B T AR B(Q) MBI 24 R BT 4 skyline B, T H2Ws B(Q) k4 = 44% DCS,
DCS %1%} Hofth [X 5 1) 22 4 R 51 43 I3k 4T 224> skyline A1), 5 2 AN HI#E4T skyline & 5. fe&,
DCS 2K &4 Rk 145 BS, 1 ES #H47 skyline & IF 1158 145 % /. T8 H X Hiodhe i 7 ik 7
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AT 224222511 skyline )5 4.1 /ANYTRML, BT AA/ N AMOE 2804, WGP BRE, anf
X} 224 skyline 25 1) 145 FEAT A 250 & 2 T ) 2 XA AL B A5 B 22 4 skyline 2B S8R B
TE. R, AH5E H IR %4 skyline & (secure skyline mergence, SSM) 577%.

TG, ARLEIN skyline Byl nt e L (WL L 5). RIEZIEEE, mIR% 2% DCS (A4 % ES)
HFEER T SISQ kiM% 4 skyline 115, it H MAHR N %4 skyline & 5F.

EMS BEHIEE D=D,U---UD;U---UD,,, Het D, &% i M THIE%E, B4 D K skyline
S5 SKY (D) = SKY(SKY(D;) U --- USKY(D,,)).

DAz %5 %% DCS AT SSM HiE A, DCS Sk & FHAR RN skyline 45 3 FF& I b gt &
D', FEE SMIN 5E3-95 5 /MA mindist(-) FIINFEME o, RERH 2 2B IEFE B WK o 5
D' HfE— 01 mindistp(-) FEIRTFMBE R LR . DCS HIHKIEL ACS fRE I Da(pi) =1
(BPXS REICA I mindist(-) 5 o FIBASCHISE) 45 1R [H145 DCS, DCS KXt NI TGH B (Pyin) ¥INE]
R . IR HILEA Dales) = 1 BTN, ACS —BEBUE 1 ANTT4LI%n 53R M4 DCS. #%, DCS
FIFH STDM 532250 D' AR THE P, WISCRCR R, MIBR 8 S B oA P, B2,
YREEPATES] D' =0 1F 1k

W42 DCS R [AI AL R R 45 ES J&, ES 4% R 542 4R35 MENS R R YT SSM
LIRS skyline l& 45 R R, fJa, ES IS 4.1 NIRRT 2045 1 R IR [R125 % 7 i

5 BRESREMSMN

SZRE . AETACFIR B, 50575 BT 11K SSED B, AT LAELBEAT 44 [2/A] RINEEAT [2/A]
PR . R, B E(dist(e, Q)), Ta ZHAT 54 [2/A] KINEA 1+ [2/N] K% . AU IE]
H X RECEA 1, PRI RO 1, B RO 1, 7FH 1+ =1 BT SISQ ik
AR 1 ANXFR, FTCATRE 51+ [20/X\] IR 1+ [21/X] K. SISQ HIELESS 5 Fl 10 17#8
VAT STDM 5k, HAp st /—x R ES WA MEN. Bk, EHFEKEST do + 1 — L KIEE.
fE28 skyline sTHIBCRI Ay, FIHI A, < lp <1<, BTN SISQ FHEMEAELN O(d),). HT SSM
VR E RS %IE skyline s NS (A < N)) AHIE, BT LAIHI A1 2 XIBAT B A5 R %4 skyline 2%
WEEREREWRLN O(d),).

REMSHT. AR 240 B W SRIE BT R 24, DL STDM B 1.

EIEL RIS A S, WRFERE S MR ME Pr(Realdrpy) —Pr(Simgrpy)
FETT LLZME ), AB4 STDM Bk A2 24511

WERR N TIEBZ SRR 2 A, A SCHE R B ESEAL ] Realgpy AL Simghpa-

Realdrpy: B STDM BHIAFRL LA F AN $AT, L8N de R d, DCS FRAE HSCKE S8 Inmgg
FE de B dg FTRER B Kik%h ACS. ACS % (B EME) EAFFET A, Bl st g R f
(f € {0,1}); AEHIN s Fl e, SREIRELH ORE HVEME 1 s Al e (ARSI @M, IRl 520 f 4k
B EAE R R u (u; € {0,1}).

Simgrpa: BEAUEE S RS £ A1, RJEARRBENLEL dy = [r1] x [ro]~F A1 do = [r1] x [ro]/, Hrh
[] 7R Paillier JHEHIE, ri Forg L 71 # 7o # 0 H ||(r1 4 r2)|| < ||N]]/2. [FEE, A7 LIARYE w Al e
MR & A1 5 AR @Y. 25, S TRRBRINEERE 4, d., € A1 5, FHENEN STDM ik
(i N, T SR 4 H 45 R
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HFBLE S, TEMER Z TiUH A (probabilistic polynomial time, PPT) W [A] P, #F Tk X 7
Simgrpa Al Realdrpyg, AT AT H AR RN, A2 3, SO0 B e 55 _E 15 SEPRBAT A I 2 34
HXA. LAk, XTFHEE B, paillier 215 RGE L4 . ORE SRS E VL 22 e (Baha
ANBEAENE 2 2 I TR PA A2 i ) AR N R 75 RAIE 1 B A A W g BRAAE. 5 BTk, STDM &
A

[EHE, SISQ A1 SSM STy A A DATE - 5K ) 22 A R N Ptk BH 2 22 42 11,

EIB2 (A, composition theorem H) %5 5E — AN HZ AT I PML O, W3R FTA 1+
s 24 e AT R 45 5 BEHLE D BERLIY, T84 Wil O 2224 i)

BERs, IR B RS N B 524 shyline 50 IS 52 4k o DS T 10 5 BB (.

B ARG A, TFRE L BB skyline AL 4,

MERR  EE T 1, WA T R T SO A ). R, AR E B 2, AT DMRZE Sk
ENISNES il

6 SCIGTPE

6.1 SCIGIRE

i ESI LA java AT EmEIET, HIEITE Windows 10 BAERAME N L (B HCN
Intel Core 15-8400, 2.8 GH, 8 GB). fESEH 1, iUk 554 ES. = iR% 4 DCS 1 ACS BAT1ER — &ML
B b IF HAE R EERIE A, SEIFT R A Paillier M1 ORE 1% 5L K EH N 512 7. [[
I, SEEGAE S SR [9) FHLEIARSE (CORR). 07 (INDE) fURAHIE (ANTI) $m4E, FHARYE nFliE
JE AT B 4O P B SR U A iR 2 LOCA, JLAEZS B JE MR 0~100000 [r135150 43 4 A2 BR.

i EE R, FETEAL SR*-tree MJIEIS, 4ERE AR d (SRR )@ VE; 7E PR A Bl R0R
I, 4EFE AR ¢ S R AR A — AN EE R I dist (-, ).

6.2 SR*-tree HItaIE

SKIGPFAL 1 SR*-tree FJWNAFAEREIT A, W1 HAFRETT A S EIR R To R, RISk 7 ANTI
BRI TCHBR n EFE d ME5RURRE o SAERETTAH RN, 1B 5(a) TR, SR*-tree HIfEAF
JPAERERE n (B IITITZEPERG 0. A YESE d BN, HAAEIT 8t 2 BA R . 5HARSHAR, b
EL R ¢ N, SR*-tree MIEAFTHH EWLLNE T FEAES (B 5(b)). KRB NEE ¢ 485
M, SR*-tree f)m SRS BCRAFH IR, FTEL SR*-tree FT b A fifi A7 25 (]l 22 /L.

SAERETTAHRML, SER LT ANTIL B VFfE 17 SR*-tree HUMJIENH]. 41 6(a), HALIE T IS
B n 3G MEE N, 7EE 6(a) W, ATLUR I SR*-tree MM GRS ] 50 I 4ERE @ B, 5
AR, G5 SR ¢ HINES, SR*-tree [AIFEE T [A] SV L T RERGES (K 6(b)).

6.3 HEEXFEMUEFENRE skyline EIFEIERIE

SEES AL W E S n, d e, R 520424 skyline #3X (basic secure skyline protocol,
BSSP) [10- 1) xif bt 3P4l T SISQ BVERIRLE, HIZE ES A1 ACS LTS0S A] (612 Pk 3wt a]).

1) http://www.rtreeportal.org/.
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20 8
18+ md=2 d=3 c= c=5
16 d=4 wmd=5 6l mc=7 mc=9
~ 14+ md=6 2
S 12} S
o 10+ o 4t
Q Q
5 st 5
I i
I 0
1000 3000 5000 7000 9000 11000 1000 3000 5000 7000 9000 11000
Number of tuples n Number of tuples n
(a) (b)

5 SR*-tree MAEFIETTEYE
Figure 5 Memory cost of SR*-tree. (a) Varying d and n (¢ = 3); (b) varying n and ¢ (d = 2)

18 c=3 c=5
16 | mce=7T mc=9

Time (x100 s)
Time (x100 s)

1000 3000 5000 7000 9000 11000 1000 3000 5000 7000 9000 11000
Number of tuples n Number of tuples n
(a) (b)
E 6 #E SR*-tree HURTEFFEH
Figure 6 Construction time of SR*-tree. (a) Varying d and n (¢ = 3); (b) varying n and ¢ (d = 2)

3 3 10°
10 ' ABSsP ABSsP
#-SISQ A & SISQ A
2 — A= . A— A
RN R Sl A A 2
b - b & 7 10
Eo £ &
10" .
° ° X 4
----- il un® mRennWe., ..“ 1
100 gueene @t @O R e’ 10!
1000 3000 5000 7000 9000 10000 1&)0 3000 5000 7000 9000 10000 1000 3000 5000 7000 9000 10000
Number of tuples n Number of tuples n Number of tuples n
(a) (b) ©

B 7 (MEMREE) S8 n BIFMW (d=2,c=23)

Figure 7 (Color online) The effect of n. (a) Time overhead of CORR; (b) time overhead of INDE; (c) time overhead of

ANTI

7RIS T n XTSI R A RO AR 2 A PRI — S AL T, SISQ fEIX 3 MRS L
MR R B . Z T A W R I RCR IR T2 O SISQ S A SO S 1) SR*-tree 5,
LI SR*-tree AT LA S I/ X6 8 70 S BC A o ALK T ST 4. IR, A SISQ BHikAEiX 3 4
B e LI PAT I FRAE, LRSS o JUF30A MM, X SRS R AR A A — 5, it
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 ABssp A
#-SISQ _ #-SISQ A - = - #SISQ AT
10 A~ A - K | A
@ P @ 10? ".‘ ] @ P
- S ol Y
2 A -2 P Y N 2100 e
& 10" . S S R
e 10 P X
l“‘.‘ ‘0
1000 ..o 10" 3
" 10°® ¢ °
2 3 4 5 6 2 3 4 5 6 2 3 4 5 6
Number of dimensions d Number of dimensions d Number of dimensions d
(a) (b) (©)

8 (MEMFE) 28 d M (n = 1000,c = 3)

Figure 8 (Color online) The effect of d. (a) Time overhead of CORR; (b) time overhead of INDE; (c) time overhead of
ANTI

103 10°

10°
ABSSP ABSSP ABSSP
-#SISQ “®-SISQ 1 #SISQ
z o 210 = 10
[5) [5) [5)
Eprommommonee s § rmmmmmmmmemmen B e
10 100 ... o-.... o T o
@ et » Y TITTS -2
10° @i gee 2 A0 Y S LSRILTE o
- 100@=ernegeet o 10°
3 5 7 9 11 13 3 5 7 9 11 13 3 5 7 9 11 13
Number of node capacity ¢ Number of node capacity ¢ Number of node capacity ¢

(@) (b) (©)

9 (MERFE) 28 c BFM (n = 1000,d = 2)

Figure 9 (Color online) The effect of c¢. (a) Time overhead of CORR; (b) time overhead of INDE; (c) time overhead of
ANTI

— B RWIZEINT n RABURK.

Bl 8 /R T d W iT B R AR s, AT s 2 T 5l N T SR*-tree 5|, SISQ HiLLL
BSSP BERCE T . (H72, WA 8(c) Fan, M4EEL d > 4 B, SISQ SR TSI TA) A 52 90 Hh 42
T FSSP fash, IX RN d RBURK. S8 002, K2 EN T L 30 00 4k A T4k B
WA SCHI AT B T2 1E A 1.

9 BIRT o RUFELI R BRAS IR S AR LR, FEuL 3 AN KRR b, TR R AR 45 i A
¢ [RRINTTHE IN. XA IR N BE 2 45 2 B I3 I, SR*-tree XY SR &E A5 (15 BY R SR AR 19 BORERE, [RIRE
T B ROR AR 58 P S R 2R, TS ) A R B A U R 3h. &l 9 Fiow, 7K F B %R BSSP
AR no= 1000, d = 2 [UIEDL T BTSR[] AS (BSSP B A S4L o), SLER T WEEH) SISQ
FIPAT I ] — B T2 .

6.4 HEZXFEMEFENRE skyline EIEIEMNYE

S I SO IR AR IR K (0 = 1000, 4EE d = 3, ¢ = 3) VG T =i Ph A% 4 skyline £
WRRCE, BIAEIETE BES, DCS A1 ACS LRSS E], b AN TR E N L2 R5IMT BS &, H
R k-1 NFHIRERNZE2RIALT DCS 4. Wik 10 fis, BAE SR EEER BN, &R E
WithBE N, {25, M k= 6 B, EPWEdE4E INDE (i E] HBRAD . Xt iziE o, seie gt
FEOIHT T SRS B BT P AR P skyline ;SR (113K 1 FT7R), 24« = 6 I, DCS Fril-5 ik ik
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10° ‘ 20
- — 18 L B LOCA-COMM. = CORR-COMP.
- = ~ 16 L TLOCA-COMP. 0 ANTI-COMM. i
Y = S 14| DINDE-COMM. 8 ANTI-COMP
§ 10 3 12 L B INDE-COMP.
§ 210 | ®CORR-COMM.
s 3 = L
£ 10 g 2 i
=] o
S #A ANTI -%:INDE E o4l H i §
- CORR ©-LOCA 5 ! K &
0 Q = = 1w ﬁ E ] |:|
2 3 4 5 6 2 3 4 5 6
Number of sub-datasets « Number of sub-datasets «
10 (PILEhRFE) e % X E 5 R AT EATE 11 HEZ XA EFENITHERBE S E
Figure 10 (Color online) Calculation time for multiple Figure 11 Total calculation and communication time for
location-based data multiple location-based data

#* 1 Skyline SR
Table 1 Number of skyline points. The number of (candidate) skyline points is masked on the right side of the colon.
Moreover, [-] indicates the number of skyline points in the corresponding sub-datasets and the number of merged skyline
points is marked on the right side of the arrow

K=2 K=4 K=25 K =06
Cloud: [85] — 85 (85, 85,89] — 122 [85,85,89, 74] — 121 [85,...,74,99] — 136
ANTI, edge: 63
R: 78 118 123 139
Cloud: [11] — 11 (11,14,22] — 21 [11,14,22,9] — 24 11,...,9,17 — 33
CORR, edge: 9
R: 15 22 24 32
Cloud: [34] — 34 (34,31,32] — 45 [34,31,32,35] — 57 [34,...,35,18] — 46
INDE, edge: 29
R: 46 50 57 51

skyline sFIELEEL £ = 5 B A AT, X3 BES B I8 SR o Bk /b, BR b2 o B ot B st
E Rk R . AR AR, SSM BV IR B [) AR 5 45 & H HIMB A% skyline sl U2 IEAH DG, [RIRT, S
B8 KRB SISQ B A A1 FF 84 S5 1%% skyline i IECR 2 IEASCH, X 58 4 FF /M A —5.

N T IRBESEBR GBS TR, B ES, DCS 1 ACS BT AHEENLA Fig/r. B 11 BRT =il
PR R 224 skyline EEU) (1 TF SREAE I [ oA, $E0052, 7EIX 4 PR 8R4 b, FO@ (s i a] e
o S R ) — 2 B E

N T IR %4 skyline THELIS TEFFEY, A SCHE = IR 45 s D6 Sk AT AT 40 S BL. &5 AN F
Bite (ReR5 L) AT IHATHEAE, BB DT HEED I EPAT SISQ Hik, H4s R tH A
ZIRGRER ] SSM Bk HHAT A I ERME. Xt 6 N TEIEE (ZERE] {1,..., Is}) HTRIAPE
%A skyline &rif), Hh 4R 1, T BES b, HA%ER5M0T DCS k. A —AN%aeRs5H,
n = 1000, 4EfER d = 3, & A& c = 3. WE 12(a) Fios, WA LARECE I, ok S A s e &
Wb [FE, BT SSM BV i — e S TR T8, BT ASEIRH % IE skyline sSEEA 7 N2 A EdE
B BN RN B — MR DT SKY (). MBIk B AN RFEM skyline 85 5, EZ6FEK
EATE I — B BRI, ZAAE S Y B T — SN R DI 5 SKY (). BABLkR, B 213815
skyline &5 3. W1l 12(b) Fiow, B LFEMIG N, Ht5ntfa &t —BRAK. (EX) T INDE 1 CORR
BRI S, TSI (8] BRI B A PR, I R RN A ATTHRAT SSML B BT i RE (I 1] o bl />
(B & A skyline /D).
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«#-INDE |
-©-LOCA

(s)

me

T

Number of threads x Number of threads x
(a) (b)

12 (MBHRFE) ZE&IZLI
Figure 12 (Color online) Muti-threading implementation. (a) Multi-threading implementation based on subdatasets;
(b) multi-threading implementation based on subdatasets and candidate skyline sets

7 MExXI{E

AN EEM R B SA G s N R EAE B4 skyline TH5 )@ Kk, FZ M skyline
TFEACEE . S X224 skyline THE WA A 4 4 skyline THE ML 3 N7 HIEAT 4.

Borzsonyi &5 O 16 HBUREEIA (block nested loop, BNL) [ skyline #Xif)5.i%. FifiJ5, Koss-
mann 55 B! i R UT4RJE (nearest neighbor, NN) Kil-# skyline I ITELLH L. Papadias %5 12 18
58T NN HEAE 1/O FAFEAETT TR FIAS R, 3 H 43 S8 5t skyline ZX 1572 (branch-and-bound skyline,
BBS). i W R LA skyline 130 ANH 52 Y skyline M4 FI3E T2 skyline M9 Z5 8540 777k, (H2&
FATTAR 2 2% FE 31| skyline £ 1) H Y BEFA n] &L

N R R LA 1 e, — SRR AL R EOR R Y, BRG] TR i Gt E R R
[T ) 67 B A5 2 1 22 4 skyline 2E ). Hob, FAA (S BT U6 (8l & A0 A 1, (R 2 A FF 1, JEXT
PR AR EF IS 7 B Uk BAE C RN B SO Gl: N AR A, fR7 % B81 F1 ORE s 7 & B Joikik
1T B B SO AN 19 BAR AT DR B R 1) e e, (R et BT A, x4
skyline THE A&, MRIEEIE 2 B AMAEL N =g b, 7R %4 skyline A AL H
%4 skyline AU, X TP %4 skyline BN, P A 8 MAEAHIMEIR 1 2= Ik 55 #45 HH R
skyline 4554, Bothe & (200 $& tHAE % 040 2 b SCRF skyline BRI A7, (H2 B A Rt iE X 22 4R
WE. AT ARS8 ARAIE, Chen %5 Y HET5F skyline 245 R AGLAIE. Liu 25 101 B 5 skyline
THRELI 22 4 a8, 14 3TN B 10 22 45 skyline E MY (BSSP), 1Tt il e R FE K
BIFEAEE I FERCRA R, Wang %5 22 2T ORE %77 £IEH )7 skyline T IAESE, AL
RELZ BSSP 2Tt 724y 3 MR, BRI TCVE AT EE B 5

XT3 A %24 skyline BT 5, Liu 55 23 52 H B G BRARIPER Y skyline THE 5%, BT
T A IR S5 SR AL R (B AR N, BRI TG s A R IE SR FIPL S . SRS, Liu 55 24 I H7E 2 M
Kol e L AT %24 skyline B 7%, BT 75 B0 28 RSN [A) 3R T % SOTH, HCR IR A . Zaman
2 [29] ffi Fil MapReduce SEIL AT 30 %2 45 skyline bl iH5, {H 2845 I 1] BN I skyline HHELRCR
PRI BRI, A SCHE S I TR 3ia Gt H st T 424 skyline B, BAAHEITREZ M T2 E
NGRS 4%, (BTG T Ny AR E B ARCR. Rk, PLEZ 4 skyline 2510 7 VA #E S5 K&
ALECER T T A T Rk
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8 it

B WL G = o AR R 224 skyline 25177 S0 LAV & FH P /5 SR IV i) @, AR S 32 B i i 31 2%
THE R TR ERE BIE 4 skyline ZHIPML. fERIESFENLZ A E WA TR T, A
WA TR E N ARG SR -tree, LUXRR/D R SCHHE . ARSI MG B 1. [FR, 3
T SR*-tree Z 7|, AR H T P72 AR 22 4 AL HMY STDM, Hadt— Bk 1 1 w7 B 15 5
(AL s S it 5224 skyline WM, SKIL T =10 Wp R 224 skyline THAL. SO AE FRIA LT m_EXT T o2
S I ) BSSP WM B R EAT 1 AL, 2R 4R I Sge 45 RR A M BAA M [R] %2
AVERZAE TS E B RCR. HeAh, SCIIm I X 224 skyline B EAT FEATALSLEL, 1 — 0Pl
T i fpE R %4 skyline TR BIRCE.
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Secure skyline query processing in mobile edge computing over
location-based data

Zuan WANG!, Xiaofeng DING'", Pan ZHOU?", Youliang TIAN® & Hai JIN!

1. National Engineering Research Center for Big Data Technology and System, Service Computing Technology and
System Lab, Cluster and Grid Computing Lab, School of Computer Science and Technology, Huazhong University
of Science and Technology, Wuhan 430074, China;

2. School of Cyber Science and Engineering, Huazhong University of Science and Technology, Wuhan 430074,
China,

3. College of Computer Science and Technology, Guizhou University, Guiyang 550025, China

* Corresponding author. E-mail: xfding@hust.edu.cn, panzhou@hust.edu.cn

Abstract Aiming at the efficiency and privacy of queries under mobile edge computing, secure skyline query
processing in mobile edge computing over location-based data is developed. A secure skyline query framework
in the mobile edge computing scenario is first proposed and a security model is also defined. To improve the
efficiency of secure queries in the edge server, we use the Paillier homomorphic encryption and order-revealing
encryption to devise a novel and unified secure index structure. It can effectively protect the query unlinkability
in accordance with the semi-blind structure proposed by us. Furthermore, based on the secure index, we propose
a secure skyline query protocol in mobile edge computing to realize the edge-cloud collaborative skyline query
considering the privacy leakage. Finally, we analyze the complexity and security of the proposed approach.
Findings from the experimental evaluation show that our proposed approach significantly increases the efficiency
under the semi-honest model, in comparison to the state-of-art.

Keywords secure skyline queries, location-based data, mobile edge computing, secure index, semi-honest model
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