Journal of Computer Applications

A AL R, 2020, 40(5) : 1340 — 1347

ISSN 1001-9081
CODEN JYIIDU

2020-05-10
http://www. joca. cn

B 1001-9081(2020)05-1340-08

DOI:10. 11772/j. issn. 1001-9081. 2019091699

ETITR/Z /RSB 85 B EE R 5N 20 M AL H

FEELE
(P E MUK BF5 B 5 A kB, K 300300)
( # SBAFE1EH T U zjwu@cauc. edu. cn)

W B BELFREALSWIM) A —AoA X KA M R %, © L e 2 P38 F B30T AT FAt
B PR R A BT AL AT B R IE R F AR S, A T ARFE SWIM AR 44938 4ot  AF R T A& TIT W/ E A IR 59
SWIM 2 %2 5 vt RALH] . B 40, AR 3E 55 i U5 ] SWIM W 289 B PE Ak 3647, 32 8 T A T 20 09 AL 81 & IR 5 7 64 ) 25 =T
& PR IRAE T e R, 5 SWIM M 4 4 AP35 47 T IR EK T A5 09 s RAL R, K A Al A5 B 53T &%, wiT i & 40 2
R EHATIRSG 2 5, A4 3T 8 R R EFe oA XIEL IR S (DDoS) S AP 1 oL, 388 T 3R T 3T W/ IR 564
SWIM &2 2 v 5 BE AL (ERMSP) , 2 BE A VAT B & A Fe fZ AL 8 32 AUH) A Al . 5 A SR 0e 45 R AW, il it M &M Ak &35
AR e 2B W5 M) Fo 3R E ERMSP, TR 5 T 8. 9%, b 4% 2242 35 T 18. 2%, 7T VA £ ILSWIM #9 & & &

KB : oA R RGE;ITALS ;S BELETELRA; BERE

E4S S TP393; TN915. 08 XEREREAG:A

System wide information management emergency response mechanism
based on subscribe/publish service
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Abstract: System Wide Information Management (SWIM) is a distributed, large-scale network system that provides
uninterrupted aviation information data sharing and transmission services to air traffic management departments, airports and
airlines in real time. In order to guarantee the continuity of SWIM services, the emergency response mechanism of SWIM
based on subscription/release service was studied. Firstly, by real-time monitoring various performance indicators of SWIM
network, a network survivability evaluation method based on improved fuzzy analytic hierarchy process was proposed.
Secondly, when the network survivability index fell below the boundary value of the parameter, the corresponding
information was published to the subscriber. It was determined by the subscriber whether to perform the service migration.
Finally, an Emergency Response Model based on Subscribe/Publish service (ERMSP) for SWIM was proposed for natural
disasters and Distributed Denial of Service (DDoS) attacks. The model is based on subscribe, publish and trust management
mechanisms. Simulation experimental results show that the resistibility is improved by 8. 9% and the business continuity is
improved by 18. 2% by real-time monitoring of network performance indicators and deployment of ERMSP, which can realize
the emergency response of SWIM.
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Fig. 1 SWIM emergency response architecture
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Tab.3  Average recognition time comparison of SWIM attack
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Fig. 11  Average system delay under different models
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