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Abstract Random number generator (RNG) is the foundation and core of modern cryptography.
The random number generated by RNG provides basic security for many cryptographic applications,
such as cryptographic algorithms and security protocols. With the development of mobile Internet,
Internet of things and other technologies, the traditional hardware-based random number generator
has the problems of difficult hardware update and high development cost, which limits its application
scope. Therefore, software RNG (SRNG) is usually used in computers, mobile terminals and other

Android, Windows,

typical operating system platforms have their own SRNG, providing software-based random number

devices to provide random number services. At present, Linux, and other
generation services. The existing research focuses on the lack of entropy of the entropy source and
the internal state leakage of the post-processing module, which is the main problem affecting the
random number service quality of SRNG. Therefore, a software random number generator with
entropy monitoring ( entropy monitoring SRNG, EM-SRNG) is designed and implemented in this
The

online entropy monitoring module can continuously detect the entropy of the unprocessed data when

paper, which uses high-precision nanosecond system clock as non-physical entropy source.

the generator is running, and call the post-processing module to improve the statistical characteristics

of the data when the entropy is insufficient. In addition, the post-processing module of EM-SRNG
can choose two post-processing extension algorithms designed based on SM3 and SM4 cryptography
By

one of the current

algorithms to ensure the forward/backward security of the internal state of the generator.
comparing the EM-SRNG and the Linux random number generator ( LRNG,
mainstream SRNGs) ,
test, it is found that the output quality of EM-SRNG is equal to the data quality provided by LRNG

the experimental results show that, in terms of security, through SP 800-90B

dev/random, but slightly better than that provided by LRNG dev/random, with the minimum
entropy of about 0. 94/bit per bit; in terms of rate, the data generation rate of EM-SRNG is about 4
orders of magnitude higher than that of LRNG dev/random, but because the 90B statistical suite is
embedded in the structure for online entropy estimation, the speed of EM-SRNG is slower than that

of LRNG dev/urandom, which is about 4 Mbps.

Keywords random number generator; entropy monitoring; Linux random number generator
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Fofr ¥ BB R BT T BB AL T SM3 JE Ab BT
JESAL DTN T seed, - HHNFIRES VL C, B
2 3 s A HE R A DA, sRBCE 1 47, 1
FH SM3_df eREICK SRR, T BB R R 2 ~
447, B VAR SRR T, SR 5 I SM3_df
PRSI 16 HE] 01 F1 24 /i N ERIRZS VAR, 3R (1]
S5 2RI 440 bit 1Y C SEHHE R R A AR
BN 1,
k3 AT
BIN:V,C,counter . RNG NEIRZS M HIE
input;%ﬁ/\ﬁ:}ﬁ
B BV, C,counter; KAEAFNFRIRSEHE
BEGIN
1. seed=SM3_df(0x02 || input || V, 440)
2. V=seed
3. C=SM3_df(0x01 || V, 440)
4
5

counter=1

. 1RV, C,counter YERFT I RNFIRTS
END

o Bt BR
BERLE i BRI R ™ A BRI SR i i 21
BEALECHE . 50 4 et i sR En OhARAS X v
HEAT SM3 J& 54 i 256 bit BEHLEL, V 1 TEHT
BT —BF ZPR SR V .C F counter 1,
Hix4 e
HIN:V,C,counter . RNG PHBARAS XA {E
BTt : returned _bits - & 171 25 F 7 A FEAIL &R
V,C ,counter : &M 4 NHRIR S S (A
BEGIN
1. returned_bits=SM3(V)
2. H=SM3(0x03 | V)
3. V=(V+H+C+counter)mod 2*°
4. counter =counter+1
5.3& [ RNG #Hr IR returned_bits
END

R P ERIRAS 1 e 4k T SM3 JE Ab B
PR B R — W S PR B 22 77 AR 256 bit
Bl YR BEHLEC BE /N T 256 bit B, 23 %4k
P AT ; 415 K B AL B B2 K T 256 bit B,
S F R FH i L PR RS, 7 R R R B R AR A
SR DT BB eR BOR i AT 0, LA 3B e A
[F] P ERR A G IR 7= 1 ok 2 o (B B30 1) e A B

2) T SM4 1 J AbHLYT Rk

FF SM4 J5 A BRI P ERIRAS B V(TR
%) Key (% 4H) Fl counter ( FEAZRFIITELAR ) 2H AL, V
I Key B EIE N 128 bit, 5 SM4 B ikAriEr
FORGEFE—2, &% SRNG FEARZEM JLTF SM4
JE AL PP AR A 3 AR AT AR AL R KL
B R RN i L PR

o WBEK iR 2]

WIR AL PR F X 3 F SM4 J5 b By R 5
BRI IR NI ZS Key . V T counter i#E 4T TRAA
B 5 AR WAL SR B RS, Bl T seed (B U6
LRI T RNG IR A8 1) K BE Ry 256 bit,
JAFH SM4_df sRECA: BURN T 5045 . B0 4R Tk R R
2~3 17, B 0IUh Key M1V AHEE A 0,6 Key V FlFp
F seed YF i SM4_CTR_Update PRELIHIA .

o ThTFEHEEL

SR 8 R AT BEHT eR L PR AR R
AHEE -, 4k T 58T A A - o SM4 _CTR _
Update PRECK B3 Key 1V, 344 counter {H &
1, SM4_CTR_Update 5351055 2 17 RIS 3 17
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HiES5 WtnfbeR%t

B3i%7 SM4_CTR_Update &%

N sinput . ARALEET 5]

B .V, Key,counter; K PHRSVIME
BEGIN

1. seed=SM4_df(input,256)

2. V=07

3. Key=0 128

4. (Key, V)=SM4_CTR_Update (seed,Key,V)
5: counter=1

END

k6 SM4_df Bk

BN sinput_string - i AN
return_len ; B3RIR MK 14K 52
i :requested_bits IR [B] return_len K J5 HIEUIE
BEGIN
L=input_string £ J&/8
N=return_len & /8
S=L | N | input_string || 0x80
WHILE (S WK JEHE 128 A28 0) do
S=S || 0x00
END WHILE
temp =NULL
i=0 {E:.i A—1 32 (iR
K=0x0001020304---0F
WHILE ( temp K&/ F 256) do
v =i| 0%
temp=temp | CBC_MAC (K, (IV| S))
=i+l
END WHILE
K=the Lefimost 128 bit data of temp
X =the Rightmost 128 bit data of temp
temp=NULL
WHILE (temp £ J&/INTF return_len ) do
X =SM4(K,X)
temp=temp || X

O 0 N &N N B~ W N =

[ NS T N R e e e e e e e
—_— O O 0 N N Lt AW DN~ O

requested_bits = temp

END

I SM4 NN IEZE M X temp 256 bit %%
Wi, BER R, b IX temp KOG AN R A
seed RSB, SR 5 76 28 v X AL b ] 45 5 (SM4

_CTR_Update 3555 6 17) ., /5, SM4_CTR _

Update 55351955 7 ~ 8 47, ZZ M IX. temp fc 23 1)

BN sseed : K0 256 LRI HUARRER

Key, V. K& AE#5 RS M A (E
it Key’ Vo KAEZRNEBIRETE B E
BEGIN

1. temp=NULL

2. WHILE (temp £ FE/NTF 256) do

3.  outpui_block=SM4(Key, V)

4. temp=temp | ouput_block

5. END WHILE

6: temp=tempDseed

7. Key’ =the Leftmost 128bit data of temp
8: V’ =the Rightmost 128bit data of temp
END

BiE8 Py HHeRE

IV, Key,counter . RNG PHRARZS 24 A {E
B .V, Key, counter ; K24 NHRIR S T A
BEGIN

1. seed=SM4(entropy_input ,256)

2. (Key,V)=SM4_CTR_Update(seed ,Key,V)
3. counter =1

END

128 bit IR B8 25 4 K, T4 A9 128 bit A1k
BV,

o Mt SR H

B9 JROR i il R A P ACRS, 5 1 AT R
additional _input AF U E N 0 FEAFH Fiy th R AR
O 2~4 A B Vb im0t SM4 B E
Key JIN%% V ety 128 bit BEHLEL, 2R 5 AR P R
B BIBGHR A £ R [0 45 N FHAR Y . i o R BCRS
5~6 179, ¥ SM4 _CTR _Update #& %% A
additional _input . INTBARZS Key (EHAT V {H, & [l 2%
R Key A1V BUHUHHE , IR SRR ARG E M 1,

IEAE, Cohney %57 % NIST SP 800-90A
BTt AR Y J5 41 % A 0 1k S R 1Y)
FETEREHLEC R A fR iR th A B, TR
ek AR R 3T SM4 SEELRY R AL B
PRRE H — U R R 2 7 A 128 bit £l .
MR K B R I 128 bit B, 2 7% 2R 90 FH S eR
B, TR R P i R B R 23 3 BV R PN R
AR, DA bt B[] — PR 206 26 7= A5 ik 22 o (8] 4
EI R Y
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B9 fihek%

BNV, C,counter: RNG WNHIRZ 4 Hi{E
requested_len ; i K I BEAIL HORFH B2
Ht : returned_bits - 3% [0 25 FH P R BfEATL AKX
V’ ,Key’ ,counter : J = 4 NHRIRZS BB E
BEGIN
1. additional_input =0%°
2. V=(V+1) mod 2"
3. outpui_block=SM4 (Key, V)
4.  returned _bits = the Leftmost requested _len
length data of output_block
5. (Key’, V’) = SM4 _ CTR _ Update
(additional_input , Key, V)
6. counter =counter+1
7: Rl Key’ ,V’ Hl returned_bits
END

2.3 ZESW

N, X FT RS EM-SRNG 3 47 48 4 1
30T .

XFT R ESRMF, AT 0y B Bl AL
BOR AR ML 3 A4~ T A O i H 50 10 o i
T 5G, GARDELER LR 87 AR ) AR b B 516 T4
PRSI 5 AN AT AR, — 7 T I [R] [ AP AR M S5
L, 55— 7 T2 HR ) 8 R0 G B[] A7 AE AN B 2 PR 1Y
Bf )5 22 | U IR 25 AN 32 BCF A P g F0k, 38
T2 ) A Ak B 30 A4 7 0 ) ok DAl Bl AL 5 e
Jei o G ah R Dk 28] 038 (1 P B5CH M
5 X T AN 2 1 R AL HF 51, EM-SRNG T AE#L
il 2 X B AT 5 AL HLE B AR TR A gt
PEBT AN LR YR (B, PRIE EM-SRNG i t i) B
MUBCR B g4tk . i, EM-SRNG it &2 Th
BEMLEZE SR, X T R2 R &, AT 0
EM-SRNG J5 AbFRAEHL I T 2T SM3 il SM4 (1)
JaAbFREE, BEAl, T LRNG it e BOR BUE
TEHT PR A i S B ATL 50 ) DR 28 T SR 3
AL LRNG AR 22 a7 i %E T SM3 il
SM4 J& Ab BEA R B8k v 0 it pREICATS 2 R FH St
HH BE AL RIS B BT PN DR S I B R R, fh U,
EM-SRNG i & {if [7) e 2 P EOR

XFT R3 RN, T AT T H EM-SRNG (1)
Ji AL A AL B T BEOBT R A, LA R
iy A B9 A AL B 751 BB SRNG H B9 FPF- L K PR 3

ARAS BRI 5 RS, 2 51 BRI ATFR 7 B
BeRE, B R AR T S — i 2 R AE AR
TR, (E T BB oR B0 i A B S kB
T8, AR 35 e L E AR $00 H EM-SRNG 2 )5
I 200 1 PN FROIR A5 L, DT M LA itk 8 22 J B 2
EM-SRNG % i, Htk, EM-SRNG i /2 Ji5 [n] %
SEPEER,
3 ZEHfEsIFEN

AEE 0 BB 0 B LR A A A AT 2
SR FIERE DT T A PR, DS UE 2 284 1Y) mT Sk
FSE A
3.1 XBFE

ASCHE A EM-SRNG S #L7E 64 {37 Ubuntu
PERGEM A AN L, KRG IRA N 16.04.9, 1
AN 4.4.0, FEAF AR 5.4.0, WEE R
4 GB, LRNG fiith 4 & I8 T 64 i Ubuntu #24E
RER G L, ARG RRA N 16. 04 11, IAZ R
K 4.14.102, A IAH 5. 4.0, NAE R 4 GB,
3.2 EM-SRNG BiRKR=E
3.2.1  ZNEDGLE ()R U

FESZEG R RATIREE T 9 7 iRt [a] 3 51,
KT 4 7 F I 2 A AE— e B 1T
J5 5 DR Y A S PE TN ) PR | R ) R
Jo — i B AR A OGP, S A TR HU A FS
Pt ) e J5 — DA E AR AL BT A1

FESCIS A A 90B P4 T 1 000 YK 44 F0 2%
i [ 5 i — 57 B0 A L AR B Ok B K B
10° 79, W& 2 P B AR bR AR SR (B v Rl (0 ~
1), AR AR AR ATEL, 9 FD ) 18] i 5 — o B 1)
FeAHm AR TP 7E 0. 75~0. 9,

60

50t

050 055 0.60 0.65 0.70 0.75 0.80 0.85 0.90 0.95
HLAE A

2 GFD A i) AR G E R b A I
Fig.2 Bit entropy of the last data in nanosecond time
it — A e R AL B ) ) B 7R DR IE
HEE AR AR BT, #2151 7 8] B B2 b % s 18] 5 )
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— B ARAE RS, Bl IR 1.2.3 4
AR, B S 500 IR, HAP 8 FURHR 45 R A
F PR BA] e B ] 2 1) s HORR 3 2 39 g
(o B IERI ) 53 K R A 00, Al 4%
[ 52 3 A 5 [ i BB R0 2 B[] PP 870 B9 e i 1 2
BARAE I RAL B

F1 EE B FREER S
Table 1 Bit entropy of fixed interval data

EbER €T ] R (0~1)
11 0.8420
2 i 0.8600
KEDA 0.883 1
4 fir 0.8828

3.2.2 LRNG J#iH

SEE XS H M T LRNG 05 o 550 40 1 0% 1
T Linux AZ RS X A8 5, e AT Linux Py
AT S PE 8 Linux T T2 00 9t 14 00 B4 45
MEE I RS H GG B AR Linux B RS M
B ZE o X rp ) Forp o 5500 25 0 R P AL 7 jiffies
(It sk RGN IR W EL) | eyceles (CPU B 4
JAIE) A num (R I8 1 26 8) 3 34, &t
X} LRNG W55 50 H7 )5 , A1 AT LRNG 23 564 o 80
SERRARIY 3 FB 3 B s AT DR SR 5 5 BRI
TG

FIH Linux R 481 dmesg 1y 2 Bl & 1 38 5%
PRI R B G2 i X e OC 4 it o0 8080 1
FE NS I8 0] 2R 8 SCIF T ia 2 b3, xF
T ] SCOFEAT 40 AT, & B0 =t b jiffies B
VI num B0 T2 R85 5., HT Linux Bl
VI IRIEXT jiffies BUHEHEAT 3 Bt [|] 227 315
i ZH I jiffies (23 18 W S04 J5 85 P8 1) 6 (1
M0,

TESEE Y FRA TS LRNG 40 il s 88
Ffi 33 NIST SP 800-90B {ill £ 1~ 200 4H cycles 5
P LU RR , B 3 S 10° 27, il 3 o
7N, KR eycles WEZEHTE 0. 7~0. 76,

3.2.3 PR

HRAE 3. 2.1 F1 3.2, 2 /N5 B 43 HT, 43 1%t 4
T[] 41 F1 LRNG W it 8 e A il i A
B 4307, LRNG K3t tPAETE jiffies R num 045 1)
AT R I ), 30 LRNG i 3t A 4 5000
AL Z TS . BAR LRNG 2338 o #f o M
B TH BR T A B 5 ) AR T4 B A AR
S ORI AR 0, T FRAT IR ARG I [R] %k

25
20 -
15 -

s
R
10 -

hal

0.65 0.70 0.75 0.80
R A

3 LRNG it #iERE
Fig.3 Data quality of LRNG entropy pool

A TAF 20 3 BT R L, S 5 A EM-SRNG
b B A A AE TR B . N SE B 45 R 431
ART7 RIS VR G 0] P 91 4 3 A B ]
[i) By L A R st 1) ) 9] 1) B Js — A6, L LU AR I
SFIIIER LY 0. 883 1, FATIRXS LRNG i
cycles L AH AT T 04K, H AR 2 7E 0.7 ~
0.76, LIRS Hr vl 45, A 7 58 vh i o i
T LRNG [R5 I8 T i

3.3 EM-SRNG #iHRE

A3 EM-SRNG i 1| Wr 24 15 1) I8 {8 1% €
0.92(%% LRNG dev/urandom % i 7551 (51,
TEAN R 37 55 vp Al > 8 A, an 2R oK A
B U R 3 0. 92, 4 ELFAE R BEAL HL AT
Byl . WS A BN B P . AT
FE Ab B P40 45 5L T SM3 19 J5 Ak B R N
T SM4 By 5 Ab B, FAT A 90B Xf EM-
SRNG % 77 51 1) be A iF 47 8 2 0k, & 31
EM-SRNG i i 56T SM3 J& kb B 2 5 vk i 3
T SM4 J5 AR e 5kt A Y LE AR R AR
Fi7E 0.93~0.95,

LRNG A FH 4 3k 9 4> 4 11 ok R MR BB AL 4,
FESZH Hp R AR A 90B K T 1 000 ¥R dev/
urandom SCH-% H A 100 77T BE LA b AR
W 4 fir s, B A B AR R FURRIR , A A bR AR e At
£, AT dev/urandom i HHBCHE (1) U RRIR 4R THAE
0.92~0.94, T LRNG 3F BH ZE %5 vt 1 BH 2 4% 1t
A REALE G B R B 22 5% | dev/random B P8 K 5
T BHLZE IRt , BHZE 00 1t i 1 22 SR 2 120 AR 8 4
R B B R, 1M dev/urandom %548 4 U5 T JE PH %€
s, O A BHZE R it AF FE B, IR 4 dev/
urandom IS S AFAE, B LA, AT AT dev/urandom
SRR ML AL M AR GT I = T dev/random, Hi T 3
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3.4 /NFT A M A8 3 dev/random iy H 3 R A
dev/random EHX 1 000 ZF 5 BEHLENTT 22 K2 20 s,
90B W AF M 7 ) K 2y 10° 5735, Tl A dev/
random T 10° 545 K4 K 207 22 20 000 s (4%
T 6h), BT M dev/random HzHL 10° 745 B4
FrAEmS TR, Fe AT/ 52 36 e T M dev/random
SCPFBE SRR 10 20 100 J5 15 8udi , 223t 90B
I, ol 3 B8 LU AR R Hh7E 0. 94~0. 95,
250 : : : : : : ,

200 ¢

150
£y
=

100 -

50

0
087 0.88 0.8 09 091 092 093 094 095

BT

E 4 dev/urandom HiH/RE
Fig.4 Output quality of dev/urandom

WG 2 B85 A 15, A SCHE Y EM-SRNG
I BE ML 1 BTt 5 LRNG dev/random 42 {1 (1
BE B A 2 B 5 T LRNG ) dev/urandom
SR B B
%2 3tttk EM-SRNG #1 LRNG K R2
Table 2 Comparison of EM-SRNG and LRNG
output quality

EM-SRNG
0.93~0.95

dev/urandom

0.92~0.94

dev/random

0.94~0.95

3.4 EpEES

FE A B TR R, BEER A B AL
Bk B R AR NS S P R AL T B A IR 55, S B
TR XS LB oK o i, FRATT B AL o 11
HCR A X YERE A TR A TRA

A3 EM-SRNG [ B L H R [R] 4 45 A Ak
PR 4 2 BN IE] Q0B 7E 42 R Ak 11 20 55 Ik 1] Fn
JE AL EAR B (3T SM3 5 AL B R Bk gk T
SM4 J5 b # Y R Bk ) i E), 7 EM-SRNG #ii th
100 J7 715 LA AT 42 T , EM-SRNG % [# &
3 (£ RI BTS2 EL 100 5 5247 RN 8] 7 31 R A3
AR R LT Z 8 ms B [A], EM-SRNG i W #5455 B
H 90B AT IR TR TE 25, T SM3 )5
LD PR A AL T SM4 J5 A0 B 52 54k 1y
10° F 5 Ficdl st [|] 45 H 78 100 ~ 300 ms, HLE, &
L EM-SRNG i it 100 J7 5715 BEHLEL A B [a] 3= 22

THFETER PR TR 2 s BYINFIE]

LRNG A H P 4 b4 0 AR B R LR, FH P mp
VL 2 dev/urandom SCAFEE#E dev/random 3C
AR BUBE AL, dev/random 322 171 B2 3K BH ZE /i
T A P2k 3 AL, SR P s BE AL OIS ot
dev/random % H} FEALECH M) ECHC . 18 5 JoR
5000 YK dev/random i 4 1 000 15 FEHL AL
B MY TE] LA s S B, MNIET S Hhml LA B e
3| dev/random =4 1 000 bit B[] K2 15 ~
25, AP R AR TERE T 15~25 s BITEH,
JEH T dev/random (%)% 1 B[] Bt F LRNG F
0 b A5 AT 2 1) P e ) 2R S A e S 1
(A IR B {8, IR 2 i 3 1 000 57719 19 B 1] 5t
SRR I 2 Hin i 1000 S5 Y s [R) A
NS

x107

wH

B 5 dev/random F=4 1000 bit £{#E KAt iE]
Fig.5 Dev/random time to produce 1 000 bit of data

H T LRNG R 00 6 & A= S B0 3
LRNG MBI jiffies I [) B4 5 57 28 ul 3 7 25
P, ZEXRMENL T LRNG 3 Birist ] 22 7 i il
HOPETHE A 2 A, 3 R BH ZE 40 b rh i 3
B S | Fe 52 3] dev/random U4
F1 A B R, AHER T &, dev/urandom % HY 2R
R BRI 5T dev/random i H %K

EM-SRNG it 100 J3 545 A BEHLBOR 2975
L2 s, 1M dev/urandom SCH422 it 100 J7 525
BAE KLU EE 10 ms, EM-SRNG Hir i i %48 T
dev/urandom K #J 200 5, EM-SRNG 7E 2 s i [H]
PR 2 A] LA L 10° 57745 19 BE LS, 1 dev/
random SCAFHZ T7E 2 s BF[E] PR 29 0] LA B 100
AT BEHLECHE , EM-SRNG #ii i1 3 SR PR T dev/
random K2 10* £%, LRNG B ZE 4% b i i B AL
BN LER 5 1 40 1, o Al B ZE 8 1tb B
T B PR 2 R R A B AR B A T
dev/urandom S H 1 BH 2 Jif 3t 1] FH 08 5 1 5%
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¥ il dev/random %)% . EM-SRNG Fl dev/ SRNG 7] DA [ A4F A BEM AR 55

random I =45 5 {8 4% 4 ] FEATL R %) far o i

EM-SRNG % 4 33 & 3t = T dev/random, EM- S & 3k
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BB AL S ) F (1] 2 oA A 3L 47 A g s ] R/ A B
Heab¥EEHE] 2Z F0, U] EM-SRNG 5 dev/urandom
i t R T A —
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