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B Ry BT LR T T DNA & i)
FeAR  FEISHT T DNA gt Bcds FE 46 Fss
TR A ) 485 [v) R, i 5 IR 2L 11 DNA K4k
&= DNA A7 F1I0 %8 S5 5040 Ak B B A S B
A 3 AT BRI
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Impact and Application of DNA Nanotechnology in Information Security
Chen Zhihua' Shi Xiaolong' Cheng Zhen’
(1 School of Automation, Huazhong University of Science & Technology, Wuhan 430074, China
2 School of Computer Science and Technology, Zhejiang University of Technology, Hangzhou 310023, China)
Abstract Based on DNA nanotechnology, various supramolecular (functional units) , which can control the
nanostructures accuracy of the atomic level, may achieve information storage, computing, moving, targeted
drug delivery, and other functions. With the characteristics of ultra-large-scale parallelism, high-density stor-
age, and low power consumption, information storage and computing models based on DNA nanotechnology
are inherently suitable for mass storage and parallel processing of information. Such an elegant computing mod-
el inspired people to research and develop various computing models, apply them to traditional cryptography,
and discuss the security issues about DNA storage, including key search, information encryption, information
hiding, and authentication. This paper reviews the impacts of various computing models based on DNA nano-
technology to traditional cryptography, outlines the methods based on DNA nanotechnology applied to encryp-

tion and decryption, authentication and signature. At last, the paper summarizes the existing problems in the
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DNA nanotechnology-based information security and the prospects of DNA nanotechnology in the field of information security
and storage.
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