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Abstract Along with the rapid development and wide application of information technology, human society
has entered the information era. In this era, people live and work in cyberspace. Cyberspace is the collection of
all information systems; it is the information environment for human survival. Therefore, it is necessary to ensure
the security of cyberspace. This paper gives a comprehensive introduction to research and development in this
field, with a description of existing problems and some currently active research topics in the areas of cyberspace
itself, cyberspace security, cryptography, network security, information system security and information content
security.
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1
1.1

Cyberspace
Concept of cyberspace

After the mechanical and electronic eras, human society has entered a new era of information technology.
In this information era, the information industry has become the largest in the world. Information is now
a fundamental resource, akin to water, electricity and oil. Information and information technology are
changing the ways in which people live and work. Electronic information equipment, such as computers,
the Internet, television and mobile phones, has become essential for much of the world’s population.
Thus, in the information age, people live in a three-dimensional world composed of the physical world,
human society and the information space [1–4].
In order to describe the information environment or information space where humans live, the term
cyberspace was coined in English. However, there is no single equivalent term in Chinese. There are
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a number of descriptions, which can be translated into English as “information space”, “cyberspace”,
“electronic and magnetic space”, “digital world”, and there is an expression in Pinyin, “Sai Bo Kong
Jian”.
In his 1982 science fiction short story “Burning Chrome”, Canadian writer William Gibson used the
word “cyberspace” to means a virtual information space created by computers. The use of “cyber”
expressed computer enthusiasts’ hallucinations experienced during gaming, embodying the concept that
cyberspace comprises not only the information itself, but also its impact on human thought and cognition.
Since then, with the rapid development of information technology and the ubiquity of the Internet, the
concept of cyberspace has continued to evolve.
The National Security Presidential Directive (NSPD) 54, published on January 9, 2008, defined cyberspace as “the interdependent network of information technology infrastructures, including the Internet, telecommunications networks, computer systems, and embedded processors and controllers in critical
industries”.
At present, however, there is no unified definition of cyberspace. We can think of cyberspace as the
information environment in which people live in the information era and as a collection of the totality
of information systems. Therefore, it is better to consider cyberspace both as an information space and
as a network space. The former conception highlights the core aspect of information, while the latter
highlights the important feature of network-based interconnection. In this paper, we shall mainly adopt
the conception of cyberspace as a network space.
1.2

Cyberspace security

Information security is the shadow of information—where there is information, there will be information
security issues.
From the perspective of information theory, the system is the carrier and the information is the
content. Cyberspace is a collection of all information systems, and it is the information environment
in which humans live. People and information are influenced by each other. Therefore, cyberspace has
more significant information security issues than other spaces. However, the core concept here is still
information security.
At present, on the one hand, information technology and its industrial applications are flourishing like
never before. On the other hand, information security issues are becoming ever more prominent. Hostile
actions such as hacker attacks, malicious software intrusions, computer crimes and privacy breaches
constitute great threats to information security. In addition, developments in both science and technology
have posed new challenges to information security. Because of the parallelism achievable with quantum
and DNA computers, many existing public key cryptographic systems (ELGamal, RSA, ECC, etc.) are
no longer secure. As a result, the situation with regard to cyberspace security can be considered to be
very grim [5,6].
For China, the serious security situation in cyberspace is a result not only of the above threats, but also
of the fact that essential hardware components (e.g., CPUs) and fundamental software (e.g., operating
systems) come mainly from foreign suppliers. Consequently, China has lost the basis on which it can
control its own cyberspace.
President Xi Jinping has pointed out “If there is no cyberspace security, there will be no national
security. If there is no informatization, there will be no modernization.”
It is essential that China ensures its cyberspace security.

2
2.1

Cyberspace security as a new discipline
The concept of cyberspace security

Traditional information security emphasizes the security of the information (data) itself, with the following
principal considerations: https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
• Confidentiality of information: Information is accessible only to those authorized to have access.
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• Integrity of information: Information cannot be modified in an unauthorized or undetectable manner.
• Availability of information: Information must be available when it is needed.
It is basic to information theory that information cannot be separated from its carrier, so we cannot
talk about information security without an information system. This means that we should consider
information security from the perspective of the information system. Therefore, we divide information
system security into four levels: equipment safety, data security, content security, and behavioral security,
with data security being the traditional way in which information security is conceived [1–4].
1. Equipment safety. Safety of the information system is the primary problem of information system
security.
• Stability of equipment: The probability that equipment can work without failure in a certain period
of time.
• Reliability of equipment: The probability that equipment can perform tasks within a certain period
of time.
• Availability of equipment: The probability that equipment can be used at any time.
Equipment safety is the material basis of information system security. Without equipment safety,
information system security becomes a castle in the air. Any damage to the equipment will endanger
the security of the information system. However, equipment safety alone is insufficient to guarantee
information system security. In addition, we must further ensure data security.
2. Data security. Measures should be taken to ensure that data is protected from unauthorized disclosure, tampering and destruction.
• Confidentiality: Data is accessible only to those authorized to have access.
• Integrity: Data cannot be modified in an unauthorized or undetectable manner.
• Availability: Data must be available when it is needed.
3. Content security. Content security is essential for information security at the political, legal and
moral levels.
• Information content is politically acceptable.
• Information content complies with national laws and regulations.
• Information content conforms to the moral norms of the Chinese nation.
In addition, in its broad sense, content security also includes, among other things, confidentiality of
information content, protection of intellectual property, information concealment and privacy protection.
4. Behavioral security. Data security is a form of static security, whereas behavioral security is a form
of dynamic security.
• Confidentiality of behavior: The behavioral pattern and its results cannot harm data confidentiality.
When necessary, the behavioral process and its results should be secret.
• Integrity of behavior: The behavioral pattern and its results cannot harm data integrity, and should
be predictable.
• Controllability of behavior: When behavior deviates from its expected pattern, this can be determined, controlled or corrected.
The concept of behavioral security is in accordance with the philosophical principle that practice is the
sole criterion for testing truth, and it is also in accordance with the Chinese government’s information
security strategy according to which information should be secure and controllable.
To ensure information security a systematic approach is necessary, in which a number of measures must
be taken in concert. In particular, it is important to emphasize that law, education and management
should not be ignored, and indeed in many cases they play even more important roles than technical
measures.
Hardware safety and operating system security are the basis of information system security, and, in
this context, cryptography and network security technology play key roles. Moreover, it is necessary to
enhance security at the low levels of hardware and software, and take measures in a systematic way, in
order to effectively ensure the security of an information system [1–4,7–9].
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
In summary, we propose
a definition of cyberspace security as a new discipline that focuses on the
study of information security assurance problems with regard to the acquisition, storage, transmission
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and processing of information [7–9].
Cyberspace security has a cross-disciplinary nature in that involves the disciplines of computer science,
electronics, communications, mathematics, physics, biology, management, law and education. It has close
connections with these disciplines, but is essentially an independent discipline with its own nomenclature,
theory, technology and applications. It is key to the information society, and, indeed, in June 2015, the
Education Ministry of China formally designated cyberspace security as a top-level discipline.
2.2

Main directions of research in cyberspace security

Currently, the main research directions in cyberspace security are cryptography, network security, information system security, information content security and information confrontation [7–9].
1. Cryptography. Cryptography comprises cryptography and cryptanalysis. Cryptography is the
coding of information to achieve hidden information, and cryptanalysis is mainly concerned with studying
ciphertext to obtain corresponding plaintext. The main research directions in cryptography are as follows:
(a) symmetric-key cryptography;
(b) public-key cryptography;
(c) hash functions;
(d) cryptographic protocols;
(e) new approaches to cryptography: biological cryptography, quantum cryptography, etc.;
(f) key management;
(g) applications of cryptography.
2. Network security. The basic idea of network security is to take protective measures at different
levels and with different scopes, in order to discover a variety of network security threats, and then to take
appropriate response measures to ensure information security in the network environment. Protection,
detection and response are required to be based on certain security policies and security mechanisms.
The main research directions in network security are as follows:
(a) network security threats;
(b) communication security;
(c) protocol security;
(d) network protection;
(e) intrusion detection;
(f) intrusion response;
(g) trusted networks.
3. Information system security. The information system is the carrier of information, which has
a direct interface with users. Users obtain information services from information systems. The central
feature of information system security is that information security threats and protection against them
are considered systematically. The main research directions in information system security are as follows:
(a) information system security threats;
(b) hardware safety;
(c) software security;
(d) access control;
(e) trusted computing;
(f) level of protection of information system security;
(g) information system security evaluation and certification;
(h) application security.
4. Information content security. Information content security is the requirement for information
security at the political, legal and moral levels. We request that information content be secure, that is,
that information content be politically acceptable, conform to laws and regulations, and be in accordance
with the moral norms of Chinese society. The main research directions in information content security
are as follows:
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
(a) information content
acquisition;
(b) analysis and recognition of information content;
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(c) management and control of information content;
(d) legal guarantee of information security.
At present, there is no agreement among the academic community regarding security of information
content. Generalized information content security also includes information content confidentiality, intellectual property protection, information hiding, and privacy protection, among other things.
5. Information confrontation. Information confrontation concerns the application of comprehensive technical countermeasures against attempts to interfere with or gain control over information and
information systems, primarily using electronic methods. It is essentially based on the fact that different
regions of the electromagnetic spectrum can be used to process and transmit information. The main
research directions in information confrontation are as follows:
(a) communication confrontation;
(b) radar confrontation;
(c) photoelectric confrontation;
(d) computer network warfare.
2.3

Theoretical foundations of cyberspace security

During its foundation and development as a new discipline, cyberspace security has acquired its own
unique theoretical foundation and methodology [7–9].
2.3.1 Mathematics
Mathematics is the theoretical basis of the physical sciences, and therefore it is also the theoretical basis
for information security. Modern cryptography can be divided into two categories: mathematically based
cryptography and non-mathematically cryptography. However, non-mathematically based cryptography
(such as quantum cryptography and DNA cryptography) is still in its initial stage of development and
is not widely used. At present, the most widely used cryptographic methods are still based on mathematics. It is generally accepted that the design of a cryptographic method is essentially the design
of a mathematical function and that deciphering is the solution of a mathematical problem. Algebra,
number theory, probability and statistics, and combinatorics are all branches of mathematics that play
foundational roles in cryptography.
Protocol forms the core of a network, so protocol security is essential for network security. Another
branch of mathematics, logic, is one of the theoretical foundations of protocol security.
Game theory, yet another branch of modern mathematics, is the study of confrontational or competitive
behavior. In general, confrontational or competitive behavior is game behavior. In game behavior,
different parties who participate in the competition or confrontation have different goals or interests,
and try to select the best or the most reasonable scheme. Game theory studies whether there exists
a most reasonable behavior for different parties and how this reasonable solution can be found. Game
theory considers both the expected behavior and the actual behavior of the different sides and studies the
optimization strategy. The idea of game theory has existed since ancient times: China’s “Military Science
of Sun Tzu” is not only a military bible but also the first game theory monograph. Game theory has been
widely used in economics, military planning, sport and business. Competitive behavior is ubiquitous in
the field of information security. For instance, network attack and defense, cryptographic encryption and
decryption, computer viruses and protection against them, information hiding and analysis, information
warfare, and so on are all good examples. Because the information security essentially involves an offensive
and defensive struggle between humans, game theory becomes a basis for cyberspace security.
2.3.2 Information theory, control theory and system theory
Information theory was founded by Shannon to solve problems in modern communication systems, control
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
theory is founded by Wiener
to deal with the technology of automatic control and system theory originating as a way to solve organizational and management problems. These are all independent scientific
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theories, but they are closely related to each other and their development has tended toward integration
and unification. These theories are also basic to information security.
Information theory is at the foundation of cryptography and information hiding. Information theory
provides a mathematical analysis of the information source, keys, encryption and cryptanalysis, leverages
uncertainty and the closeness to an exclusive solution to measure the security of the cryptosystem, clarifies
important concepts such as that of a cryptosystem itself, perfect secrecy, pure cryptography, theoretical
secrecy and practical secrecy, and lays a solid mathematical foundation for cryptography. Indeed the use
of information theory marked the debut of cryptography as an independent discipline.
From the perspective of information theory, information hiding (embedding) can be understood as
the transmission of a narrowband signal (hidden information) in a wideband channel (the original host
signal) by spread spectrum communication technology. Although the hidden signal has certain energy,
it is difficult to detect the energy distributed to any of the characteristics of the channel. Detection of
hidden information is a weak signal detection problem in a noisy channel. Therefore, information theory
provides a theoretical basis for information hiding.
System theory investigates the general patterns, structures and laws governing systems. The core idea
of system theory is that any system is an organic unity and not just a mechanical combination or addition
of individual components. The function of the system is not available when the components are isolated
from one another.
Control theory (or cybernetics) investigates the general laws of control and communication in machines,
living organisms and society. It studies how equilibrium states or stable states can be maintained in a
changing environment. Control improves the function or the state of a controlled object by obtaining and
using particular pieces of information. Thus, the basis of control theory is information and information
transmission, and control is dependent on information feedback.
For information security compliance, the “wooden barrel principle” (Cannikin law) is the embodiment
of system theory in the field of information security.
Protection, detection and response (PDR) is the basic strategy used to ensure the security of an
information system and network. In an information system and network, the system’s secure state is its
equilibrium state or stable state. The intrusion of malicious software breaks balance and stability. Once
such an intrusion has been detected, control information can be obtained and it is then possible to kill
the malicious software, so that the system can be recovered into its secure state.
Information system security assurance is a systematic project. In order to ensure information system
security, it is necessary to start from the underlying hardware and software of the system and to take
overall comprehensive measures.
The above approach to information security has been proved in practice to be correct and effective. It
conforms to the basic principles of system theory and control theory. This shows that system theory and
control theory are fundamental to information system and cyberspace security.
2.3.3 Theory of computation
Many problems of cyberspace security are computing security issues, so the theory of computation is also
part of the theoretical foundation of cyberspace security, including computability theory and computational complexity theory.
Computability theory is an area of mathematics focusing on the general nature of computation. It
distinguishes between what is computable and what is not computable by establishing a mathematical
model. For decision problems, computability theory focuses on what is decidable and what is undecidable.
Computational complexity theory leverages mathematical methods to quantitatively analyze the resources required for a computation, and studies the basic properties of various problems of computational
complexity and the relations among them. Computability theory studies what is computable and what is
not computable, but the computational task can be a theoretical computation or it can be carried out in
principle. Computational complexity theory, on the other hand, investigates the more practical aspects of
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
computation, such as how
much time and how much storage space is needed to compute a problem class.
Computational complexity theory also attempts to determine which problems are realistically computable
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and which are theoretical computable but cannot realistically be computed because their complexity is
too great.
Authorization is at the core of information system access control mechanisms. For an information
system to be secure, its authorization system must be secure. According to computability theory, in
general, the problem of whether a given authorization system is secure is undecidable, but some restricted
authorization system security issues are decidable. Thus, general operating system security problems are
undecidable, but a specific operation system security problem is decidable. For example, the famous
“halting problem” is undecidable in general, but the halting problem for a specific problem is decidable.
General computer virus detection is an undecidable problem, but detection of a specific computer virus is
a decidable problem. This is why computability theory is one of the theoretical foundations of information
system security.
In essence, cryptanalysis involves the solution of a mathematical problem. If this problem is theoretically uncomputable, then the cryptosystem is theoretically secure. If the problem is theoretically
computable but its computational complexity is too great for realistic computation, then the cryptosystem is secure in practice, or computationally secure. A one-time cryptosystem has a password that is
theoretically secure, but other cryptosystems can only be computationally secure. According to computational complexity theory, NPC problems are among the most difficult of NP-difficult problems. The
construction of public key cryptosystems is often based on NPC problems in order to provide a sufficient
degree of security. For example, the McEliece, Knapsack and MQ cryptosystems are based respectively on
the facts that the general decoding of error-correcting codes, the solution of the general knapsack problem
and the solution of multivariable nonlinear quadratic equations are all NPC problems. This shows that
computational complexity theory is another component of the theoretical foundations of cryptography.
2.3.4 Access control theory
Access control is a central problem in information system security. The essence of access control is to allow
authorized persons to perform operations to obtain particular resources, while preventing unauthorized
persons from doing so. Many information security techniques can be regarded as access control. For
example, identity authentication in network and other information systems is the most basic access
control. Cryptographic techniques can also be seen as access control. The key in cryptographic techniques
provides privileged access: If a person is in possession of the key, they can perform the operations necessary
to obtain to get information with the key; without the key, they cannot do so. Similarly, information
hiding techniques can also be regarded as access control. In this case, the hiding technique provides the
privileged access: The hidden information can be obtained by a person who knows the hiding technique;
otherwise, the hidden information cannot be obtained.
Access control theory consists of various access control models and authorization theories, for example,
the matrix model, BLP model, BIBA model, the Chinese wall model, the role-based model (RBAC) and
attribute encryption. Attribute-based encryption is a new type of access control, combining cryptography
and access control.
Access control is an important technique and is widely applied in different fields of information security.
Access control theory is therefore another essential component of the theoretical basis of cyberspace
security.
2.3.5 Cryptology theory
Although cryptology was developed on the basis of information theory, during its development, cryptology
has already gone beyond the boundaries of traditional information theory, and has led to the construction
of some new theories, for instance, one-way trapdoor function theory, public key cryptography theory,
zero-knowledge proof theory, and multiparty security computing theory, as well as aspects of cryptosystem
design and analysis. From the point of view of applications, cryptology techniques are part of the common
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
technology of information
security and are widely used in many information security fields. Cryptology
theory thus forms another component of the theoretical basis of cyberspace security.
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In conclusion, the mathematics, information theory (including system theory and control theory) and
the theory of computation (including computational complexity theory) form the theoretical foundations
of the discipline of cyberspace security, with particularly important roles being played by game theory,
access control theory and cryptography theory.
2.4

Methodology of cyberspace security

In 1637, Descartes published “Discourse on the Method”. This work on problem-solving had a great
influence on ways of thinking and on scientific research in the Western world. Descartes divided the
research method into four steps:
1. Never accept a truth that one does not know oneself. For what one does not know, no matter what
the authority behind the conclusion, can be suspected.
2. Decompose a complex problem into simpler and smaller problems as far as possible, and solve these
problems one by one.
3. Rank these smaller problems from simple to complex, and solve the easiest problem first.
4. After solving all problems, combine their results and verify if the problem is completely solved.
Descartes’ methodology highlights the decomposition of complex problems into smaller, more easily
solved, problems; it is a strategy of divide and conquer. But this methodology ignores the particular
relevance of each part and the influence of each on the others. In modern science, especially with the
development of systems theory, it has been found that many complex problems cannot be solved by
decomposition, since the original overall properties are lost after decomposition. So we must leverage
systems theory and methodology, which leads to the emergence of systems engineering. Methodology has
developed from traditional methodology to systems methodology.
Cyberspace security uses both a traditional methodology (divide and conquer) and a comprehensive
system engineering methodology, and integrates them into an organic whole. It includes theoretical
analysis, reverse analysis, experimental verification and technological implementation [7–9], which can be
used independently or combined with one another. These methodologies can provide guidance in solving
the problems of information security, and help promote the development of the discipline of cyberspace
security. When applying these methodologies to analyze and solve problems of information security,
emphasis should be given to systematic characteristics. That is, the problems of information security
should be analyzed and solved through the use of low-level software and hardware of the information
system.
Reverse analysis is essential to cyberspace security. This is because cyberspace security essentially
involves a battle between offense and defense. As the “Military Science of Sun Tzu” pointed out: “you
should know both the enemy and yourself”. Knowing your enemy is to apply reverse analysis. Each branch
of information security has two aspects of offense and defense. For example, cryptography is composed of
cryptography and cryptanalysis, network security is composed of network defense and network attacks,
and so on. Therefore, we must carry out research from the point of view of both the offensive and
defensive sides. For example, in cryptography, it is necessary to study not only cryptography design but
also cryptanalysis. In network security, it is necessary to study not only network defense but also network
attacks. When designing network protection mechanisms, we must first carry out security threat analysis
and risk assessment. These are concrete applications of the methodology of reverse analysis, and have
been proved to be both correct and effective approaches.
When designing and analyzing information system security, not only technology is involved, but also
organizational management, legal protection, and many other aspects. In addition, because humans are
both managers and users of the system, human factors constitute the most important determinant of
information system security. As the nature of information security is a confrontation between intelligent
humans, it is not possible to effectively solve the problem of information security without considering
human factors.
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
Therefore, regarding human
factors as crucial, we should combine qualitative and quantitative analysis,
being aware all the time that quantitative change will lead to qualitative change.
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Cryptography

Cryptography is concerned with how to protect communication and information security in the presence
of an adversary. Public research on cryptography has only a short history. The iconic events are the
publication of Shannon’s “Communication theory of secrecy systems” in 1949 and the development of
the DES algorithm and public key cryptography in the 1970s. Later, many government-supported cryptography research projects were established, such as AES, NESSIE, eSTREAM, SHA3 and CAESAR.
These projects give rise to many new ideas and methods and greatly promoted the development of cryptography. In addition, new application environments, such as cloud computing and big data, and new
attack methods, such as side-channel attacks, led to new security requirements. As a result, many new research directions have emerged, such as homomorphic encryption, attribute-based encryption, functional
encryption, program obfuscation encryption and leakage resilient encryption. In this section, we describe
recent progress in cryptography from the aspects of cryptographic algorithms, cryptographic protocols,
cryptographic implementation and key management security, and we briefly recommend some areas on
which research should focus.
3.1

Cryptographic algorithms

The principal cryptographic algorithms are block ciphers, stream ciphers, MACs and hash functions,
public key cryptography, and the authenticated encryption algorithm. In the 1970s, the US National
Standards Institute (ANSI) published the famous DES national standards. With the development of
networks and improvements in computing capacity, the disadvantage that the DES key is too short
was gradually exposed. In the RSA race of 1999, the organization Distributed.net obtained the DES
key by exhaustive search with 100000 ordinary computers in one day. In order to replace DES, the
US National Institute of Standards and Technology (NIST) launched a competition for an advanced
encryption standard (AES). After three rounds of screening, from the initial 15 candidate algorithms,
NIST selected Rijndael as AES. AES is able to resist all known attacks, including differential attack and
linear attack. Furthermore, it has very good properties in terms of memory requirement and speed of
hardware and software implementation. After AES was released, the focus of theoretical research turned
to analyzing the security of existing cryptographic structures, and a series of important advances were
published [10–12]. A notable research direction in the area of block ciphers is the rapid development
of lightweight cryptographic algorithms, which have broad requirements in real applications. Examples
include PRESENT [13], LBlock [14], PRINCE [15], PRIDE [16] and Simplified AES [17], and security
analyses on these new lightweight algorithms have been proposed.
At the beginning of the twenty-first century, algebraic attacks posed a great threat to LFSR-based
stream cipher algorithms. Typically, the NESSIE plan, which ended in 2003, even rejected all candidate
stream cipher algorithms. Since stream ciphers can be generated by adjusting the operational modes of
block ciphers, many investigators, such as Shamir, queried whether there remained a need for a stream
cipher of dedicated design. However, there was a counter-argument that stream ciphers for software
applications with high throughput or hardware applications with highly restricted resources were valuable
in practical applications. So the European research project ECRYPT launched the eSTREAM stream
cipher design competition in 2004. After careful evaluation, four stream cipher algorithms (HC-128,
Rabbit, Salsa20 and SOSEMANUK) that can be implemented with high throughput on software and three
(Grain v1, MICKEY v2, and Trivium) that need low hardware resources were selected. The eSTREAM
competition has greatly promoted the development of stream cipher design and analysis. In terms of
algorithm design, two new research trends arose. One concerned the appearance of a nonlinear chaotic
source in stream ciphers. The other involved the gradual integration of the design ideas of block ciphers
into stream ciphers. In terms of algorithm analysis, some new methods of attack were proposed [18,19],
such as fast correlation attack for LFSR [20], distinguish attack [21], high-order difference attack [22]
and cube attack [23]. Chinese researchers obtained excellent theoretical results on stream ciphers [24,25].
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
Specifically, the ZUC algorithm
[26] was selected as an international standard for LTE in 2011, which
has greatly amplified China’s voice in the field of next-generation wireless communication.
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A hash function maps an arbitrary-length message into a fixed-length message. A hash function
controlled by a secret key is called a message authentication code (MAC). Both hash functions and MACs
can be used for authentication and digital signature and have very important practical applications. For
example, it was found in 2012 that a new computer virus “Flame” is able to circumvent antivirus software.
This is because Flame obtains a collision of the hash function that used in the Windows update process.
It is then able to generate a digital signature for itself such that the antivirus software believes that Flame
owns a legitimate digital certificate. After the breakthrough in attacking methods [27–30] achieved by
Professor WANG XiaoYun on the famous hash functions MD5 and SHA-1, NIST launched the SHA-3
project in 2007. SHA-3 collected new hash functions all over the world. Eventually, Keccak was chosen
as the final SHA-3 algorithm. The SHA-3 competition promotes the rapid development of hash functions
and MACs. Many new kinds of structures and design methods have emerged, such as HAIFA, SPONG,
wide pipe and double pipe. At the same time, there have been developments in associated security
analysis methods [31–34]. The recent development of a practical homomorphism MAC represents a
notable direction in terms of hash function and MAC design [35].
Authenticated encryption has emerged as an important research direction in recent years. The goal of
authenticated encryption is to simultaneously provide confidentiality, integrity and authentication with a
single cryptographic scheme. An authentication encryption scheme can be constructed through the OCB
or CCM mode of a block cipher, but there is an efficiency. In 2013, NIST launched the CAESAR competition1) to construct an authentication encryption scheme. Since then, many authentication encryption
schemes have been proposed, such as ALE, FIDES, and AEZ [36–42]. However, no one has yet completely
mastered all the security issues in this emerging field, and a number of security problems [43–46] have
emerged. Research on authentication encryption is likely to become one of the most popular research
directions in the coming years.
Since Diffie and Hellman created the concept of public key cryptography (PKC) in 1976, many public key cryptosystems have been proposed, including RSA, ELGamal and elliptic curve cryptosystems.
However, the key certificate management of PKC is very complex in practical applications. In order
to simplify the key management, Shamir [47] proposed the concept of identity-based cryptography, and
Boneh and Franklin [48] constructed the first practical scheme, based on a bilinear pairing technique.
Subsequently, many excellent identity-based schemes [49–52] have been proposed. Many new types of
public key cryptosystems have also been proposed and used in practical applications; these include certificateless encryption [53], broadcast encryption [54,55], attribute-based encryption [56–59], predicate
encryption [60,61] and functional encryption [62,63]. In particular, attribute-based encryption, predicate
encryption and functional encryption have become important techniques for solving data security and
privacy protection problems in cloud environments.
Since the proposal of the Shor quantum algorithm, traditional public key algorithms, which are based
on large-integer factorization or discrete logarithms, have faced a huge security threat. There is now an
urgent need for public key cryptosystems that are able to resist quantum attack. The study of cryptosystems that are able to resist quantum computer attacks is called anti-cryptography quantum computing.
Currently, anti-cryptography quantum computing algorithms include three kinds: physics-based quantum cryptography, biology-based quantum cryptography and mathematics-based quantum cryptography.
The main areas of mathematics-based quantum cryptography are multivariable cryptosystems, ECC,
lattice-based cryptosystems and Hash cryptosystems [5].
3.2

Cryptographic protocols

Cryptographic protocols implement a series of regulation steps to accomplish certain security functions
for an information system. Usually, cryptographic protocols need two or more participators. For concrete
applications, the scope of cryptographic protocols is very large. It includes not only identity authentication, key exchange, secret sharing, digital signature, zero-knowledge proof, multiparty secure computation
and many other basic cryptographic
tools, but also complex functions such as electronic voting.
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
1) Cryptographic competitions. http://competitions.cr.yp.to/index.html.
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The concept of secret sharing was proposed by Shamir and Blakley. Its purpose is to split a secret into
multiple pieces and hand these over to the care of different people. Only when the number of secret holders
reaches a threshold can the original secret be recovered. Shamir realized a secret sharing scheme through
Lagrange interpolation. Blakley constructed a secret sharing scheme with points in a multidimensional
space. Secret sharing protocols are under continuous development [64], with linear secret sharing first to
appear, followed recently by function secret sharing [65]. At present, secret sharing has become a basic
tool to construct more complicated cryptographic protocols [66,67].
Zero-knowledge proof refers to a prover and a verifier. The prover lets the verifier believe that he
knows a secret but does not reveal any information about the secret. This concept was proposed by
Goldwasser, Micali and Rackoff [68] in 1985 and achieved by a series of interactions between the prover
and the verifier. Subsequently, Santis et al. [69,70] proposed non-interactive zero-knowledge proof. Deng
et al. [71,72] solved the simultaneous resettable conjecture problem in zero-knowledge proof. Zhao and
Andrew [73] designed concurrent knowledge extraction for public key models. Zero-knowledge proof is the
foundation of many kinds of security protocol, and has been widely used to achieve identity authentication,
electronic voting protocols and many other application protocols. Some new models and methods [74,75]
have recently appeared in particular applications [76] of zero-knowledge proof.
Secure multiparty computation is a distributed computing protocol executed by multiple participants.
Each participant provides input parameters and gains calculation results. However, at the end of the
calculation, no participant can obtain the inputs provided by the other participants. Secure multiparty
computation came from the Yao millionaire question [77]. Initially, this question involved just two parties,
but later a multiparty question [78] was proposed. Secure multiparty computation uses secret sharing,
zero-knowledge proof, bit commitment [79] and casual transmission [80] as its basic tools. It can be used to
construct electronic voting protocols and electronic auction protocols. In addition, it plays an important
role in threshold signature, database query, data mining and privacy protection. In 1997, Goldwasser [81]
gave a comprehensive summary of secure multiparty computation. In recent years, secure multiparty
computation theory has continued to develop. Some new results, such as black box secure multiparty
computation [82], suspendable secure multiparty computation [83] and non-interactive secure multiparty
computation [84] are worthy of attention.
With the development of various new types of networks and applications, outsourcing computing
[85,86], verifiable storage [87,88] and many new application protocols have been designed. With the
new demands produced by cloud computing, the Internet of Things, vehicle network, the Internet+ and
wisdom city, the design and analysis of cryptographic protocols are sure to undergo new developments.
3.3

Cryptographic implementation

Cryptographic algorithms include three forms of expression: mathematical, software and hardware. Usually, we say that a cryptographic algorithm is secure if it is secure mathematically. However, if we want
to put a cryptographic algorithm to practical use, it has to be implemented in software or hardware form.
A cryptographic algorithm that is secure mathematically is not necessarily secure in terms of software or
hardware.
Side-channel attack uses the physical properties related to the implementation of the cryptographic
algorithm to obtain exposed secret parameters in cryptographic operations. The calculational effort then
needed in theoretical analysis can be reduced greatly. In 1996, Kocher [89–91] first proposed the sidechannel attack and successfully analyzed RSA and DES by measuring the algorithm’s execution time.
Later, error [92,93], energy [94], radiation [95,96], noise, voltage and many other physical properties [97,98]
were used in the side channel attack technique. It is worth to point out that Chinese investigators, GU
DaWu , ZHOU YongBin and TANG Ming, have also made excellent contributions in this field. To resist
side-channel attacks, many methods have been adopted, such as the use of a random instruction sequence
or the addition of noise, masks or random delays. However, none of these methods can completely resist
the more and more complex side-channel attacks that have been developed.
In 2008, Petite et al. https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
[99] suggested that channel information leakage should be considered at the
beginning of algorithm design and proposed a compact stream cipher algorithm. Dziembowski and
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Pietrzak [100] further proposed the concept of leakage-resilient cryptography. The information that may
be leaked from a channel is abstracted as a mathematical function. As a result, potential problems existing
in the physical implementation are turned into mathematical problems again. Algorithms designed using
this model are able to avoid possible security issues regarding physical devices. Recently, many leakageresilient algorithms [101–104] using this approach, with different application targets, have been proposed.
Leakage-resilient cryptography has become an important new research direction. Chinese investigators,
such as YU Yu, have also done excellent work [105,106] in this field.
On the other hand, in many applications, attackers are able to invade the system and extract key
information of the cryptographic system. Such an attack is called a white box attack. A method that is
able to resist white box attack is called white box implementation [107,108]. It makes the key into a query
table and distributes the table to the entire network such that each block appears to be independent of
the key and an attacker cannot obtain the key directly. Several white box implementations have been
proposed. At the same time, there have been several attacks [109] on these implementations. Thus,
we have to say there are no white box cryptographic implementations that are widely accepted with
regard to both security and efficiency. Since the significant progress that was achieved with obfuscation
techniques [110] in 2013, an obfuscation-based white box cryptographic algorithm has been proposed.
However, its efficiency still represents a bottleneck. Obfuscation techniques will probably become a
method to guarantee the safety of cryptographic algorithms and keys.
3.4

Key management security

The secret key is the most important resource in any cryptographic system. The most effective way to
attack a cryptographic system is by obtaining the secret key. The goal of key management is to ensure
the safety of the whole life cycle of the secret key, including key generation, distribution, storage, usage,
backup/restore, update, revocation and destruction.
Generally, secret keys should be generated randomly. A weak random number generator will directly
decrease the security of a cryptographic system. For example, in 2013, Snowden revealed that the NSA
had designed a pseudorandom number generation algorithm Dual EC DRBG, which hides a trapdoor,
and established it as a standard through the NIST. Then, the NSA set Dual EC DRBG as the default
random number generation algorithm in Bsafe security software by bribing the RSA company. As another
example, researchers were able to obtain secret keys of the RSA algorithm by large-scale scanning of the
RSA modules and then calculating the common factor of each pair of modules. This is possible primarily
because when using a random number generator to generate an RSA private key, collision happens
between private keys of different RSA systems.
As mentioned before, the secret key is usually generated by a random number generator, which includes
a true random number generator (TRNG) and a pseudorandom number generator (PRNG). The TRNG
generates random numbers by random factors in a physical environment. Recent research on TRNG has
mainly focused on high-speed implementation [111], security analysis and entropy estimation theory [112,
113]. The randomness of the PRNG is obtained by a deterministic algorithm with the input parameter
of a random seed. For both TRNG and PRNG, security analysis and detection are necessary before they
are used.
With the wide application of embedded devices and wearable devices, the problem has arisen of how to
protect the secret key in these devices. Physical unclonable functions (PUFs) [114] provide integration of
key generation and storage protection. This technology uses the fingerprint of a physical chip combined
with a temporary key generation algorithm to extract a user’s secret key each time the key is needed.
After the power has been turned off, no one can read the key through direct physical intrusion. Many
low-cost and highly reliable PUF designs have been proposed, but they still require further study with
regard to their security analysis and applications [115].
Currently, key management technology in communication network models is relatively mature. The
key management system includes a hierarchical key structure and a standardized key agreement protocol.
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
The key is stored in hardware
or in ciphertext form, with secret sharing or key escrow being used
to store/recover it. Key management with public key technology (PKI) has also matured. However,
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key management technology is closely related to specific applications. A reasonable key management
scheme must aim at a specific application. Cloud computing, the Internet of Things, big data and new
application environments impose more requirements and challenges to key management. Thus, research
on key management technology for these emerging applications is becoming an important direction.
3.5

Research focus

This section introduces several currently important research topics in cryptography. They are expected to develop into new research directions or to solve significant cryptographic problems. These topics
include anti-cryptography quantum computing, lattice-based encryption, fully homomorphic encryption,
procedure-confusing encryption, attribute-based encryption, functional encryption, and automatic cryptography design and analysis.
Currently, there are three types of anti-cryptography quantum computing: physics based quantum
cryptography, biology-based quantum cryptography and mathematics-based quantum cryptography. The
most mature scheme in quantum cryptography is quantum key distribution. Quantum key distribution is
based on the basic principles of quantum mechanics and achieves unconditional security. China is at the
forefront of studies and applications in this field. It should be pointed out that quantum cryptography
is not only quantum key distribution. Quantum block ciphers and quantum public key cryptography are
important aspects. However, the latter algorithms are not yet mature, being restricted by the need for
further development of quantum computing complexity theory. More investment is needed. Since biologybased quantum cryptography is not based on calculation, it has the ability to resist quantum computing
attacks. Chinese investigators have proposed DNA-based block cipher and public key cryptography
schemes [116,117]. However, current DNA cryptography is mainly based on experimental technology.
Without a theoretical basis, its design and application are not easy to accomplish. All of these shortfalls
need to be studied in greater depth. Mathematics-based quantum cryptography at present basically
includes multivariate cryptography, ECC cryptography, lattice-based cryptography and hash-based cryptography. Lattice-based cryptography and multivariate cryptography have attracted the most attention.
Research has shown that many multivariate schemes are not secure, and indeed it is very difficult to
design a secure and effective multivariate cryptosystem. Lattice-based cryptography has the advantages
of security and efficiency and is considered to be the most promising form of anti-cryptography quantum
computing.
The most mature protocol in quantum cryptography is quantum key distribution. So far, there have
been a variety of quantum key distribution protocols based on different physical principles, transmission media and encoding methods, including the BB84 protocol [118], the B92 protocol [119], the EPR
protocol [120], the differential phase protocol [121], the coherent one-way protocol [122], the continuousvariable protocol [123] and the counterintuitive protocol [124]. The security of the BB84 protocol is
widely acknowledged. Although, in theory, the quantum key distribution protocols are absolutely secure,
practical devices are not ideal. The research focus of quantum key distribution protocols has gradually
turned to the issue of security combined with the development of practical systems, including measurement device-independent quantum key distribution protocols [125], half device-independent quantum key
distribution protocols [126], completely device-independent quantum key distribution protocols [127] and
others. It must be pointed out that quantum cryptography concerns not only quantum key distribution,
but quantum encryption, signature, authentication and other cryptogrammic algorithms need further
study.
Hard problems on lattices have not vary from worst case to average case and are widely considered to
resist quantum computing attack. They play an important role in fully homomorphic encryption [123,128]
as well. At present, hard problems on lattices have been used to construct standard CPA, CCA-secure
public key encryption schemes [129,130], identity-based encryption schemes [131–133], digital signature
schemes [134–137], key agreement protocols [138], blind transfer protocols [139] and hash functions [140].
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
In addition, the ideal lattice
[141] makes lattice-based cryptosystem a practical proposition. However,
since the difficulty level of hard problems on lattices is not entirely clear, compared with RSA, ECC and
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other public key cryptosystems, assessing the security of lattice-based cryptography and choosing more
precise parameters are subjects for further research.
Fully homomorphic encryption permits the use of ciphertext without knowledge of a secret key. The
result after these operations is equivalent to that of the same operations after decryption because of the
homomorphic nature. Fully homomorphic encryption has very important applications in cloud computing.
The idea of fully homomorphic encryption was proposed by Rivest in 1978, but the first scheme [142]
was proposed by Gentry in 2009. After this, a large number of fully homomorphic encryption schemes
emerged. Currently, efficient fully homomorphic encryption schemes are mainly constructed based on the
LWE problem [123,143] on an ideal lattice. Supported by the “ciphertext programmable” project of the
US DARPA , fully homomorphic encryption has achieved important breakthrough in fast implementation
[144–147]. Computational efficiency has been improved by five to six orders of magnitude compared with
the Gentry scheme. Key numbers have also been reduced from GB magnitude to MB. Despite all this, the
efficiency is still a long way from suitability for large-scale practical application. Improving the security
of homomorphic encryption is another area that merits further study.
Program-confusion cryptography makes a program unrecognizable while preserving its original functionality. Initially, this function mainly used heuristic methods. In 2001, Barak et al. [120] gave the strict
definition of program-confusion cryptography for the first time and made a systematic study. Since Grag
et al. [110] achieved a breakthrough in the general undistinguishable confusion scheme in 2013, investigators in this field have developed deniable encryption [148] and a provable security global hash scheme
under the standard model [149] in succession based on program confusion. Many difficult problems in
cryptography have been solved and a new design method for general confusion [150,151] has been developed. However, its construction and safety reduction are very complex and of low efficiency. Recently,
among the basic tools, multilinear mapping, which is need to construct the program-confusion scheme,
has been attacked [152,153], and so program-confusion cryptography may need to be reviewed.
Both the ciphertext and key of attribute-based encryption are associated with a set of attributes.
The encryptor is able to specify the attributes of receivers, such that only receivers that satisfy the
encryption policy are able to decrypt the ciphertext. We can see that attribute-based encryption has the
one-to-many property. Functional encryption can be regarded as extended attribute-based encryption.
The encryptor not only determines the attributes that a decryptor should possess, but also determines
the data (function) form that users can decrypt. For the function of flexible fine-grained access control,
attribute-based encryption and functional encryption have become important tools in big data and cloud
storage, and of course have become a major research focus of cryptography.
It is well known that high security intensity is a basic requirement for any cryptosystem. However,
designing a cryptosystem with high security intensity is a very complex task. Secure cryptosystem design
and automatic cryptosystem design are long-term goals. In [154,155], the design of cryptogrammic
functions was studied with intelligent computing. These were important steps in the automatic design of
cryptogrammic functions. In [156,157], cryptography and intelligent computing were combined, inspired
by biological evolution, and the concept of evolution cryptography was proposed and then used to achieve
automation of cryptosystem design and analysis. A summary of the relevant research results is given
in [3]. In recent years, quantum intelligent algorithms have emerged. Chinese investigators have designed
cryptogrammic functions with a quantum intelligent algorithm and have obtained good grades in the
context of multi-index optimization. It should be pointed out that cryptosystems are complex systems.
Their automatic design and analysis are not easy. However, in today’s information society, it is clear that
computers should play a more important role in cryptosystem design and analysis.

4
4.1

Network security
Security requirements

https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
With the rapid development
of wireless communication, mobile terminals, cloud computing and other
emerging technologies, hierarchicalization, virtualization, aggregation and XaaS (X as a Service) have
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been the main features of the next-generation networks [158] such as 5G, CPS (Cyber Physic System),
and IoT (Internet of Things). There are four different layers in the future network model, namely,
the perception layer, the transportation layer, the aggregation layer and the application layer. Various
means of attack have brought great threats and challenges to the network security in each layer. Aiming
at the security requirements in different layers, security protocol, network defense, access control, privacy
preservation and other security mechanisms have been studied to protect information security during the
procedures of information collection, transmission, storage and service provision in the network system.
4.2

Network security mechanism

4.2.1 Security protocols
The network is built upon protocols. Consequently, security protocols spread across different layers of
the network and form the basis of network security. According to the security requirements of different
layers, many different types of security protocols have been proposed, based on formal security proof
methodology.
In the perception layer, key distribution protocols are the basic protocols to realize node authentication
and confidential communication. Because of the characteristics of sensor networks, such as large number
of sensor nodes and limited energy, key pre-distribution schemes are the main mechanisms in wireless
sensor networks. Typical protocols include the BROSK protocol [159], the ZigBee protocol [160] and
the LKMS protocol [161]. These protocols are easy to deploy, but their security is weak. To overcome
this shortcoming, a scheme has been proposed in which any two sensor nodes share a different secret
key. This scheme [162] is strongly secure. However, it is expensive in terms of storage. In a compromise
between security and efficiency, a key chain enables each node to store several secret keys, thus reducing
the key size. Typical protocols based on key chains include Gupta’s random key chain scheme [163] and
Huang et al.’s key distribution scheme based on the head of the cluster [164]. Besides these, there are
an improved scheme using a hash chain [165], the multi-path key discovery scheme [166] and the key
redistribution scheme [167]. In terms of designing routing protocols for sensor networks, the main focus
has been on overcoming specific attacks by extending standard routing protocols and thus ensuring secure
data routing.
In the transmission layer, the design of security protocols, which uses the TCP/IP transmission protocol
model, includes access authentication protocols, secure routing protocols, end-to-end secure transmissions,
secure handover protocols and roaming protocols for heterogeneous networks. In access authentication,
protocols are vulnerable to various attacks because of the openness of the wireless network, which is an
important current research topic in the design of security protocols. Most authentication protocols in
WLAN are based on the 802.1x access control framework [168] and the EAP (Extensible Authentication
Protocol) [169]. There are several typical protocols in the IETF standards, such as EAP-MD5, EAP-TLS,
EAP-PEAP and EAP-AKA [170]. EAP-MD5 is the simplest, but its security is weak. EAP-TLS uses
PKI to protect the authentication process, which is considered to be the most secure method. However,
the message exchange process is complex and the authentication cost is high. In order to overcome this
flaw, Li et al. [171] proposed a four-step handshake protocol with only two rounds of exchanges, which
improves the efficiency of the authentication process. The use of anonymous protocols has become an
important research topic in this field because of the increased requirements on users’ privacy [172,173].
In secure routing and end-to-end secure transmission, typical protocols are IPSec and SSL/TLS. Security
functions for data routing are defined in IPSec. The key management protocol IKE is applied to realize
dynamic authentication among different entities and to generate the session keys used for the following
communication [174]. SSL/TLS uses the X.509 authentication framework and then uses the session
key generated during the authentication to ensure end-to-end confidentiality and reliability between two
applications [175]. Extensions and improvements to these two protocols have been produced based on
different scenarios. In a secure handover and roaming protocol for heterogeneous networks, LTE-WLAN
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
is the classic scenario that
most researchers focus on. In this scenario, typical protocols include TS
33.234 [176] proposed by the 3GPP group, a fast authentication protocol [177] based on elliptic curve
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cryptography and an anonymous access protocol based on WAPI [178]. ZHAO YunLei and Andrew [179]
have designed a type of OAKE protocol that is more secure and effective than the MQV/HMQV protocol.
In the aggregation and application layer, network attacks are aimed mainly at the data and software.
Network defense, access control and privacy-preserving mechanisms are applied to ensure information
security, where a protocol is used to implement these mechanisms.
4.2.2 Network defense
The openness and sharing of networks and the security vulnerabilities in protocols and software mean that
networks face multiple types of security attacks. Attacks can be categorized into two groups: protocol
attacks and application attacks.
Network protocol attacks mainly focus on the perception layer and the transportation layer. In the
perception layer, because of the limited energy and weak security mechanism, sensor nodes are vulnerable
to these attacks, which include jamming, tampering, collision, exhaustion, selective forwarding, sinkhole
attack, Sybil attack and wormhole attack [180–182]. These attacks can be defended against by authentication, encryption, monitoring, probing, transmitting redundant packets and multipath routing [183].
In the transportation layer, typical network attacks are SYN flooding and TCP session hijacking. A
firewall with data detection and filter is an effective defense against SYN flooding [184]. Using a secure
communication protocol, such as SSL, can effectively defend against TCP session hijacking.
Application attacks mainly focus on the aggregation layer and the application layer, including attacks
against the application server and malware intrusions. Attacks against the application server include
DOS and DNS cache poisoning [185]. Deployment of a firewall and configuration of security policy can
protect the application server from network attacks. Malware includes viruses, worms, Trojans, rootkits
and botnets [186]. Malware detection technology can protect the system from the threat of malware.
and can be categorized into anomaly-based detection, specification-based detection and signature-based
detection [187]. According to the different methodologies, there are three types of detection technology:
static detection, dynamic detection and hybrid detection.
4.2.3 Access control
Access control has been studied and applied in many security areas. A network system with various
types of users and resources is a complex distributed system, where different users of various resources
(network, data, and services) have different operating authorities. Thus, we need to study appropriate
security policies according to security requirements to ensure information security during the operation
of the service process.
In the perception layer and the transportation layer, user access authentication uses mainly access
control with security authentication protocols and user identity management, for example the 802.1x
access control framework. In this framework, only authenticated users can properly use the appropriate
network resources.
In the aggregation layer and application layer, access control verifies the authority of the user accessing
data and service resources. In the study of access control mechanisms, security policy is the key point.
According to different types of policies, common access control models include the role-based access control model (RBAC) [188] and the task-based and behavior-based access control model (TBAC) [189]. In
the RBAC model, permissions are assigned based on user identity. TBAC adopts dynamic authorization
and a proactive security model to dynamically manage rights based on a user’s or a program’s behavior.
However, RBAC and TBAC are coarse-grained access control models, whose scalability is limited. To
this end, Goyal et al. [190] proposed attribution-based access control (ABAC), which is based on flexible
and scalable access control policies that take account of the dynamic properties of users, resources and
network environment. It also makes anonymous access possible. In addition, with the arrival of the
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
big data age, fine-grained
access control under a multi-data-source information service will become an
important research topic [191].
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4.2.4 Privacy preservation
In recent years, with the development of city informatization, more attention has been paid to preservation of privacy. In this section, we divide privacy preservation into two categories: One is the privacy
preservation with regard to network-link information (e.g., routing information and privacy information
about sender/receiver), the other is privacy preservation with regard to the sensitivity of data in the
network.
For preserving link information in the network, most work has concentrated on the perception layer and
the transportation layer [192]. During information transmission, an adversary can obtain some private
information about users through tracking the transmission path. Hence, many security routing protocols
are designed to protect the user’s privacy. Normally, privacy-preservation methods in routing protocols
are based on the random routing strategy. This means that not all packets are transmitted from source
node to sink node, but are transmitted in directions far away from the sink node by the forwarding node
with a certain probability. At the same time, the routing path is not fixed, but is generated randomly.
Hence, the adversary cannot get the actual routing path to obtain the user’s privacy information.
For preserving sensitivity information, methods can be divided into two categories. On the one hand,
sensitivity information can be protected by hiding the local or total information. These methods are
principally k-anonymity [193], l-diversity [194] and differential privacy [195]. On the other hand, encryption is used to protect security information (e.g., homomorphic encryption and secure multi-party
computation). In the perception layer, privacy information includes inner privacy between nodes and
external privacy in the network [196]. In the aggregation layer, sensitivity information can usually be
protected by k-anonymity, l-diversity and differential privacy. In the application layer, most existing
work has aimed at privacy preservation during the service process (e.g., location privacy). With the
development of service composition technology in recent years, information flow control technology can
be used to protect privacy information during the process of interaction among different services [197].
4.3

Future research

With the wide application of the Internet, the development of network technology has led to ubiquitous
interconnection, mobilization, intellectualization, customizability and high speed. Hence, the security
challenges are different from those in traditional network environments, and need to be further studied
with innovative technologies against new backgrounds. In this section, we discuss five representative
directions regarding the network security, which provide the reference base for the future development of
network security.
4.3.1 Security of mobile terminals
With improvements in hardware and software technology, a mobile terminal can provide similar or even
the same functions as a personal computer, and can become a kind of personal smart system with powerful
portability and computing capacity. By using multiple network access technologies, such as IEEE 802.11,
Bluetooth, GSM, GPRS and UMTS, it is possible for a mobile terminal to interconnect with various
devices and share data with them. However, multiple network access makes mobile terminals targets
of malicious software and users. Currently, the primary attacks on mobile terminal include wireless
attacks [198,199], break-in attacks [200,201], infrastructure-based attacks [202,203], worm-based attacks,
botnets and user-based attacks [204,205].
4.3.2 Security of network devices
As network devices become more intelligent, they are being confronted by the traditional security issues
existing in computing systems. For example, the operating system in a smart router can be attacked by
malicious users, which will lead to routing misforwarding or failure. Taking the router as an example, the
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
primary security issues include
DDoS attack, Man in the Middle attack [206,207], TCP reset attack [208]
and attack on OSPF [209–211].
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4.3.3 Security in SDN
Since control logic and data forwarding are tightly coupled to network equipment in the traditional
Internet, management of the network control plane is complex, and, in addition, it is difficult to deploy
new technologies on existing networks, which performs poorly with regard to flexibility and scalability.
However, in software-defined networking (SDN), the control logic is separated from data forwarding, which
reduces the complexity of the functions in the network device and improves the flexibility and operability
of the implementation and deployment of new technology and protocols. Hence, SDN provides a flexible
and customizable network topology and a virtualized network device, which can also effectively monitor
data transmission and support the installation and uninstallation of various network protocols.
However, flexibility also brings security threats to SDN. In [212], it was considered that security threats
exist mainly between the application layer and the controlling layer, including application authorization,
authentication and isolation, and resolution of strategic conflict. With regard to the first issue, [212,213]
provide corresponding analysis and solutions. In [214], a security-enhanced operating system on the
control plane is presented that can solve the issue of resolution of strategic conflict. In [215], a network
secure application development environment, named FRESCO, for SDN, is presented that ensures the
security of SDN-based application development.
4.3.4 Security of CPS
Cyber physical systems (CPS) have become a new generation of intelligent systems, implementing a
tight coupling and harmonization of computing and physical resources via a deep fusion of computation,
communication and control. A CPS is actually a dynamic hybrid system composed of various distributed
and asynchronous heterogeneous systems running in different time and space regions. Since a CPS
exhibits cross-layer features, heterogeneity and a high degree of interconnection, the security challenges
become more complex. In [216] six security challenges faced by CPS are presented: confidentiality,
context blur, secure aggregation, topology blur, extendable trust management and privacy aggregation.
The main content of CPS security is elaborated in [217] from five aspects: CPS security objectives and
threats, security requirements, primary means of attack, security concerns, and solutions to security
issues. In [218–220], security issues in CPS design and operation are discussed with regard to the aspects
of security policy, security platform and security protocol, and solutions are presented.
4.3.5 Security of 5G network
5G is neither a simple wireless access technology nor several new wireless access technologies, but an
integration of multiple new wireless access technologies and existing wireless access technologies (4G
backward evolution technologies). Hence, to some degree, 5G is in a real sense a fusion network. A 5G
terminal has software-defined wireless transmission, modulation and a new error control mode. Terminals
can access and visit multiple types of wireless networks simultaneously, and switch among these networks
according to service access requirements. In [221] five primary security challenges are presented, including
the design of reconfigurable, adaptive and lightweight protection mechanism, and means of preventing
attacks from the application layer. 5G is a fusion of new communication and network technologies, and it
is described in [222] how the security challenges facing the 5G network actually exist in its components,
such as security of SDCN, wireless network fusion security, and security of D2D and M2M.

5
5.1

Information system security
New developments in trusted computing

5.1.1 New developments in trusted computing in China
In China, the start of trusted computing has not been delayed and its level is not low; indeed the current
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
level of development of trusted
computing is gratifying, and China is at the forefront of trusted computing
worldwide [1,2,4,223,224].
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1. Trusted computing standards of China. China announced the following three trusted computing technology specifications in 2013. These specifications reflect the new progress in trusted computing
technology in China.
(a) Motherboard function and interface of trusted platforms (GB/T 29827-2013). The core innovation
here is that we improve the TPM of the Trusted Computing Group (TCG) and design our trusted
platform control module (TPCM) [4]. The TPCM’s main technological innovations are as follows:
• The root of trust for measurement (RTM), root of trusted storage (RTS) and root of trusted report
(RTR) are integrated into the TPCM, which acts as the root of trust of the platform. The TCG’s RTM
is the software code at the beginning of the BIOS. The RTM is vulnerable to malicious attacks because
it is placed outside the TPM. Security is improved when it is put in the TPCM.
• Active measurement feature. When the trusted platform starts, the TPCM first gets control of the
platform and executes integrity measurement to key components of the trusted platform. The RTM
is executed first when the TCG’s trusted computing platform starts. This execution is performed by
the CPU. If the platform has not been measured, then the execution of the RTM may be not trusted.
After adopting an active measurement mechanism, the TPCM is the first component to get control of
the system, and the execution of the RTM and the integrity measurement are conducted by the TPCM,
which can ensure the security of integrity measurement.
• China’s commercial cryptography hardware engine has been adopted. The cryptography algorithm
of the TPCM complies with China’s “Trusted Computing Platform Encryption Scheme (TCM)”, and
the hardware engine of China’s commercial cryptography algorithm (SM2 and SM3, SMS4) has been
adopted, which improves the processing speed.
• In order to improve the support to the operating system and applications, the TPCM adopts a
high-speed PCI or PCI Express bus as the connection between it and the system. The TCG’s “Trusted
PC specification” uses an LPC bus to achieve the connection between the TPM and the southbridge chip.
We believe that this technological solution adopted by the TCG is compatible with existing computers.
Because of the low speed rate of the LPC bus, the use of high speeds cannot be supported. The TPCM
uses a high-speed PCI or PCI-E bus, which could provide more powerful support for the operating system
and applications.
• Enhanced identity authentication feature: leveraging the 7816 bus to realize authentication combined with a password and smart card. Fingerprint authentication can also be implemented. When the
trusted platform module has a 7816 bus, it can easily support a smart card, so it can realize two-factor
authentication with a password and a smart card. This is beneficial to improving the security of the
platform.
• Implementing the TPCM’s control to computer resources through an I2 C or GPIO bus (such as I/O
and network control equipment). China’s information security strategy is “security and controllability”.
Therefore, the trusted platform module should be able to control the resources of the platform, which is
the main motivation for the design of the TPCM.
These innovations in the TPCM have a solid practical basis. In 2003, Wuhan University and a commercial company cooperated and developed China’s first trusted computer (the SQY14 embedded cryptographic computer) [225], which achieved the main innovative points of TPCM. The SQY14 uses an
embedded security module (ESM) [226]. The ESM is composed of a J2810 chip and a Chinese commercial cryptographic chip module, so the ESM supports Chinese commercial cryptography. The ESM
leverages a 7816 bus to control the smart card system, and the smart card is both the user’s identity
certificate and the carrier of the user key. The ESM leverages the I2 C bus to control the important
resources of the computer (such as the BIOS) and all the I/O ports, and it achieves active control of the
computer resources. The log is made up of two parts: One is stored in the ESM and the other in the
hard disk. The use of this two-level log can improve log security. It has been shown in practice that these
security measures are very effective in improving the security of the SQY14 embedded cryptographic
computer [225].
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
(b) Trusted Connection
Architecture (TCA) (GB/T 29828-2013). The trusted network connection
(TNC) is an important specification for the TCG. The purpose of the TNC is to extend trust from the
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trusted platform to the network, thereby ensuring that the network is trusted. Practice has shown that
the TNC is open, secure and systematic and has other favorable characteristics. However, the TNC has
some obvious shortcomings:
• It only supports verification from network server to terminal, and lacks verification from terminal to
network server. Clearly, the network server and the access terminal are not equal in this regard.
• Multiple entities need a lot of information interaction in the TNC, but there is no corresponding
security protocol. Only some information about how messages are transferred is introduced.
• The TNC architecture is relatively complex and is difficult to extend, and the cost of implementation
is high.
Because the scope of applicability and the scenario for the use of the TCA are similar to those of the
TNC, when the TCA specification was drawn up, the TNC specification and technical route were used
for reference. The TCA is based on the merits of the TNC while paying attention to its shortcomings.
The TCA has the following innovative aspects [4]:
(i) The TNC is essentially a two-element structure, in which the network server is the controller and
the access terminal is in a passive position. Therefore, only the network server can verify the access
terminal, while there is no verification from terminal to network server. The TCA uses a triple-element
framework. The access requester (AR) and the access controller (AC) act as a peer entity, while the policy
manager (PM) provides support for bidirectional identity authentication and platform trustworthiness
evaluation between the AR and AC. The AR has the same control capacity to the connection as the
AC. This triple-element framework also makes the protocol and control mode of the three levels of TCA
architecture significantly different from those of the TNC.
(ii) The triple-element framework needs a trusted third party to carry out the identity authentication
and platform trustworthiness evaluation for the two peer entities participating in the network. In the
TCA, the policy manager is a trusted third party, to achieve a two-way authentication between network
and network access. This method not only simplifies the identity management, policy management and
certificate management mechanisms, but also ensures two-way authentication between the terminal and
the network.
(iii) The TCA’s architecture is based on the triple-element entity peer authentication and access control (TePA-AC) method, over which China has independent intellectual property rights. The TCA’s
architecture uses a triple-element authentication extensible protocol (TAEP) to implement entity authentication in the network access control layer and supports sequence TAEP authentication and tunnel
TAEP authentication. The TePA-AC is used to realize port access control, which supports two kinds of
implementation methods of full port control and partial port control.
In order to reduce the difficulties involved in system implementation, the TCA adopts a bottom-up
design pattern and supports full implementation. The protocol of the TCA has been defined in a unified
manner so that all functions of protocol and interface support have been included in one specification.
The TCA protocol supports protocol extensions by way of customized and reserved fields. The TCA
product design personnel are therefore easily able to understand all the interface definitions and protocol
processes.
(c) Functionality and Interface Specification of Cryptographic Support Platform for Trusted Computing
(GB/T 29829-2013). The TSS software stack is the software middleware between the upper layer and
the TPM, and provides a bridge for the upper software using the TPM chip. Practice has shown that
the TSS has the advantages of security and high efficiency, and it is a successful product that plays an
important role in trusted computing. However, there are some deficiencies in the TSS:
(i) The TCG’s TSS specification adopts the ideas of hierarchy and modularity in architecture, but
the introduction of too many objects in the abstract layer results in complex relationships and causes
difficulties in development. In addition, this architecture is too complex for the embedded environment,
so it is not conducive to the application of embedded systems.
(ii) The main goal of the TSS is to use the general management and access to the TPM, which lacks
a monitoring mechanism.https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
The Functionality and Interface Specification of Cryptographic Support Platform for Trusted Com-
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puting describes the functional principle and requirements of a trusted computing cryptographic support
platform and defines the service interface specification for the application layer provided by a trusted computing cryptographic support platform [4]. The main differences between it and the TSS specification
are as follows:
(i) The use of a Chinese commercial cipher algorithm.
(ii) Reduction and change in the protocol:
• It uses a self-designed AP protocol instead of a multiple authorization protocol from the TCG (OIAP,
OSAP).
• It uses a symmetric encryption algorithm to protect the secrecy of the request and response data.
• For storage protection, it uses a symmetric cipher algorithm and its primary storage key uses the
symmetric key; there are corresponding changes in the key transfer protocol as well.
(iii) Reduction of certificate. The TCG’s TPM1.2 specification uses five kinds of certificates, while
the Chinese specification only uses two: a cipher module certificate and a platform identity certificate.
The platform identity certificate is a double certificate including a signature certificate and an encryption
certificate.
(iv) Reduction of key type. The TCG’s TPM1.2 specification uses seven kinds of keys, while the
Chinese specification only uses four: an endorsement key (EK), a platform identity key (PIK), a storage
master key (SMK) and user keys (UKs).
2. China’s TCM/TPM2.0 chip. Nationz Technologies Co., Ltd. developed the world’s first
TCM/TPM2.0 chip in 2012, which supports China’s commercial cipher algorithm. This chip has been
certificated by the China Cipher Management Bureau, and is widely used in China and abroad.
textbf3. China’s Kylin operating system. The Chinese government decided not to purchase the Windows 8 operating system in 2013, so there was an urgent need for Chinese enterprises to provide a secure
operating system. The Standard Software Co., Ltd. has developed a trusted cloud computing operating
system named Kylin. Kylin’s main technical features are support for trusted boot (TBOOT), for China’s TCM/TPM2.0 chip and for China’s commercial cipher, implementation of the full trust chain from
TCM/TPM to VM, support for Intel TXT and OAT technology, implementation of remote platform
attestation based on OAT, and implementation of trusted cloud management. It is hoped that the Kylin
operating system will be able to be widely deployed after various improvements have been implemented.
5.1.2 New developments in TCG’s trusted computing
1. From TPM1.2 to TPM2. With the development and application of trusted computing technology,
especially in the context of China’s TCM technology, the TCG recognized the shortcomings in the design
of the TPM. The TCG began to consider developing a new specification for the TPM in 2008, and
released a public TPM2.0 specification on October 23, 2012 after a few years of preparation. After
further improvements to TPM2.0, the TCG proposed the application of TPM2.0 to ISO/IEC specification
in 2013. In June 2015, ISO/IEC accepted the TPM2.0 standard as the new international standard [227].
The Chinese government has voted for this, which means that they accept TPM2.0.
Compared with TPM1.2, TPM2.0 has many improvements, the most important of which are those to
the cipher configuration and application.
(a) Cipher configuration is more effective.
• It supports multiple cipher algorithms. TPM1.2 is only configured with the public key cipher, there
is no clear allocation of the symmetric cipher, and the public key cipher only supports RSA. TPM2.0
not only supports a public key cipher, but also supports a symmetric cipher. For the public key cipher,
RSA, ECC and other ciphers are supported. For the symmetric cipher, both AES and other passwords
are supported. For the hash function, SHA-384, SHA-3, and other hash functions are supported.
• It supports cryptographic algorithm replacement. TPM1.2 does not support replacement of cryptographic algorithms. With the discovery by Chinese investigators of security vulnerabilities in SHAhttps://engine.scichina.com/doi/10.1007/s11432-015-5433-4
1 [27–30], TPM1.2 has become
less suitable for many uses. TPM2.0 supports cryptographic algorithm
replacement.
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• It supports cryptographic algorithm localization. Because TPM2.0 supports cryptographic algorithm
replacement, it allows different countries to use their own cryptographic algorithms, which allows localization of the cryptographic algorithm. The TPM2.0 specification places special emphasis on the full
support of China’s commercial cipher SMx.
(b) Cipher performance is improved.
• TPM1.2 uses only RSA public key cryptography, without any use of symmetric cryptography, so
encryption and decryption speeds are very slow, and there are many kinds of certificates for which
application and management are inconvenient. TPM2.0 has absorbed the advantages of TCM in China,
with a symmetric cipher being used to encrypt the data and public key cryptography for signatures and
authentication; therefore, not only is the cipher processing speed enhanced, but also the number of types
of certificate key is reduced, which makes key application and management easier.
• TPM1.2 supports only RSA public key cryptography. Because the size of the RSA key is large,
the software and hardware implementation scales are also large, and the key processing speed is slow.
TPM2 supports RSA, ECC and other cryptographic algorithms. As the size of the ECC key is small, the
hardware and software implementation scales are also small, and the key processing speed is fast.
(c) Key management is more reasonable.
• Key hierarchy and type. From the level division, TPM2.0 sets three key levels: firmware layer,
endorsement layer and storage layer. The firmware layer is used to invoke the cryptographic resource of
the BIOS, thus enhancing the cryptographic function of TPM2.0; this layer does not exist in TPM1.2.
From the function division, TPM2.0 has three types of keys: endorsement key (EK), storage key (SK)
and authentication key (which includes the signature key and authentication key).
• Key and certificate types are reduced in number. TPM1.2 defines seven kinds of keys and five kinds of
certificates. Because there are so many types of keys and certificates, both application and management
are very complex. One reason is that TPM1.2 defines key functions by means of key type. In contrast,
TPM2 defines key types by key functions, such as defining a signature key for all signatures, thereby
reducing the number of types of key. Accordingly, the number of types of certificate is reduced.
• The key generation scheme is more effective. TPM2.0 has two different keys: an ordinary key and a
master key. The ordinary key is generated by a random number generator (RNG). When generating the
master key, a seed is first generated by a RNG in the TPM, and then a key derivation function (KDF)
is used to generate the master key based on this seed. TPM2.0 uses two kinds of KDF: the SP800-56A
ECDH based on elliptic curves and the SP800-108 KDF based on HMAC.
(d) Support for virtualization.
• Cloud computing needs virtualization, but TPM1.2 does not support virtualization. In order to
enable trusted computing platforms to support cloud computing, TPM.2.0 supports virtualization.
(e) There is enhanced security for key use.
• In TPM1.2, if the authorized data of the key is of low entropy, it is vulnerable to violent attack
and man-in-the-middle attack. Because the key’s handle is not authorized, an attacker can use another
key to steal authorization data, thereby endangering the security of the key. TPM2.0 adds an auxiliary
secret (salt) in the authorization data, and the authorization of the key handle is also improved. These
improvements enhance security for key use.
• In TPM2.0, the name of the key is added in the HMAC, which can prevent key substitution attacks,
to improve the security of the key.
(f) Unified authorization framework:
• In TPM1.2, there are different authorization methods for application, delegation application and
migration objects, which makes management more complex. The privacy protection model in TPM1.
2 is not consistent: Sometimes it is necessary to use the TPM to protect privacy, and sometimes it is
assumed that the operation system is involved.
• TPM2.0 uses a unified authorization framework, and the authorization method is extended, which
allows the use of signature and HMAC to authorize, and allows for a combination.
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
Although compared with
TPM1.2, TPM2.0 is greatly improved, and its security and availability are
enhanced, the following problems remain in TPM2.0:
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• TPM2.0 has not yet been widely applied, and its security can be confirmed only after the test of
practice.
• TPM2.0 supports cryptography algorithm replacement and localization, but its compatibility and
security in this multi-cryptographic algorithm environment need to be analyzed and verified.
• TPM2.0 is not compatible with TPM1.2. Thus, the transition from TPM1.2 to TPM2.0 requires a
longer time.
Because the TPM2.0 specification is new, it has yet to be the subject of much academic research.
In [228] a formal analysis of the key management API was carried out, and the flexible and scalable
features of the digital signature were studied in [229]. A security problem of TPM2.0 key replication
mechanism has been found [228,230] and a security enhancement scheme has been proposed. A security
defect in the TPM2.0 policy authorization mechanism has also been proposed [231] and an improved
scheme has been proposed also. It has been pointed out in [232] that there is still a vulnerability in the
replacement of the key data block in TPM2.0, although this problem can be alleviated to some extent by
access control of the application.
In summary, the TPM2.0 specification is an inevitable outcome of the development of trusted computing technology, and it appears that it will promote the development of this technology. This shows the
extent of China’s influence on the TCG.
2. From VISTA to WIN-10. The lack of support from operating systems for trusted computing
is one of the main reasons why trusted computing lacks applications [1,2]. Microsoft has long been
committed to supporting trusted computing by its operating systems during the development from VISTA
to WIN-10. Owing to its excessive emphasis on security, VISTA neglected the issue of ease of use, and
users were reluctant to adopt it. The development of WIN-8 drew upon the experience and lessons of
VISTA, and strove to improve convenience for the user in the context of security. WIN-8 fully supports
trusted computing.
(a) TBOOT: Based on support by the UEFI BIOS and TPM2.0 chip, a trusted boot of the computing
platform is realized. Moreover, trusted measurement in the trusted boot is enhanced from the simple
HASH value measurement of the TCG specification to a digital signature verification, which improves
security.
(b) Early launch of antimalware (ELAM): In the trusted boot process, it is ensured by a digital
signature that only the WIN-8 OS loader is loaded, and the early launch of antimalware can improve
security.
(c) Reputation-based access control: The user’s reputation is involved in access control, which is
conducive to regulation of user behavior and creates a harmonious environment for application.
(d) Bitlock disk encryption system: WIN-8 retains the Bitlock disk encryption system of WIN-7, and
uses TPM2.0 to implement key management, so as to improve security.
As the operating system is the manager of system resources, it is the basis of information system
security [1,2,4,7]. In order to ensure China’s information security, the Chinese government decided not to
buy WIN-8. This decision is conducive to the development of operating system technology by domestic
industry.
Although WIN-8 fully supports trusted computing and enhances security, users are still not satisfied
with it. Therefore, Microsoft develop WIN-10, which was released in July 2015. WIN-10 has improved
security of identity authentication, data protection, threat prevention, device security and other aspects.
In order to adapt to the Chinese market, WIN-10 supports China’s TCM/TPM2.0 chip. Whether users
will like WIN-10 or not will only become clear once it has become more widely adopted.
5.2

Security of cloud computing systems

Cloud computing is service-oriented and usually divided into infrastructure as a services (IaaS), platform
as a service (PaaS) and software as a service (SaaS). Cloud computing makes computing a public basic
resource (like water, electricity and oil). International industry generally believes that cloud computing
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
is first among the top ten
strategic technologies. The Chinese government takes cloud computing to be
one of the national key development areas.
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However, the results of a cloud maturity survey in 2012 show that 41% of users have refused to
adopt the cloud, the main reason for this being information security and privacy protection issues in
cloud computing. Thus, information security and privacy protection are the biggest obstacles to the
development of cloud computing.
Since cloud computing is service-oriented, it is bound to adopt a resource-sharing approach. Resource
sharing leads to many information security problems: There are almost unlimited computing resources,
but users do not know whether these resources can be trusted; services are available almost everywhere,
but users do not know if these services are trustworthy; there is almost unlimited storage space, but users
cannot sense the existence of data and cannot control their own data. Therefore, users are worried about
using cloud computing because their data could be damaged, leaked or tampered with.
Trusted computing is a type of information security technology that improves the trustworthiness of a
computer system. It is particularly suitable for improving the trustworthiness of the infrastructure and
platform of an information system. Therefore, it is an inevitable choice for enhancing the trustworthiness
of cloud computing.
5.2.1 IaaS security
Current research is mainly focused on the following four aspects when leveraging trusted computing to
enhance the security of the cloud computing system infrastructure:
1. Trust model of cloud computing system. The trust model is the basis of trusted computing technology. When adopting trusted computing to enhance the security of a cloud computing system, it is
first necessary to build a trust model of the system. Therefore, the relationship and interactions between
the components of the system in booting, loading software and executing applications should be analyzed, especially with regard to the internal entities in the virtual machine environment. The methods of
trust transfer, measurement and verification should then be analyzed. A trust model of cloud computing
system can then be established on this basis.
2. Trusted computing base (TCB) for a cloud computing system. First, the security threats to the
cloud computing system should be analyzed, and this should be followed by a study of the protection
method and system in the face of security threats. One of the core issues here is the construction of the
trusted computing base (TCB), which serves as the basis for the security of the cloud computing system.
With the TCB as the basis of trust, the trust relationship can be expanded gradually, and a trusted cloud
computing system can be constructed.
3. In the construction of a trusted cloud computing system, some specific security problems must be
addressed.
4. In the security monitoring of a cloud computing system, the monitoring mechanisms and methods
must be adapted to the virtual and multi-tenant environment in order to ensure the operational safety
of the cloud computing system.
The dynamic integrity measurement framework and protocol of IaaS have been studied in [233–235]
and the feasibility of these methods has been demonstrated by experiments.
5.2.2 PaaS security
The cloud operating system, database and other basic software are important bases for ensuring the
security of cloud computing. There is no doubt that the cloud operating system, database and other
basic software should support trusted computing. This is a very difficult task, as can be seen from
Microsoft’s VISTA to WIN-10. Although it is difficult, it is being tackled, as can be seen from the
development of Microsoft’s Windows and China’s successful operating system Kylin in its versions 5.1.1
and 5.1.2.
The construction of a trusted execution environment and the provision of a secure and reliable cloud
platform are core tasks for the platform layer. The construction method of a trusted virtual machine
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
based on trust expansion
was described in [236]. A virtual trusted platform based on TPM2.0 and
its security were studied in [237]. The construction of trusted execution environment (TEE) based on

Zhang H G, et al.

Sci China Inf Sci

November 2015 Vol. 58 110101:25

vDRTM and supporting multiple security levels was described in [238]. Monitoring of program running
behavior in TEE was considered in [239].
5.2.3 SaaS security
Data security and software security are the two most important issues in SaaS security.
Data security provides users with a sense of integrity, availability, security and controllability. This
area is currently the most active in the field of cloud security. The main techniques involve the use of
cryptography and error correction coding technology [85–88,145–148].
The application of a cipher cannot be done without key management. Traditional key agreement protocols, such as the DH key agreement protocol, all require the same calculations on both sides. However,
for cloud computing, the cloud platform has huge computing power, whereas the cloud endpoints’ computing power is limited, so there is an asymmetry in terms of computing power. Therefore, traditional
key agreement protocols are not suitable for cloud computing systems. A non-symmetric key agreement
protocol is presented in [240]. The cloud platform and the cloud endpoint can obtain the same key using
different calculations, with the platform undertaking a large amount of calculation and the endpoint only
a small amount.
Software security is a difficult problem in information security. To ensure software security, the following
methods are generally adopted. The first is to write secure code, which is an active method. However, it
is difficult to ensure that this is done well enough. The second is to carry out security tests on software
to find and then repair software security flaws. The third is to implement security monitoring of the
software in operation (see Subsection 5.3).
China has developed trusted cloud computing to the level of industrial application. China’s first trusted
cloud server has been developed by Wuhan University in cooperation with Huawei Technologies Co., Ltd.
The main technical features are support for the TCM/TPM2.0 chip, support for a Chinese commercial
cryptographic algorithm, trusted boot (TBOOT), support for trusted measurement from the BIOS to
the VM, support for TXT multi-times measurement technology, support for software security protection
in a virtual machine environment and support for trust management of the cloud system.
This trusted cloud server is configured to Huawei Technologies’ FusionCloud system and is used in
the trusted telecom cloud (NFV), the Huawei trusted computing pool (TCP), etc. After obtaining real
benefits from the use of this trusted cloud server, Huawei Technologies is further developing trusted
routers and other trusted network products, to open up a new road to network security with trusted
networks.
Wuhan University is also cooperating with Inspur Co., Ltd. to develop a trusted cloud server for use
in Inspur’s trusted cloud system.
The application and practical use of these trusted cloud servers from Huawei and Inspur show that
trusted computing technology has an important role to play in ensuring the integrity of cloud server
resources, security of the virtual environment, security of data storage and defense against malware
intrusions, among other aspects.
It must be pointed out that the adoption of trusted computing does not exclude the use of other information security technologies; indeed, by integrating other information security technology with trusted
computing, one can achieve better security.
Cloud computing security assurance is a complex systems engineering task, and although various
information security measures have been adopted, there is still much to be done and further research is
ongoing.
5.3

Software security

Software (or program) behavior refers to the state evolution process when software runs. It can be
described at different levels: from underlying binary instructions to high-level program statements, functions, system calls, etc. https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
The behavior model of software considers the behavior state sequence and the
state change depending on behavior information at a given level. It can characterize normal behavior of
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software, as well as detecting abnormal behavior. If defects exist in software sources and the software
execution environment cannot be trusted, then software will deviate from its expected behaviour under
software hacker attacks or in an untrusted environment, resulting in unpredictable consequences. The
aim of software security is to ensure that software behavior is as expected during the life cycle of the
software.
The structure and behavior of software are analyzed from the point of view of software static analysis
and dynamic analysis in [241]. In [242] a software assurance model is constructed from four dimensions:
software state, software assurance service, software assurance measures and time.
5.3.1 Software security threats
Software security threats include denial of service, privacy leaks, privilege escalation, malicious code execution, and functional misuse, among others. A denial of service attack aims to exhaust the system’s
resources, such as through depletion of CPU, memory, network bandwidth, power and other resources.
Privacy leaks in social networks and mobile devices are extremely common. In addition, side-channel
attacks can also be used to obtain user’s sensitive information, such as user’s input, the current active window, sensitive input information [243,244] and mobile trajectory [245] from keystroke vibration. Privilege
escalation can give an attack code a higher privilege, such as root privilege. If the attacker’s component
precedes the legal component, it will hijack this component, resulting in the privilege to upgrade [246].
Malicious code execution is one of the most malicious attacks, and an attacker can implant any code they
want to execute, including common shellcodes, Trojans and worms, to hijack the normal execution flow
of software. In feature misuse, an attacker can freely call to open API functions that are limited to the
user, such as opening of browser plug-ins [247].
5.3.2 Software security threat defense
According to the principle of fault tolerance, N-version software technology can be used to achieve fault
tolerance, which provides resistance to some attacks. In order to detect buffer overflow attacks, position
and sequence were used in [248] to change the location or order of directives and data. Commonly used
security defense techniques include address randomization, data randomization, instruction randomization and interface randomization. It should be noted that multi-version software technology can increase
reliability and security, but also increases the cost of development and maintenance.
Software security detection is an important method to defend against threats to software security. The
life cycle of shellcode includes three stages: the transmission phase, the loading phase and the execution
phase. Therefore, detection of shellcode and defense against it can be carried out in three stages.
The detection of shellcode code and instructions contained in the network flow can allow shellcode to
be found and blocked at the transmission stage. A signature-based detection method can be used for the
detection of shellcode before loading. However, if shellcode uses ROP programming, the signature-based
detection method is invalid. The integrity-based detection method is applied before shellcode execution.
The execution of shellcode causes the program to deviate from its normal track and enter the illegal code
area. If a legitimate PC (pointer program) jump table can be established, it is possible to detect shellcode.
Behavior-based detection methods can be applied to the detection of shellcode, such as to the detection
of an abnormal system API trace. It was shown in [249] that it is possible to identify the location of a
user’s action and a specific dialog box, and realize the user’s intention and file association, so as to detect
the download behavior of shellcode. Depending on a user’s browsing behavior, it is possible to detect
the download behavior of shellcode [247]. In addition, the exploit usage pattern detection method can
detect shellcode by a certain exploit usage mode; for example, HeapSpray and HeapLib will allocate large
heap memory in a short period of time and have a relatively fixed EIP jump address. It is also possible
to detect shellcode by using the communication between exploit pattern detection modules [250]. This
detection method depends on the vulnerability pattern, which is highly specific.
With regard to APT https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
attacks, it is necessary to consider the overall security of a program over its
whole life cycle, as in Microsoft’s SDL (Security Development Lifecycle) process, involving requirements,
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design, coding, testing, operation and maintenance security considerations, and also to consider the
security assurance of the program running environment, including security assurance of the public library
and the kernel library for program calls.
5.3.3 Future research
1. Design of secure and practical software security assurance mechanisms, including efficient fine-grained
randomization schemes. Extending security defense from behavior monitoring to shellcode detection and
advanced Trojan detection.
2. Designing new programming languages with easy markup codes, address and data randomization,
access control to memory object resources, and memory object encryption and confusion. Programs can
leverage these makeups to implement cooperative defense with operation system and security software.
3. For X86 systems, with loss of variable type information, a method that can accurately identify binary
data structure should be designed, to restore semantic information of high-level programming languages
in the binary layer and to construct an accurate and fine-grained software behavior profile.
4. Control flow analysis, data flow analysis, slice analysis and code instrumentation techniques should
be combined to achieve a flexible and rich-feature vulnerability mining platform.
5.4

Embedded system security

5.4.1 Industrial control system security
In 2010, hackers successfully attacked an Iranian nuclear plant using an APT attack, which led to more
than 70% of the uranium enrichment centrifuges being damaged and seriously affected Iran’s nuclear
program. This incident illustrates how a software attack can cause the destruction of hardware devices,
and exposes the vulnerability of industry control systems. In this particular attack, the Stuxnet virus
played a central role, and means to prevent such attacks have become a core issue in industrial control
system security.
Industrial control systems are fundamentally important for national security and for people’s livelihoods, so ensuring the security of China’s industrial control systems has been an urgent strategic task.
Adopting trusted computing technology in industrial control systems is an effective measure to improve
the trustworthiness of these systems [1,2,4,223,251]. However, compared with ordinary computer systems,
industrial control systems have particular features that must be taken into account:
1. Industrial control systems require not only high security, but also high reliability.
2. Most industrial control systems must meet the requirements of timeliness, and therefore so must
any security measures.
3. Many industrial control systems have the characteristic that once they are turned on they will run
indefinitely. This imposes the requirements of multiple measurements on trusted computing, in contrast
to the approach adopted, for example, to a PC.
5.4.2 TrustZone
TrustZone is a security technology that has been adopted by ARM to build a trusted execution environment (TEE) for systems [252]. The overall idea of TrustZone is that hardware and software resources are
divided into two separate areas by the system architecture: the secure world and the normal world. Each
area’s work mode includes a user mode and a privileged mode. ARM leverages its bus system to ensure
that the resources of the secure world are not accessible by the normal world. Software located in the
normal world can only access the resources of the normal world, whereas software located in the secure
world can access all the resources in both worlds. There is also a monitor mode in the secure world. This
monitor mode is connected with the privileged modes of the two worlds. Monitor mode is used to achieve
switching between the two worlds.
When the user mode of the normal world wants to obtain service from the secure world, first of all
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
it needs to enter the privileged
mode of the normal world, then the secure monitor call instruction is
called and the processor will enter into monitor mode. The context of the normal world will be stored in
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monitor mode, and then the privileged mode of the secure world will be loaded, in which the execution
environment belongs to the secure world. After that, the user mode of the secure world is loaded and the
corresponding service is provided.
After powering on the ARM, first the bootloader in ROM will initialize key peripherals, and then
switch to the bootloader in flash memory, after which the OS in the secure world starts up. Finally,
the bootloader of the normal world is activated to load the OS in the normal world. System startup
is then complete. In the startup process, a signature verification protocol based on RSA is used for
software authentication. In addition, during the startup process, the later-loaded components must pass
verification by the loaded components, thus constituting a trust chain. Therefore, the bootloader in ROM
is a trusted root. Thus, TrustZone uses a trusted computing mechanism.
According to the results of current research, TrustZone is generally secure, although an integer overflow
defect has been found [253].
The following problems are worthy of further study. First, there has been insufficient security analysis
of TrustZone. TrustZone security relies mainly on access control of the bus, which needs to be thoroughly
studied. Second, although the TrustZone startup process uses the trusted chain technology of trusted
computing, it lacks TPM and other trusted computing technology. Therefore, the possibility of combining
TrustZone with TPM and other trusted computing technology should be investigated. Third, there have
not been many practical implementations of TrustZone, and therefore possible applications should be
sought, so that problems can be found and solved during practical use.

6

Security of information content

In the global information age, the Internet will developed in an open, heterogeneous, mobile and dynamic
direction. Through this continuous evolution, the next-generation Internet, 5G mobile communication
networks, the mobile Internet, networking, and other forms of new networks and cloud computing service
models will arise. Meanwhile, with the global influence of the Industry 4.0 and China’s implementation of
the “Internet +” , the trend of deep integration of the Internet and traditional industries is irreversible.
The Internet and its extended technology bring great convenience in information access, mutual communication and collaborative work. It directly contributes to the transformation and upgrading of related
industries. However, the Internet has also brought some negative effects. Pornography and reactionary
and other harmful information is spread largely via the Internet. Spam and similar misconduct has become rampant. Movie, music and software copyright infringements are conducted through the Internet.
Network fraud, violence and terrorist attacks through phishing take place. Such behavior is a complete
departure from the original intention of the originators of the Internet, and it is not in the interests of the
majority of Internet users. Therefore, in the process of building the information society, it is an important
part of national information construction to improve the level of guarantee of information security and
the ability to monitor a variety of adverse information on the Internet.
Security of information content technology utilizes computers to automatically acquire, recognize and
analyze specific security-related topics through the Internet, which acquires massive amounts of information and is subject to rapid changes. Depending on the network environment, this is also known as
network content security. Security of information content is an important means to manage information dissemination. It is a core component of the network security system and of great significance for
improving network efficiency, purifying the Internet space and ensuring social stability.
Devoting great efforts to promote informatization is a strategic measure of China’s modernization, as
well as an urgent requirement and an inevitable choice for implementing the scientific concept of development and building an innovation-originated nation and prosperous society. As a core technology
of intelligent information processing in the context of network security, security of information content
provides technical support for building advanced network culture and strengthening the online dissemination of advanced socialist culture, which is an important component of the national information security
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
system. Therefore, research
on security of information content is not only important from an academic
perspective but also of great social significance.
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Security threats to information content

In the Internet, telecommunication, television and other network information sharing environments, content security faces threats including leakage, spoofing, destruction and tampering [254–258]. In detail,
these can be described as follows:
1. The network contains a lot of public information, such as persons’ names, affiliations, e-mail addresses
and phone numbers. Since the cost of acquisition of this public information is very low, it can be
obtained with ease and could be abused in some cases. For example, some companies will sell such data
as commercial information. Some scam groups will use this information to commit fraud. Therefore,
information leakage on the network can also refer to the dissemination of specific information to a specific
person or organization in order to hinder the normal life or work of that person or organization.
2. Openness and autonomy of a networks can lead to information being published and shared on the
network by each organization autonomously. This gives rise to the threat of fraud. There is the possibility
of fake network addresses and website content because networks cannot guarantee integrity of information
(especially for information sources).
3. Information can be disseminated illegally. There are widespread breaches of intellectual property
rights with regard to music and movies.
4. Information may be tampered with in the dissemination process. The purpose of information
tampering may be to eliminate the source of information to prevent it from being traced. Information
content can be forged. In addition, viruses or Trojans may be introduced into information, seriously
endangering the security of computer information systems.
6.2

Network information content acquisition

6.2.1 Acquisition process of network media information
In contrast to network communication information acquisition for specific points, the scope of network
media information acquisition links can be the whole of the Internet. Traditional network media information acquisition links are obtained from the initial network address set, which is fixed in advance. The
initial network address set contains a certain number of URLs. First the published content corresponding
to each network addresses of the initial set is obtained. On the one hand, the network media information
acquisition link then selectively stores the initial network address information subject content in an Internet information database [259–261], according to a series of content-heavy sentence mechanisms. On the
other hand, the network media information acquisition link further extracts embedded hyperlink network
addresses of the acquired information. All hyperlink network addresses are placed in an awaiting acquire
address queue. The “first in first out” method is used to individually extract the information for each
network address in the queue. The network media information acquisition link cycle then carries out
the following behavior until the required network range has been traversed: acquisition of the network
address information from the awaiting acquire queue [262]; extraction of acquired information subject
content [263,264]; heavy sentence and information storage [265–267]; extraction of acquired information
on the embedded network address stored in the awaiting acquire address queue. The ideal acquisition
process for network media information involves principally the initial URL set-information “seed” collection, the URL awaiting acquire queue, the information acquisition module, the information analysis
module, the information heavy-sentence module and the Internet information database.
6.2.2 Typical tools for network media acquisition
A web crawler is the typical tool for the implementation of information acquisition on the Internet. A web
crawler is a program or script that automatically captures Internet information according to a certain
rule. Information published on the Internet is decentralized and independent, but different pieces of
information are connected to each other [268–271]. The reason why web crawlers are also called spiders
is that they shuttle through the Internet, which is built by hyperlinks.
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
There are huge information
resources on the Internet. With limited network resources, Internet spiders
must be selective. For different service objects, the behavior of web crawlers can be divided into two
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categories. One class of web crawler serves search engines and other search applications. Its informationgrasping rules cover as many Internet sites as possible, and the depth of search of a single site is not high.
Another class of web crawler serves targeted information collection. For example, a public sentiment
analysis system requires that its web crawler have a high search depth and a certain theme selection
capability. A crawler with high search depth is called a path-traced crawler, and deeply and thoroughly
examines the whole resources of a given site. A crawler with theme selection capability is called a theme
crawler. Such a crawler will judge whether a resource is a user-specified topic, and will continue to search
until it is able to grab a web page about a given topic.
Web crawlers generally use distributed mechanisms to ensure full and timely information acquisition.
Because Internet resources are huge and downloading takes time, web crawlers use multiple processes,
multiple threads and even distributed modes to download multiple network resources (text, picture, audio,
video, etc.) at the same time. That is to say, this is group work, with crawlers gathering together to
complete a task (which is why web crawlers are also called ants). In order to prevent media sites from
judging a web crawler to be malicious, it needs to avoid too frequent acquisition of information. On the
one hand, the periodic traversal time interval can be appropriately selected to prevent network media
overload caused by information acquisition. On the other hand, in order to avoid denial of service to
the target network media, periodic modifications are applied to the network client information request
content.
6.3

Extraction and selection of information content and features

Representation of information content and selection of feature items is a basic problem of information
retrieval in data mining, which quantifies the key words extracted from the information to represent
text information. It translates them from a raw unstructured form into structured content that can be
handled and recognized by a computer; in other words, it abstracts the information content scientifically
and establishes a mathematical model to describe and replace the original information content. This
enables the computer to calculate and operate with this model to recognize information content.
Because text is a kind of unstructured data, it must first be translated into a structured form that
can be processed in order to tap useful information from a large amount of text. Text selection has a
very important influence on the filtering, classification, clustering and automatic summary of text, on the
discovery of user interest patterns and on knowledge discovery. It calculates scores for each characteristic
according to a feature evaluation function, then sorts these features by the scores, and selects some of
the highest of scores as feature words; this is feature selection [272,273]. Feature selection uses a number
of well-established methods. Most of these are statistical in nature. The signal-to-noise ratio (SNR) is a
tool from the field of signal processing; it indicates the difference between signal intensity and background
noise. If we look at the feature item as a signal, then the SNR of the feature item can be treated as a
measure of identification of the feature item when classifying the text. Information gain is often used in
the field of machine learning, in particular to build decision tree classifiers. Information gain also uses
the concept of entropy, as well as the statistical relationship between feature items and category labels
as an evaluation index. Judgment using chi-square statistics is based on correlation between feature
items and category labels. If a feature item and a category occur simultaneously, this indicates that
the feature item provides a good representation of the category. When simple feature selection cannot
meet the requirements of information representation, the feature needs to be reconstructed. Feature
reconstruction takes the feature items as input and combines or converts them to generate a new set of
items as output.
For audio content, it is very important that sufficient analysis and extraction be performed on physical
characteristics (e.g., spectral characteristics), auditory characteristics (e.g., loudness and timbre) and
semantic features (e.g., voice keywords, melody and rhythm) [274–276]. Audio retrieval can be divided
into voice search, music search and music example search according to differences in search target and
search method. For audio retrieval, the first step is to establish a database, extracting features from audio
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
data and clustering the data
by feature. The search engine then matches the feature vector and the cluster
parameter set and sorts the data according to relevance, before sending the result to the user through
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the query interface. Extraction of the characteristics of the audio signal, which means time-domain
and frequency-domain feature extraction, is aimed at distinguishing audio data with different content.
Therefore, the selected feature should be able to fully reflect the physical and auditory characteristics so
as to adapt to changes in the environment. During audio feature extraction, audio is usually divided into
segments of equal length. There is a divided frame in each segment. Thus, there are two types of feature
extraction: fragment-based and feature-based.
Digital images contain large amounts of information and there is strong correlation between pixels
compared with text messages. Therefore, the methods for processing digital image differ considerably
from those for processing text. An image feature tray mainly includes the following aspects:
1. Color feature extraction of the image [277]: The color features of the image in the form of a
feature vector can be used to represent the distribution of image color. Common expressions of color
characteristics include color histograms, color coherence vectors and color moments, among others.
2. Texture feature extraction of the image [278]: Feature vectors can be used to represent the texture
(brightness variation) characteristics. Texture information is a combination of brightness and spatial
information, reflecting the changes in the brightness of the image. Common texture features are GLCM,
Gabor wavelet features and Tamura texture features.
3. Other image features [279,280]: In addition to color and texture features, there are image classification and retrieval systems that use edge features and contour features.
6.4

Information content analysis and processing

The basic processing of huge amounts of information content involves matching, classification and filtering.
Other problems with more complex processes can be dealt with by some combinations of these. For
applications to information retrieval and text editing, the most common requirement is rapid matching
of user-defined modes or phrases. In the process of text information filtering, matching algorithms are of
great use. A highly efficient matching algorithm can allow fast and accurate information processing.
6.4.1 Information content classification
Classification algorithms have important applications in image classification, indexing and content understanding. Their main function is to divide images into different categories according to their content,
through analyzing differences between various image features in different image categories [281,282].
Decades of research and practice have led to dozens of classification methods. Any classifier can be abstracted as a learning process, with learning consisting of supervised learning and unsupervised learning.
6.4.2 Information filtering
Information filtering is a typical operation in large-scale content processing. It filters the continuously
arriving information, selecting information that meets users’ demands. In that process, the desired information is saved, with the rest being filtered out [283]. Hanani gives another definition of information
filtering from a novel viewpoint [284] in which information filtering can be considered as selecting information in line with users’ interests from the dynamic information flow, assuming that users’ interests are
static, remaining unchanged over a long period of time. Information filtering often removes data from
the input dataflow, rather than just finding them there.
In fact, in the field of content security, information filtering provides an efficient information flow,
removing or reducing information overload, and disordered or inappropriate information. However, the
development of information filtering is still in its early stages. Eliminating inappropriate information
through information filtering is one of the most important tasks in content security. Information filtering
technology involves many different classification methods. There is active information filtering and passive
information filtering. Depending on the location of the filter, it can be divided into filtering in the
information source, filtering on the server and filtering on the client. Depending on the filtering method, it
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
can be divided into content-based
filtering, user-interest-based filtering and Synergia filtering. Depending
on the method of knowledge acquisition, it can be divided into explicit mode and implicit mode.
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Information filtering can be applied to many fields, including search result filtering, user email filtering,
server/news group filtering, browser filtering and user interest recommendation.
6.5

Monitoring and early warning for Internet public sentiment

A monitoring and early warning system can analyze magnanimity information on the Web and extract
effective information that can be used as a basis for decisions by governments [285]. At present, both domestic and foreign departments of governments and research institution, especially in Western developed
countries, have put significant resources into the development of the technology and application of these
systems. As a result, this technology has developed in an all-round way [286]. A considerable amount
of attention has been paid to capturing all kinds of political, military and cultural information through
the Internet for the purposes of strategic planning. Taking the United States as an example, in order to
improve the ability of governments to grasp information, John D. Negroponte was appointed as the first
National Intelligence Director, with his main focus on the integration and expression of information.
The trends in Internet public sentiment monitoring technology can be summarized as follows:
1. Intensive collection of information based on information sources. The robot in a traditional search
engine generally uses the breadth-first search policy to traverse the Web and download documents. The
system maintains a hyperlink queue (or stack) that contains some starting URL. The robot starts from
this URL and downloads the corresponding pages. It then puts a new hyperlink into the queue (stack).
The processes is repeated recursively until the queue (stack) is empty. However, the search engine
technologies represented by Google, Hotbot and Baidu, which are universally known as “Big search”,
cannot meet the requirements of an Internet public sentiment monitoring system. Concretely speaking,
the main problem of “Big search” technology is that the rate of extracting information from fixed-point
information sources on the Web (generally defined as bits extracted/total bits of information source) is
quite low.
2. Fusion analysis of heterogeneous information. One of the essential characteristics of Internet information is its highly heterogeneous nature. This means that information exhibits great differences in
coding, data format and structural composition. A prerequisite for analyzing and extracting magnanimity information is to organically integrate the information with an integrated representation or standard
and obtain a valuable comprehensive analysis. At present, the fusion analysis of heterogeneous information can be divided into two categories. In one, the resource is integrated with a data format of high
expansibility, such as XML(Extensible Markup Language). Another approach is to apply an abstract
fusion analysis based on semantemes and other information in the application’s upper layer, such as the
RDF (Resource Description Framework).
3. Structured expression of unstructured information. Unlike the processed objects of a traditional
information analysis system, a number of objects that are to be analyzed based on Web information are
in the form of unstructured information. It is easy for a human reader to understand the unstructured
information, but quite difficult for a computer information analysis system. After much effort by statisticians, artificial intelligence experts and computer systems professionals, many excellent methods have
been developed to provide an accurate and effective analysis of unstructured data.
With the popularity of the Internet, the content available is varied, with both good and bad aspects.
The traditional pure “Huge-crowd” strategy cannot meet the needs of media information monitoring.
The job of Internet forum detectives is based on capturing and analyzing media content. First, it is
necessary to ensure a sufficient rate of extraction of data from the target site, in other words, a high level
of performance of the extraction part of the monitoring of information. In monitoring Internet forums, the
monitors must be skilled at unearthing target information sources at depth, depending on the practical
requirements of Internet censorship. In addition, the dynamic content that is generated by dynamic
scripts is of supreme importance. Considering the functional totality and product availability, Internet
media information monitoring work is performed with different structures and types of data source.
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
The pick-up circuits of the
relevant monitoring products should have the properties of universality and
extensibity.
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Integrated management and control for network information content

Network administrative techniques are a generic term for various means of supervising, organizing and
controlling network communication services and processing information. The purpose of adopting network
administrative techniques is to ensure that a computer network can continuously operate and solve
problems immediately in exceptional situations. In order to ensure the security of information content
systematically, it is necessary to implement integrated management and control for network information
content [287]. With the development of new network applications and technologies, various security
threats, such as illegal access and malicious attacks, are appearing and evolving. Firewalls, VPN, IDS,
defensive methods against various attacks, identity authentication, data encryption, security audits and
some management systems have been widely used in networks. These security products can play a
role in some specific fields, but most of them cannot be used with the others: There is a “security
island”. Further, there is no efficient management scheduling mechanism for these security products, and
because they cannot cooperate with each other, it is difficult for them to achieve their full application
performance. From the perspective of security management of information content, it is necessary to
monitor the running status of the various security products in a network from a unified interface, and
uniformly summarize, analyze and audit the vast amount of log information or alarm messages, while
updating these security products and alerting users or responding to attack events.
In addition, information content management and related security issues become more and more complicated in large networks. Network managers of information content must analyze information and events
by combining all the relevant devices with the system, and only in this way can they handle the newer
and more complex security issues that arise. Therefore, it is necessary for network managers to establish
a new type of overall network security management system, with an integrated security management
platform for information content. With this platform, it should be possible to control multifaceted and
distributed security systems over the whole network while achieving centralized monitoring of various
network security resources, together with unified management, intelligent audit and interaction among a
variety of security function modules. Such a platform can efficiently simplify network security management for information content, enhance the level of security, improve controllability and manageability,
and reduce financial costs.

Acknowledgements
This work was supported by National Natural Science Foundation of China (Grant Nos. 2014CB340601, 61332019,
61379139, U1135002, U1405255, 61431008, 2013CB329603). We would like to thank the following for their help
in writing this article: FU JianMin, ZHANG LiQiang, YUAN Wei, XI Ning, LU Di, WU Jun.

References
1 Shen C X, Zhang H G, Feng D G, et al. Information security survey (in Chinese). Sci China Ser E-Inf Sci, 2007, 37:
129–150
2 Shen C X, Zhang H G, Feng D G, et al. Survey of information security. Sci China Ser-F: Inf Sci, 2007, 50: 273–298
3 Zhang H G, Qin Z P. Introduction to Evolution Cryptology (in Chinese). Wuhan: Wuhan University Press, 2010
4 Zhang H G, Zhao B. Trusted Computing (in Chinese). Wuhan: Wuhan University Press, 2011
5 Zhang H G, Wang H Z, Yang C, et al. Post Quantum Cryptology (Translation in Chinese). Beijing: Tsinghua
University Press, 2015
6 Zhang H G, Guan H M, Wang H Z. Current research of post quantum cryptography (in Chinese). Cryptography
Development Report of China 2010. Beijing: Electronics Industry Press, 2011, 1–31
7 Information Security Professional Instruction Committee-Information Security Professional Specification Project
Group. Information Security Majority Insructive Specification (in Chinese). Beijing: Tsinghua University Press,
2014
8 Zhang H G, Du R Y, Fu J M, et al. Information security discipline (in Chinese). Netw Secur, 2014, 56: 619–620
9 Zhang H G, Wang L N, Du R Y, et al. Information security discipline system structure research (in Chinese). J
https://engine.scichina.com/doi/10.1007/s11432-015-5433-4
Wuhan Univ, 2010, 56: 614–620
10 Bar-On A, Dinur I, Dunkelman O, et al. Cryptanalysis of SP networks with partial non-linear layers. In: Proceedings

Zhang H G, et al.

11

12

13
14
15

16
17
18
19
20
21
22
23
24
25
26
27
28
29

30

31
32
33

34
35
36
37

Sci China Inf Sci

November 2015 Vol. 58 110101:34

of the 34th Annual International Conference on the Theory and Applications of Cryptographic Techniques, Sofia,
2015. 315–342
Sun S W, Hu L, Wang P, et al. Automatic security evaluation and (related-key) differential characteristic search:
application to SIMON, PRESENT, LBlock, DES(L) and other bit-oriented block ciphers. In: Proceedings of the 20th
International Conference on the Theory and Application of Cryptology and Information Security, Kaoshiung, 2014.
158–178
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Borghoff J, Canteaut A, Güneysu T, et al. PRINCE—a low-latency block cipher for pervasive computing applications.
In: Proceedings of the 18th International Conference on the Theory and Application of Cryptology and Information
Security, Beijing, 2012. 208–225
Albrecht M R, Driessen B , Kavun E B, et al. Block ciphers—focus on the linear layer (feat. PRIDE). In: Proceedings
of the 34th Annual Cryptology Conference, Santa Barbara, 2014. 57–76
Gilbert H. A simplified representation of AES. In: Proceedings of the 20th International Conference on the Theory
and Application of Cryptology and Information Security, Kaoshiung, 2014. 200–222
Papakonstantinou P A, Yang G. Cryptography with streaming algorithms. In: Proceedings of the 34th Annual
Cryptology Conference, Santa Barbara, 2014. 55–70
Banegas G. Attacks in stream ciphers: a survey. http://eprint.iacr.org/2014/677.pdf
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