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Abstract: With the popularity of cloud computing, outsourcing computing, as an important form of cloud service,
has attracted more and more attention from academia and industry. As a time-consuming basic cryptographic opera-
tion, modular exponential operation is widely used in RSA, digital signature algorithm (DSA), etc. The design of its
outsourcing scheme has received extensive attention and research. At present, most of the outsourcing schemes
based on a single cloud server need to perform a small exponential operation on the local. Generally, the size of the
exponential determines the efficiency of the scheme, and its confidentiality determines the security of the scheme.
This paper gives ciphertext-only security analysis on Zhou et al’s modular exponentiation outsourcing scheme Exp-
SOS. By converting the problem of recovering the base and exponent in their algorithm to the problem of finding

small root of polynomial modular unknown divisors, this paper analyzes the potential weak keys of ExpSOS by
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invoking Coppersmith’s lattice-based construction technique, and estimates the size of the secure base and the size

of the security parameters in the scheme. Further, the specific suggestions for the security deployment of the scheme

in practical application are put forward. Finally, some practical attack examples of weak key in ExpSOS scheme are

given, which confirms the effectiveness of the theoretical attack.
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F188A8D3 C2E01CE9 O0D6F65EA 9B2881C0O 01994011 03B84B6C DB129ACD DAF2124F 0965CC33 42E95682 A5308C4C
S8AADI1D2 A91439FB DFEDSCCE EEEF2FE6 CFBF15BE F497F000 41D2F60C C8CF2E96 4CE82B30 902DF17D 6E125EFA
1C5BD841 E66147D3 8A1AB88A 61541542 5A133023 5554E980 95637068 5919DE2B 793A0DID B8D99B84 F2253BD3
351ADSFD F715AFD1 6A43A533 CBOLIECCB 41E532D1 7B4D72A4 5FO0CCBI1 27CE38A1 19866557 B877B29C BD921E95
78570525 170ESOE2 AOA3E391 04F024AE DI1192AA DO0527A2 18FB9CIC B40C15D1 9B79DEE3 F1A241A6 409623B9
7CEE9008 5C8C8AS50 5CDI12879 C510C360 4CB4459B 181F373A 78520CC7 87FD767C 1FD4C6B6 6249CES5 6691633A
7DFB3C3F BBD56DA4 FD489DF9 CB05631E F6293B4B 30DCDEDS 8BBES7A8 AB0542EB AFFOSECC F7A8000F 273E3DD7
66D57C61 77296749 EAA49BDD 00B4F8F4 B1A6BOCF 0120DA9E 6FADCB8A 8D87A849 2E5613B8 AESBID7C 0F168027
BD6CDOEF 74A47FBD 7C91C0DB E2FC5F25 1F517BE1 353FDOBE 1C1EDABC 1D067DAC 8EFEB536 DEEF9DD6 23CD4CCF
57A60697 EC3716DB C244D8E1 F89BF6D3 B00915A0 7B3286EA C8AB79AC 35B96F5E CC6D7172 41296197 DB61BF78
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461DD94A 2BEAEBS88 48F2DBE4 D42BEOBE 601B516F DCAO3DE3 C69C17BB 13B6914A 7CBAC4AF B66160B0 9AB06327
545B8C6D 9838C036 0A9E2EED 056376AC 778221A8 C83D5813 D3780DF9 F425E2D1 9A83DDE9 426CE764 3206166C
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0x86AC816C A208E159 A6CISDEC 985F2B39 32F7491B AA67C602 47F24157 9E99229 470CC3A7 6759065D EI14DO1F8
79CC50A6 CF8AE298 1149D2C9 39E936B1 0AASFB4D 4CE18790 4918028D B81D1B08 16A1F57F 6B20E02B 8A8113A0
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BAB558C7 308687EE 13275A36 13B06231 6878C5BE 8F2147C8 D54D60D3 E1B3D200 58896D9D 46A89FA6 ASEDS759
E2F69C21 T74AE840A 73717A46 F8032E67 50691098 73EBS5S3C0 0C979D84 C73428FF 9979852B 042433D2 AD90AOE6
4A87E3F6 BASAFOED F89D224C 2CEBBD42 726201AC 26A5B1D2 015A5D3E 2112CAC ACC9104 7TAEEB973 ACE66A96
6FE3CD60 1D2D36C1 9AE31AA4 EEF751A 74C1855B E4C30D31 6B8DB258 3960AC01 E6F1AFBA FA400309 BESDACA2D
SF1D69B 73A79B1 6A344384 CDD69C88 AFB7B32B 949BES78 74A4C71D 75F48C35 1EC68F31 8A22FE86 D59ABODD
2ECF14DF 67341921 61C3DD3C 3B78E830 FEA2B76 CBC5F168 3E474E8B 0C9021AB D3FC

0x87AE326D 95367438 F5601AD2 8961E264 87730841 3952EA1C DC742402 7TEEDC8AD
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4DF3C271 09B1AB20 O0F837ESE 913COCBD 5BE4B4AC AF342C44 9EB60B04 7E8FDS56C 5D854186 FO012A17C 338CFA2D
56B3AD4 45465B04 0ACB9690 9AC59B2B FDA1448C SEA069E0 5056E57D 62E2FES51 F36E68E8 060DFD97

0xDO0A9

0xD71CEO05B F55FA8D9 7B26C1A2 374EB24F 7D173A5C B4031776 1827982C A20D7A85 37640DCB D1574716 163CB7C7
4DF3C271 09B1AB20 OF837ESE 13COCBD S5BE4B4AC AF342C44 9EB60B047E8FD56C 5D854186 FO012A17C 338CFA2D
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Table 5 Experimental parameters and results while N is composite
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0xB95DE788 E63A90C9 ASE9DEEF 5SBOFAECB 1961D18E 58CFBACC DAE90596 457702CB 4D221FAF CDFC4081 5C441225
ADF36468 BAAB2590 7CA49D3C 8DCIAC97 97911179 DDF67911 5304D649 1B794894 3F6F2C76 17B90055 040AE021
8C70F859 C61DDB2A 16A0996E 8EB96FB2 0E20C388 A6A9FAIA 10690DF9 6212D7A3 C7C2D11F C80E9DE8 69CC2589
23FF5408 6AD49D60 2538DB62 CEADG6375 2CDF252F C5B88B34 AF2173E3 0A618BEC 2158BA97 682A9C99 3FBF0180
23378C0C D8EA2996 6ECF23F1 28751DIF 9181FF87 9D99C199 EBF7BC95 B020460A B0328CBC 797FB429 43ACFD6C
D6068C87 CF345E1E 2239FF1A 532A364F E3977637 14476173 C598766D 56945F61 3497DF01 B83652A6 EFS9EB90 165DA127
82DC369C 2ED4BES3 747AAS583 1371676B F18CEEC8 1F6FSAE7 EF75656F 8D5A49A7 46BDF136 474972B1 815F930C
55986E3D C4DI113AE EECO8FBC 15F5F63C FDA2BBS52 7DA6534F EDC4A45F 01301DAA D95BD794 BBA9BD26 EBO9EF3C
6D6F8F35 9D338DFC 59AC56C2 0E95B660 ABS52FC19 4E9980A3 335EF915 2F250066 CCS51DE49 7F781C91 DC9A453D
3DD245C8 6BFEDACE 22FB1DD6 5C58E12C 17BB169F C50C3F73 EBOBEAS3 A53CBFB8 4E8667E6 D0403CE4 35B37F6A
47CES5A33 1DAODFF8 4CO05F3C4 69541B3C 46D4D062 499C0C73 42B87611 CCS56FDCS 23EB724B 39419D6E EB22F142
CFIEA13A A2D84435 573C564D 4D67725C 779B9708 408A9F70 52225D36 FB24642D 1DF297A0 C1C31952 668070C0
C97D97A3 0E1B2740 CF3943FC 7CAD1BC4 2D130DE2 57B31889 34983779 0A4865F2 ASEF3F6E 8F9273B3 4B9BBA2D

0x72C10C71 160F1A78 F2928B99 FAF8B277 FSFAES527 969CA911 FC642E94 CA117C15 EADDDIIF E3CO0F506 6589095F
6AA90772 290F6BB3 ACOBC130 415B0662 553809D0 D8DCD942 DAYE006C 61483AAC 69FCE190 22BF6D00 A9BCCDEA
6028D270 6003A6DF C975BBA1 A972CCD2 8EB9F918 1FBFAC09 957ESFD1 46D21E23 C14DCE2F 3C86DEFC 46628BCD
OFE6B666 BC691297 54BAC344 SE7174A3 45B31F6F 5BOB6F7F 19A0DOBF 6EEA4413 F92AAEOC 695A7005 F468EC49
2069E04C C659D8DF 853F75A9 DFC38FDD 2EBS5323C 12387507 35A9815F 94129124 B3ECOS1E 891422AE B27F6FF6
CEES85C50 08742C57 D47BE74C C247E472 D32EA652 8F2B9FA4 6E36903C F946F4E4 2FAF785D 7E6CD6CS5 ACB9E4D2
515F63BC SE617F7A 6AE423AB CF9B883F 2CFODD30 D3ED1C43 2B326AE7 41D44A96 F114D803 6BEEB5A4 23E2B2AF
10A366BE A4515226 16D16332 5511EEAA DCI1F4726 BOODD6E8 AF3D0O9EC 7FC7F413 FBB9AAS7 29FA5SD6C 9E7B4465
9F017427 9A6389E6 D335EF64 45EF330E 79F3F5D8 770C84AF C46A408D 4F45B277 658EEC37 88056CD6 65707B84
02D07034 A55CBE05 EE8SESA88 4B930B90 29B9C7B5 4771EOFC D756FF18 9402DDSE 299D2845 2C78FFOD 85101937
E4A45936 DO00F055 DEFFAS827 357CI117E B1988642 2FD692A3 FED86571 50C6C26D AE352543 2D770322 836D6F35
CC9B44C4 DSCI9CFEO 3CES52F12 AF9D5SB9D 642BDOAE 3C65A778 CECDOBSE 850D00A7 831B2020 2D94CFEA 1BOAF9C2
40221EEF B638B121 1DBB34B1 8A43E580 0824C702 9DD90BSF ECDF5421 E36A105C C2082DF9 D9D1B496 BOB0O3CCA
3EB34004
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F7CDSEE6 SCDSFEA6 CF5302DB DEE2CB79 E3F8E855 30EB2FCA 123C0327 133A59DA D540ABAE 57DEOFOB 4C629CB7
EC8EB886 79C7DC39 4D6ACC88 EBOC482A 7TA1AA619 B1SOBFBA 955A23D7 FDF60410 4C6B9046
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