Journal of Computer Applications ISSN 1001-9081 2020-09-10

AL A, 2020, 40(9): 2650 - 2656 CODEN JYIIDU http://www. joca. cn
S 1001-9081(2020)09-2650-07 DOI: 10. 11772/. issn. 1001-9081. 2019122214

ETIEVSHTENSRZER HIZIZEESIES
& i AT LI

REH, THEIL,HER", a8, 8 #',F F LMK’
(1. dbmmAl TR (5 8 TR RE, b 1026175 2. b TR 15 BRRE: 53R b, b 1000205
3. P ERABE (5B TR, A6 5T 100089)
( = 3BIF1EH HFHRH youjianzhou@iie. ac. cn)
H B IREEHOFTHREISHTARERE YA A I TR W ST HG AGFA,RET AL
T IS4G AN G L THAAZREH EZ(PLC) EHETER B ET E, AL ATIHAROXLEREH
T T RG(CS) BHS LT R R e ARBE TR EEO ARG ALE  KFEHRFH TR ARG AR
Ao G- BB IR ; e , Bt 8 ) 09 HVE 25 A AR B L AR B H R B R S5 A AEER T, A T2 I e 4-3% B BB 09 5 v
R FEE AT ITF S7-300 PLC %X & 4 A%, 454 A T35 F HE8 A Conpot Fo AL 5 A T B Matlab/Simulink , 3L T 42
B R G5-Ar AFodrfl i A2 0 Lo R DA, FIZ R AW, 4845 T Conpot, By X A PLC B HEA L4738 T 11 A% 11557
E&FAH S A, H P ik (04 Read 20 8675 ) 5 (05 Write 20 A6 A ) 42 4E SEIL T AT PLC 69 T X 7A@ 38 69 Wl fo Q X 1 ANiB 38
HEd, IRAFHERAGRTRTAARLERFF XMW B, A T EHE R T #H5 6.
KiBIR : EHE; 142 R %45 ; Conpot; % 3 Z ;STcomm 47 3 4
hESZES:TP393.08  XHIRE:A

Design and implementation of high-interaction programmable logic controller
honeypot system based on industrial control business simulation

ZHAO Guoxin', DING Ruofan®’, YOU Jianzhou®™, LYU Shichao’, PENG Feng', LI Fei', SUN Limin’
(1. College of Information Engineering, Beijing Institute of Petrochemical Technology, Beijing 102617, China;
2. College of Information Science and Technology, Beijing University of Chemical Technology, Beijing 100020, China;
3. Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100089, China)

Abstract: The capability of entrapment is significantly influenced by the degree of simulation in industrial control
honeypots. In view of the lack of business logic simulation of existing industrial control honeypots, the high-interaction
Programmable Logic Controller (PLC) honeypot design framework and implementation method based on industrial control
business simulation were proposed. First, based on the interaction level of industrial control system, a new classification
method of Industrial Control System (ICS) honeypots was proposed. Then, according to different simulation dimensions of
ICS devices, the entrapment process in honeypot was divided into a process simulation cycle and a service simulation cycle.
Finally, in order to realize the real-time response to business logic data, the process data was transferred to the service
simulation cycle through a customized data transfer module. Combining typical ICS honeypot software Conpot and the
modeling simulation tool Matlab/Simulink, the experiments were carried out with Siemens S7-300 PLC device as the
reference, and so as to realize the collaborative work of information service simulation and control process simulation. The
experimental results show that compared with Conpot, the proposed PLC honeypot system newly adds 11 private functions of
Siemens S7 devices. Especially, the operating read (function code 04 Read) and write (function code 05 Write) in the new
functions realize 7 channel monitoring for I area data and 1 channel control for Q area data in PLC. This new honeypot system
breaks through the limitations of existing interaction levels and methods and finds new directions for ICS honeypot design.
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