5 54 3% 45 2 ] I A B %5 HFH K Vol. 54 No. 2
20224 3 /1 ADVANCED ENGINEERING SCIENCES Mar. 2022

ANTH %2

DOI:10.15961/j jsuese. 202100165
T AR X Hu P 4% 7Y X6 o A A 6 A B A
ERN, REWH B FT RARY, REF

(L ET RS YE WY W TR RO, LI BN 221116; 2.0 B K2 HHE N SHAR SR, TLIR #M 221116;
3ARMERL RS BE2E(E 55 TR, 1195 #JH 221004)

T Z AR I XU AR B A 7 vk B AR RE N R L S (R T RE A R AR (R B, S5 A OV I 45 5 R R ) AR
FEARTIFT A AP 38, A SCHRE s — i 3 T A %o 0 IR 485 A X 70 AR AR 2 10995 8 O 9 & 34 12 0 P 24 R I 245 3011 45
ZA R TH BR X HORE A SR T XS U A8 30 09 26 i, (4R 2 =3 5 o 224 26 e A T 8 LA Sl e 2 Y B A0 - 1%
T 15 4 A T IO 45 E A e R R S 2 A o A A DA B A S A, L B AR T BR X B AR A SR 1 B X B
sl ; U4 DL R PR REAS 5 TE BR X B B S MREARAE i A, T B AR XA A R REAS 5 2 AR 55 ) 3 25 28 B
2, MBI ERTC XA I FEAAS X B, A A Ak B R AR A o 4 i B A0 (5 T 4k A Sl S BRI, 3 1t
P A AR B A A A, B RN, B2 T2 5 A Y B 17 5 38 2k TN S A 45 Sk 8 A0 97 0 7 BRF ] 9, 38 3ot 4
WA AR R 3R T BN AR RCES RO BE A AE 7 o 2 B AE MNIS T HE 42 5 CIFAR 1 0% 46 1, FAR SCAd 4 Al B 48 7
5 H A B A8 7 T 6 H UL B OB AR IR A T B A, LAAT 2R HER AR R B RE I B9 FE B, T IC 3% AR A4 R R T
FEo LR 2E R, AT L B8 LABAR W B (B VE AR B A 2 A ke A4S, IF BB I BE T L © A MBI IR B 4T
SEHRIR) R HOREAS 5 X HURE A B 180 5 HERAAY 5 2E XTI 2%

FE 45K S:TP391.4 XkFRETE:A X E RS :2096-3246(2022 ) 02-0056-09

Ensemble Adversarial Example Defense Based on Generative Adversarial Network
CAO Tianjiel’z, YU Zhikun"?, 94 Yunyanl’Z, YANG Rui'*", ZHANG Fengrongl’z, CHENXiuqing3

(1.Mine Digitization Eng. Research Center of Ministry of Education, China Univ. of Mining and Technol., Xuzhou 221116, China;
2.School of Computer Sci. and Technol., China Univ. of Mining and Technol., Xuzhou 221116, China;
3.School of Medicine Info. and Eng., Xuzhou Medical Univ., Xuzhou 221004, China)

Abstract: Given the bottlenecks of existing adversarial example defense schemes, such as insufficient defense capability and high time consump-
tion, an ensemble adversarial example defense scheme based on the generative adversarial network was proposed in this paper, by taking the ad-
vantages of the generative adversarial network and the ensemble learning in adversarial example research. In the scheme, a generative adversarial
network was used to train multiple generators that can eliminate adversarial perturbations on the surfaces of adversarial examples, and the en-
semble learning was used to integrate multiple generators as the final defense. The generative adversarial network was composed of generator and
discriminator. While the generator takes adversarial examples as inputs and its purpose is to eliminate adversarial perturbations on the surface of
adversarial examples, the discriminator takes benign examples and examples after eliminating the adversarial perturbations as inputs and its pur-
pose is to distinguish them. The generator and discriminator were trained alternately, and the generator reaches to its best when the discriminator
cannot distinguish them. The averaging method was adopted by the integration defense adopts as the integration strategy to learn from each other.
Furthermore, the ability of a single defense is improved by averaging the defense results of multiple generators. The time consumption of defense

was reduced by pre-training generators and the defense ability was improved by integrating multiple generators. Finally, the time consumption and
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defense ability of the proposed scheme was verified on the MNIST and CIFAR10 dataset. With the classification accuracy as the evaluation index,

the defense ability of the proposed scheme on six kinds of adversarial examples was verified, and compared with seven existing defense schemes.

Results showed that the proposed scheme can defend against multiple adversarial examples with very low time consumption, and its defense abil-

ity is better than the existing defense schemes.
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Tab.1 Classification accuracy of different types of ad-
versarial examples processed by various defenses
schemes on MNIST dataset

%
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Fig. 8 Relationship between different adversarial perturb-
ations of FGSM adversarial example and classifica-
tion accuracy of various defense schemes on MNIST
dataset
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Tab.3 Classification accuracy of different types of ad-
versarial examples processed by various defense
schemes on CIFAR10 dataset

%

PR FGSM BIM MI-FGSM JSMA DeepFool C&W
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Fig. 9 Relationship between different adversarial perturb-
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FAR10 dataset
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