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Abstract With the increasingly prominent application and role of cyberspace security intelligence in cybercrime, cyber-
warfare, and network counter-terrorism, it’s urgent to intensive study the basic theories and effective extraction methods of
cyberspace security intelligence. At present, security intelligence mainly faces the problems of diverse data types, discrete
distribution, and inconsistent content. Therefore, the knowledge graph technology framework is introduced to improve the
security intelligence, which aims at using the knowledge graph to solve the problem of the information collection and
processing integration of massive data, improving the collection efficiency and intelligence quality of security intelligence.
This paper first briefly reviews the research status of security intelligence and knowledge graph, and shows the application
cases of the knowledge graph of security intelligence in intelligence analysis. Second, it summarizes the framework for
building a knowledge graph of security intelligence. Then, it introduces the key technologies for the construction of secu-
rity knowledge graph, including information extraction, ontology construction and knowledge reasoning. Finally, the is-
sues facing the development of security intelligence knowledge maps are discussed.
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Figure 1 The Framework of Intelligence Knowledge Graph Construction
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