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Figure 1 (Color online) Schematic diagram of the three-party QSDC protocol with identity authentication. (a) Alice randomly generates a large
number of three-photon GHZ states; (b) Alice distributes the GHZ state to Bobl and Bob2; (c) the first round of security checking; (d) the identity
authentication; (e) Alice releases the entanglement; (f) Bobl and Bob2 encode messages; (g) the second round of security checking; (h) Alice decodes
the messages. The circles connected by the real line represent the entangled photons in the GHZ state. (c), (g) The dashed circles represent the security
checking photons. (d) The dotted circles represent the identity authentication photons. (f)—(h) The circles with horizontal and vertical lines represent the

photons operated by U, and U,, respectively
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Multi-party quantum secure direct communication (MQSDC) enables multiple communication parties to simultaneously
transmit secret messages to one message receiver through quantum channels. MQSDC plays an important role in
promoting the networking and practicality of QSDC and has wide applications in the economy, commerce, and military
fields.

Existing MQSDC schemes all assume that all the communication parties are legitimate parties, which is difficult to
guarantee in practical applications. The lack of the identity authentication for the communication parties would seriously
increase the security risk. In this way, it is possible for eavesdroppers to impersonate legitimate communicators to steal
message or disrupt communication. In this paper, we propose the first three-party QSDC protocol with identity
authentication based on the Greenberger-Horne-Zeilinger (GHZ) state. Before the communication, the message receiver
Alice and each of the two legal message senders share a sequence of keys as the legal message sender’s identity code
sequence in advance. Alice generates a large number of three-photon GHZ states. Then, Alice distributes two photons of
each GHZ state to the practical message senders Bobl and Bob2, respectively. The parties first check the security of the
photon transmission process. Only when the security checking is past, Alice and the practical message senders perform the
identity authentication. The identity authentication is based on the quantum secret sharing theory. In detail, Alice, Bobl,
and Bob2 select measurement bases according to their identity codes and announce their measurement results through a
public channel. Based on the announced measurement results, Alice can simultaneously authenticate the identities of two
practical message senders and ensure the security of their identity authentication codes. After the identity authentication,
Alice first measures her photons to release the entanglement. Then, the legal message senders can encode their messages on
the photons and send the encoded photons back to Alice. By measuring each transmitted photon and comparing the
measurement result with its initial quantum state, Alice can finally read out the transmitted messages from two message
senders.

Our protocol can guarantee the absolute security of each legal message sender’s identity authentication codes and
transmitted messages. In theory, each sender can independently send one bit of secret message to Alice. Our protocol
replaces the complicated GHZ measurement with the single photon measurement, which can simplify the experimental
operation and achieve higher success probability. The security message capacity of the three-party QSDC protocol under
practical experimental conditions is numerically simulated. The simulation results indicate that with the initial fidelity of
the GHZ state of P,=0.95, and the channel fidelity of 0.98, the maximal communication distance of our protocol can reach
about 21.85 km. Moreover, our protocol can also extend to the MQSDC with arbitrary number of practical message
senders, and the identity authentication process can be extended to the bidirectional identity authentication. Based on above
feature, our protocol has important applications in the future quantum networks field.

multi-party quantum secure direct communication, identity authentication, Greenberger-Horne-Zeilinger state,
security message capacity
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