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ABSTRACT With software service transactions shifting from pay-before-use to pay-as-you-go, the Software as a Service (SaaS)
subscription model is facing legalization and financialization challenges. This means that it does not accept financial payment on a pay-
as-you-go basis, nor does it legally regulate the rights and obligations of service providers, consumers, and platforms. To address these
issues, this paper introduces a new architecture called Smart Legal Contract (SLC), which is integrated into a service computing platform
(SaaSC). To begin with, a contract-type service interface scheme is intended to handle the subscription process of service registration and
publication on SaaS. In this scheme, we define six types of interactions, four kinds of microservice states, and their state transition
procedures, and then establish the mapping from the general service interface following the OpenAPI Specification to the contract terms
in the SLC-style SPESC language. To achieve a regularized interaction approach during service registration, a new term, called Service
Registration Term (SRT), is proposed. Furthermore, the legal Negotiation-Acceptance mechanism is used to grant consumer rights to
obtain software services. Second, in the process of service discovery and consumption, a payment mechanism for contracting demand is
proposed. Specifically, based on the service matching approach with a three-level cache, other new terms, called Service Discovery Term
(SDT) and Service Customization Term (SCT), are designed to specify the requests and responses of service discovery and invocation. A
billing model driven by SRT, SDT, and SCT has been developed to implement fine-grained charging on the level of service interface

calls and to evidence the preservation of service transactions in the blockchain. As a result, it provides a legal guarantee for the use of
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pay-as-you-go mode. From the aspect of service legalization, the SaaS+SaaSC architecture supports establishing three kinds of terms,

including service registration, discovery, and customization terms, in an SLC-based software subscription contract so that a complete

transaction procedure can be regulated among the three above parties based on their interactions, service states, and their transition

process. In terms of service financialization, the interface declaration is appended to the SLC-based contract. By automatically executing

smart contracts and checking the terms, the pay-as-you-go mode is implemented through fine-grained charging every time when calling

the service interface. Furthermore, we take the weather forecast service as an example to implement and analyze the acquisition,

delivery, and contractual payment of software services on blockchain smart contracts. The experimental results demonstrate the

feasibility and effectiveness of the proposed SaaS+SaaSC architecture, which should be a practicable approach for contracting of

software services.

KEY WORDS blockchain smart contract; SaaS; smart legal contract; microservices; service registration; service discovery
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Fig.3  Contract party’s description and relation model: (a) example of parties’ description in a SPESC contract; (b) UML relation model among

microservices, parties and contracts
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asset Eureka : type Service {

instances[

{url: “http://eureka-service.com”,
description: “Eureka server 17}],
paths[

path: “/register”, label: “Register”,

public List<InstanceInfo> getInstances(String serviceName, int servicelLevel) {

» parameters:[Instancelnfo], method: “ POST”},
{path: “/getInstances”, label: “Discover”,
parameters[serviceName, serviceLevel],
method:“GET” }],

responses|

{code: 204, description:‘success”},

{code: 404, decription:failed”}]

Applications applications = getApplications(serviceName, servicelevel); rights[

return applications.getApplications().stream() Stream<Application>

.map(Application::getInstances) Stream<List<Instancelnfo>>
.flatMap(List::stream) Stream<instancelnfo>
.collect(Collectors.toList());

{ownership: Platform}]

asset ForecastWeather : type Service {
instances|
{url: “http://weather-serivce.com”,
description: “Weather forecast serverl”}],
paths|

path:“/forecast”, method:“GET”,
parameters: [time, location], label: “Forecast”}],
response;
@GetMapping("/forecast™) 2.’_‘1_—/bevc\ﬁ:‘,/(1:scription:“served" },

public Map<String,Object> queryWeather(String location, String tim
return weatherForecastService.getCityWeather(location, time);

}

{code: 404, description:"Not Found"}],
rights[
{onwnership: Provider},
{usufrust: Provider}]
price : Money
h

B 4 ess 0 SR REIE A 2P IS5 P XA

Fig.4 Mapping from service interfaces to service declarations in Smart Legal Contract

@@nol: Party A, as the entrusting party, sends a service registration request to Party C, and Party

C is obliged to issue a service for Party A to submit for registration.

term nol_1: Provider can Commit(Service).
term nol_2: Platform must Register(Service)
when Provider did Commit(Service)

while grant Service::useRight to Platform

s lssd R

Fig.5 Term of service registration
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Fig.6 State transfer in microservice registration: (a) state transfer in original Eureka center; (b) state transfer in contract based registration
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(@@no2: Party B submits a service discovery request to Party C, and Party

C is obliged to provide Party B with a list of services.

term no2_1: Consumer can Request(Discover)

term no2_2: Platform must Discover

when Consumer did Request(Discover)

while grant Service::useRight to Consumer

where response::ServiceName is WeatherForecast

and response::ServiceLevel is good.
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Fig.7 Term of service discovery
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Fig.8 Three levels of cache mechanism for replication
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asset ForecastWeather : type Service {
instances|
{url: “http://weather-serivce.com”,

description: “Weather forecast server 17

31
paths[
{path:*“/forecast”, label: “Forecast”,

responses|

{code:200, description:"served"},
{code: 404, description:"Not Found"}],
rights[

{onwnership: Provider},

{usufrust: Provider}],

price : Money

bind GET
parameters:[time,location],method:“GET”}],
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¥ 42 101 B url F B path 5 B WG A H SC T
(] 4%, B method - Bt Wi A& HTTP J7 1%, ¥ para-
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http://weather-forecast/forecast

- time : String
- location : Integer
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Fig.9 Mapping from service interface to HTTP package
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(@(@no3: Party A shall request the weather forecast results from Party B and pay the service fee.

Party B shall withdraw the fees after successfully returning the service results.

term no3_1: Consumer can Request(Forecast)

when serviceTimes < maxTimes
while deposit price

where balance >= price.

term no3_2: Provider must Forecast(time, location)

when Consumer did Request(Forecast)

while withdraw price
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Fig.10 Term of service customized consumption
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Table 1 Structure of the transaction storage in contract

Item Field Description
lastTxid The transaction ID of the last one
partySig  Signature of current action from the party
Contract input . .
actionType Type of current action
content Name and parameters of current action
txid Current Transaction ID

Contract output contractData  Storing data of the latest contract state

partyPubList Public key list from the parties

5 ETERS
R

AR B A G0k BCACIR 55 Mk )2 /Y

AR B ERFIRITE LR

KA TN 55 5 5 AF 2 g FH 3647 52 1) 5 i 72 i
I ZIENRERE S TR, i R GistTtit
FREFIPAT R85 1) S B 4
51 RBIEAHAEREEIT

L SPESC IE S i M ek 54y
SEPLA TR R, W 11 s, RS 3Rt TT | 3
W E VGRS M. RS L. RS % —
BB AR S 55, & =7 IR S 51 78 %It
KM —B BREILE S AR HPO RSS Kk —
TG ;=2 Y, MRk 55 B A 7 A A 55 W 2 A, IR 55 TH
PO A IR 55 AL, 726 29 il = A Skt
TR = WP s b S E 5. 41 23 4
MHE T MRS Sk P& IkRFHE TS
M55 F- & . ST 59 9% 07 Z A IR 55 TN &
i R, IH R Bt AR

DLR A TR IR 45 I R Sk 61, A 24610 v 7 IR 55
PRI R 55T 2 i TR R R A B Y
T P, R 55 Ty 3 sk L P R e AR A5 Y, Y
TR A RVEAS. TS E A R 20,
A M55 1 e SRR AL, T 9% 5 AT A 3
B EREIRS, ARG AZFWIN. S5
HZ 5 MEE TG, A AW, &40 F
X HEE A, PRIIE T B s A

HR A SCHR [18] w9 I i, A 22491 % A AS
PEan i SPESC & Ml AL N Al PUAT R BE G 24, HH
O AT E 4 DL G AL plikistr. A A5IE
IE T AT A 24 1 pRBSGIC SR R IR iR 55 N 2
M55 it FE . IR 55 o BB Pl DX He Bt R g il s Tl
1T BE A A PUAT &R X e 32 B S Bl A
FA AP TR AR BT, W G068 i R OC #K
M 55 42 VIR T, BRI B O P ak S e E S 2 e
PR SE E . 250 907 P AS B A BB LT R
MRS, W SR & A2, B RES APATIRIT
SRR R RS, 45 oA AL IR 55 AR
52 EWAR

MR W34 1) 77 vE A 22 4], SR B ANTLR Al Java
ASM HEZL S SPESC iF 7 78 JVM 18 17 [ - 15 1
%% o%; H T Spring Cloud Eureka 52 ¥R 55 22 5 -
5 ffi F§ Spring Boot f# Aik 55 [N FH AE 22 4 5 X<
AR 55, 24 RESTful API i 4% 0 BT 25 X
Pobk RS G A8 58 ME S, LRI EQ
& 3Gl H 1 &8 AH EHL(Arch Linux, 8
¥ Intel CPU@1.60 GHz, N 17 8 G), H T4i% SEPSC
BREIE ARG A AR TR O 2 & BT
= IR 45 %% (Ubuntu 16.04, M #% Intel CPU@2.50 GHz,



- 486 -

TRERLF2ER, 26 45 5, 5 3 1

contract ServiceCommission{

party Consumer{
account : 0xCA35b7d9Ee6068dFe2F4E8fa3c,
certificate : ID. 9897905715458518341}

party Provider{
account : OxIuWDvekrPwA16pfAnBLY9U,
certificate ID: 91578043565079254}

party Platform{
account : 0x4B0897b0f7E9C4e5364D2dB,
certificate ID: 0141609277513359}

asset Eureka : type Service {
instances|
{url: "http://eureka—service.com”,
description: “Registration server 17}],
paths|
{path: ”/register”, label: "Register” ,
parameters: (Instancelnfo], method: "POST”},

{path: ”/getInstances”, label: "Discover”,

parameters[serviceName, serviceLevel], method:"GET” }],

responses|

{code: 204, description: “success”},
{code: 404, decription: ”failed”}],
rights|

{ownership: Platform}]

asset ForecastWeather : type Service {
instances |
{url: “http://weather—serivce.com”,
description: "Weather forecast server 17 }],
paths [
{path:”/forecast”, label: "Forecast”,
parameters:[time, location|, method: "POST”}],
responses [
{code:200, description:served”},
{code:404, description:”Not Found”}],
rights |
{onwnership: Provider},
{usufrust: Provider}],
price : Money
serviceTimes : Integer

balance : Money
maxTimes : Integer

term nol_1: Provider can Commit(Service).
term nol_2: Platform must Register(Service)
when Provider did commit(Service)
while grant Service::useRight to Platform
where response::code is 204.
term no2_1: Consumer can Request(Discover).
term no2_ 2: Platform must Discover
when Consumer did request(Discover)
while grant Service::useRight to Consumer
where response::ServiceName is WeatherForecast
and response::ServiceLevel is good.
term no3__1: Consumer can Request(Forecast)
when serviceTimes <= maxTimes
while deposit price
where balance >= price.
term no3_ 2: Provider must Forecast(time, location)

when Consumer did request(Forecast)
while withdraw price
where balance>=0 and reponse::code is 200.
Arbitration term: any controversy or claim arising out
of or relating to this contract, or the breach
thereof, shall be administered by institution:
BeijingInternetCourt.
Contract conclusions:
conclusion nol: This contract may not be modified in
any manner unless in writing and signed by both
parties.
conclusion no2: Each of parties agrees with
conversion from this contract to computer programs
on smart contract platform, and approve that the
programs’ implementation has the same legal effect.
Signature of party Consumer {
printedName: Service consumer,
signature: 0x583031D1x1Ty13aD41,
date: 2021/Apr/23rd}
Signature of party Provider {
printedName: Service provider company,
signature: 0x98e2a14F02302140225u6k,
date: 2021/Apr/23rd}
Signature of party Platform {
printedName: Service trading platform,
signature: 0x87k2s8576BD6afaBfb7q5z,
date: 2021/Apr/23rd}}

B 11 SPESC HfibiEH A& LR TR R

Fig.11 Complete example of SPESC Smart Legal Contract for weather forecast service
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Table 3 Compiling experiment of the Smart Legal Contract

Invoked

Requested tasks
terms

Responsed actions

Provider commit Platform Register

nol_1,nol 2

(Register) (party, service)
Customer request no2 1,no2 2 Platform Discover( )
(Discover) - =
Customer request 103 1.1n03 2 Provider Forecast
(Forecast) =T (time, location)

Input Compilation Output

Number of Lines of Number of Average compiling Number of
bytes code tokens time/ms bytes

994 118 187 570 2754
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Table 4 Tests of interface time cost

Before executing terms

After executing terms

Term No. Service interface
Average time/ms Confidential interval/ms Average time/ms Confidential interval/ms
1 Commit/Register 3.80 [0.87, 6.73] 5.35 [0.91,9.79]
2 Request/Discover 11.40 [10.71,12.09] 13.00 [12.06, 13.94]
3 Request/Forecast 9.60 [7.6,11.6] 11.20 [9.12,13.28]
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