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Average Consensus in Multi-agent Systems Based on Whole-process Privacy Protection

JI Liang-Hao! TANG Shao-Hong! GUO Xing' XIE Yan'

Abstract This paper investigates the average consensus problem with whole-process privacy protection for multi-
agent systems facing potential collaborative eavesdropping from multiple neighbors. The research focuses on protect-
ing both the initial states of agents and their real-time states throughout the entire process of achieving average
consensus. Different from existing privacy-preserving average consensus algorithms that only safeguard initial states
and cannot resist collaborative eavesdropping, a novel whole-process privacy-preserving average consensus al-
gorithm based on virtual subnetworks and non-vanishing perturbations is proposed. Under the proposed algorithm,
even if all communication channels of agents are eavesdropped, the average consensus of the multi-agent system can
still be achieved while ensuring whole-process protection of agent states. Finally, several numerical simulation exper-

iments verify the effectiveness of the algorithm.
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