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Ethical and Legal Protection Mechanisms for Security Risks of
Medical Artificial Intelligence

|Z . .
Wang Yue™, Dai Haiyang
(School of Law, Xi’an Jiaotong University, Xi’an 710049, China)

Abstract: Artificial intelligence (Al) is rapidly developing and being applied in the medical field, bringing
new opportunities and hopes to medical professionals and patients. However, as the objects of medical Al are hu-
mans, an Al application can pose a direct threat to the health of patients and human subjects; moreover, the poten-
tial security risks from data and algorithm defects, system flaws, or defects are particularly prominent. Therefore,
in addition to the widely accepted ethical principles for AL, medical Al should also emphasize an ethical guarantee
mechanism centered on patients and subjects, create reasonable human-computer interactions, and maintain con-
tinuous evaluation. In addition, the current medical Al should be regulated under a legal regulatory framework to
further clearly define the scope of medical Al, aiming at the particularity of medical Al for improving registration
and follow-up supervision systems. This will help ensure safety, based on building the trust of patients and clini-
cians in regard to medical Al In such cases, medical Al can improve social health care conditions, and protect the
security and welfare of the largest number of patients and human subjects.

Key Words: medical artificial intelligence; medical ethics; medical damage; medical data



