SCIENCE CHINA

Physics, Mechanics & Astronomy

@ CrossMark
é

« Article .

May 2022 Vol.65 No.5: 250311
https://doi.org/10.1007/s11433-021-1863-9

One-step device-independent quantum secure direct communication

Lan Zhou', and Yu-Bo Sheng>3”

!School of Science, Nanjing University of Posts and Telecommunications, Nanjing 210003, China;
2 College of Electronic and Optical Engineering, Nanjing University of Posts and Telecommunications, Nanjing 210003, China;
3 Institute of Quantum Information and Technology, Nanjing University of Posts and Telecommunications, Nanjing 210003, China

Received December 23, 2021; accepted January 21, 2022; published online March 10, 2022

Device-independent quantum secure direct communication (DI-QSDC) can relax the security assumptions about the devices’ in-
ternal working, and effectively enhance QSDC’s security. In this paper, we put forward the first hyperentanglement-based one-step
DI-QSDC protocol. In this protocol, the communication parties adopt the nonlocal hyperentanglement-assisted complete Bell
state analysis, which enables the photons to transmit in the quantum channel for only one round. The one-step DI-QSDC can
directly transmit 2 bits of messages by a hyperentangled photon pair, and is unconditionally secure in theory. Compared with the
original DI-QSDC protocol (Sci. Bull. 65, 12 (2020)), the one-step DI-QSDC protocol can simplify the experiment and reduce
the message loss. In particular, with the help of the hyperentanglement heralded amplification and the hyperentanglement purifi-
cation, the message loss and the message error caused by the channel noise can be completely eliminated, and the communication
distance can be largely extended. By using the photon source with a repetition rate of 10 GHz, the one-step DI-QSDC’s secret
message capacity under 50 km communication distance achieves about 7 bit/s with the initial fidelity in each degree of freedom
of 0.8. Combined with the quantum repeater, it is possible for researchers to realize the one-step DI-QSDC with an arbitrarily

long distance.
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1 Introduction

Quantum secure communication provides an absolute ap-
proach to guarantee communication security. There are some
main branches of quantum secure communication, such as
quantum key distribution (QKD) [1-14], quantum secure di-
rect communication (QSDC) [15-18], and quantum secret
sharing (QSS) [19,20]. QKD is the earliest and most widely
researched branch of quantum secure communication, which
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is used to distribute secure keys between two communica-
tion parties. QSS allows the sender to split a key into several
parts. The sender distributes each part of a key to a party. The
parties can read out the key only when they cooperate with
each other [19,20]. Different from QKD and QSS, QSDC al-
lows the message sender to directly transmit secret messages
to the message receiver without keys. On the other hand,
QSDC can also achieve the function of QKD [21]. QSDC
was first proposed by Long et al. [15] in 2002. In 2003
and 2004, Deng et al. [16, 17] proposed the entanglement-
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based two-step QSDC protocol and the single-photon-based
QSDC protocol, respectively. In the past few years, QSDC
has made important progress in experiments [22-27]. In
2016, Hu et al. [22] demonstrated the single-photon-based
QSDC using frequency coding. In 2017, researchers real-
ized the entanglement-based QSDC with quantum memory
[23]. Soon later, the first long-distance QSDC experiment
was achieved by Zhu et al. [24]. In 2021, Qi et al. [27] re-
ported their work on a 15-user QSDC network with any two
users being 40 km apart. Besides the experiment progress,
QSDC has also gained great development in theory [28-40].
The measurement-device-independent (MDI) QSDC and the
device-independent (DI) QSDC were proposed in 2018 and
2020, respectively [29, 33], which could effectively enhance
QSDC’s security in the practical experimental condition.

Similar to DI-QKD [41-48], DI-QSDC only requires two
fundamental assumptions, that is to say, quantum physics is
correct and no unwanted signal can escape from the labora-
tories. In the original DI-QSDC protocol [33], Alice needs
to generate a large amount of two-photon entangled states.
Both photons in each photon pair have to be sent to Bob by
two rounds of photon transmission processes, respectively.
Only when Bob obtains both photons of an encoded pho-
ton pair, can he obtain the encoded messages by perform-
ing the local Bell state analysis (BSA). In this way, we call
the original DI-QSDC protocol the two-step DI-QSDC pro-
tocol. The security of each photon transmission round only
relies on the observation of data that conclusively violates
a Bell (typically, the Clauser-Horne-Shimony-Holt (CHSH))
inequality [49, 50]. However, the photon loss and decoher-
ence caused by the environment would deteriorate the qual-
ity of the nonlocal correlations between the photons, which
will provide an opportunity for the eavesdropper to intercept
some encoded messages without being detected, and cause
the message loss and the message error. It is noteworthy that,
unlike QKD, the communication parties cannot use the post
processing method to correct the message error, for QSDC
transmits meaningful messages, not random keys. The mes-
sage error and the message loss problems seriously limit the
practical application of the two-step DI-QSDC.

Recently, a feasible one-step QSDC protocol has been pro-
posed [40], where the message sender only needs to transmit
photons in the quantum channel for one round. To further
relax the security assumptions and enhance the security of
the one-step QSDC in a practical scenario, we proposed the
first one-step DI-QSDC protocol. In this protocol, the re-
ceiver Bob prepares a large amount of polarization-spatial-
mode hyperentangled two-photon pairs and distributes the
hyperentanglement to the sender Alice through the practi-
cal quantum channel for only one round. They perform the
CHSH test in each degree of freedom (DOF) to ensure the
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security of the photon transmission. Then, Alice encodes her
messages in the polarization DOF of the photons. After en-
coding, the parties adopt the nonlocal complete polarization
BSA assisted by the spatial entanglement [51-54]. Bob can
obtain the encoded messages according to the BSA results.
This one-step DI-QSDC protocol is unconditionally secure
in theory. It has some attractive advantages. First, it can sim-
plify the operation of DI-QSDC. Second, it can effectively
reduce DI-QSDC’s message loss. In particular, when com-
bined with the hyperentanglement heralded amplification and
the hyperentanglement purification, the message loss and the
message error caused by the channel noise can be completely
eliminated.

This paper is organized as follows. In sect. 2, we explain
this one-step DI-QSDC protocol in detail. In sect. 3, we sim-
ulate the secrete message capacity of this one-step DI-QSDC
protocol against the collective attacks. In sect. 4, we propose
a modified one-step DI-QSDC protocol with the hyperentan-
glement heralded amplification and the hyperentanglement
purification. In sect. 5, we make a discussion and provide a
conclusion in sect. 6.

2 One-step DI-QSDC protocol

The security of the one-step DI-QSDC protocol does not rely
on any detailed description, or trust, of the inner workings
of users’ devices. Figure 1 provides the schematic principle
of the one-step DI-QSDC protocol. It uses the polarization-
spatial-mode hyperentangled photon pairs. The four Bell
states in polarization DOF have the form of

L1
l¢y) = %(IHH> =|VV)),

N 1
W) = 5 UHVY = IVED),
where |H) and |V) represent the horizontal polarization and
the vertical polarization, respectively. Meanwhile, in the
spatial-mode DOF, the four Bell states in Bob’s location are

6]

+ 1 /7 ’
83) = 5 (b1b1)  bab) 2
| 2)
W) = —=(b16) = bab)),
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where by, by, b} and b) represent the spatial modes in Bob’s
location.

Step 1 Bob prepares an ordered N polarization-spatial-
mode hyperentangled photon pairs in |®*); = |¢;; ) ® los)
(i =1,2,...,N). He divides the N hyperentangled photon
pairs into two photon sequences, the traveling (7') photon
sequence [T, T5,T3,...,Ty] and the home (H) photon se-
quence [Hi, Hy, Hs, ..., Hy]. Then, he sends the T photons
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(Color online) The basic diagram of the one-step DI-QSDC protocol. The message receiver Bob prepares N pairs of polarization-spatial-mode

hyperentangled photons in |¢;) ®|¢7;). He sends one photon of each photon pair to the message sender Alice. The security of the photon transmission process
is guaranteed by the CHSH test (the red dotted box). Then, Alice encodes messages in the polarization DOF. Both parties perform the nonlocal complete
polarization Bell state analysis (the grey dotted box) and Bob can finally obtain the encoded messages.

to Alice through the quantum channel and stores the H pho-
tons into the quantum memory devices.

Step 2 After all the T photons are sent to Alice, if there
is no eavesdropping or error, the two parties share the hyper-
entangled state |®7); = |¢;) ®14{,5), Where ¢, ;) belongs to
the spatial-mode Bell states as:

. 1
|pian) = $(|albl> * |axby)),
1 3)
Wiag) = —=(lai1b) £ laxby)),

V2

where a; and a, represent two spatial modes in Alice’s lo-
cation. Alice stores all her photons in quantum memory de-
vices. Then, she randomly selects some photon pairs as the
security checking photon pairs and announces their positions
through a classical channel. Both parties extract the security
checking photons and measure them with the bases chosen
randomly in both DOFs. In both DOFs, Alice has four possi-
ble measurements bases as Ay = 0, A| = ‘T*';U‘ VA = T,
and A; = o,. Bob has two possible measurements bases
By = 0, and B, = o, [45,46]. All the measurement re-
sults A" = {4y, Aoy Az Aspio} a0 B” = 1By, Bop)
have the binary outcomes +1 and —1. If Alice or Bob ob-
tains an inconclusive result (the photon detectors do not click
any photon), she or he randomly sets the measurement result
to be +1 or —1. We suppose the marginals are random for
each measurement. After the measurements, the parties an-
nounce their measurement bases and measurement results in
both DOFs.

There are four different cases. In the first case, Alice

chooses Ajp) or Azy). The parties use their measurement

results to estimate the CHSH polynomial in polarization
(spatial-mode) DOF as:

Sp= (A’IPB’IP) + (A’lpng) + (A’ZPB’IP) - (A;pB’zp),
S = <A/lsB’15> + <A’lsB,2s> + <A;sB/1s> - <A/2s3’25>'
(A7 B’ ) is defined as the probability (P) of A’,

j— /
ip(s) ™ jp(s) ip(s) ij(S)
subtracts that of Az,'p(s) * B;.p(s) (i=1,2,j=1,2). In the sec-
ond case, Alice chooses Agp(s) and Bob chooses Byy). They
use their measurement results to estimate the bit-flip error

rate (Qp)1) in the polarization (spatial-mode) DOF as:
Op1 = P(Ay, # B,
QSI = P(A(,)q # B/lS)'
In the third case, Alice chooses A3y and Bob chooses Bays).

They use the measurement results to estimate the phase-flip
error rate (Qps)2) in the polarization (spatial-mode) DOF as:
Op = P(Ay, # By),
Q¢ = P(A}, # B)).
In the last case, Alice chooses Agp) and Bob chooses Byys),
or Alice chooses Asp) and Bob chooses Bipi). The parties
discard their measurement results.

Spe) < 2 (the well-known CHSH inequality) indicates
that the parties’ measurement results in polarization (spatial-
mode) DOF are classically correlated. In this case, there ex-
ists a trivial attack for Eve to eavesdrop on all the photons
without being detected, so that the photon transmission pro-
cess is not secure. Therefore, if S < 2, the parties have
to discard the communication. On the other hand, §, > 2
and S > 2 indicate that the parties’ measurement results in
both DOFs are non-locally correlated, and they can bound

“4)

®)

(6)
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Eve’s photon interception rate. If S, (S) reaches the maxi-
mal value of 2 V2, the parties share the maximally entangled
state |¢;) (I¢<y5))- Under this case, Eve’s photon interception
rate can be reduced to zero [55]. Therefore, if both S, > 2
and S > 2, the parties regard the photon transmission pro-
cess to be secure.

Step3 When the parties ensure the security of the photon
transmission process, they extract the stored photons from
the memory devices. Alice encodes her messages by per-
forming the four unitary operations Uq,, Uip, Usp, and Us,
on her photons. The four unitary operations can be written
as:

Usp = I = [H)(H] + VXV,

= o = [H)(H| ~ [VXV,
= op = [V)H] + [HXV),
Usp = i = [HXV| — [V)(HI.

S
s
|

(N

S
[

Uop, Uip, Uap, and Us, can make |¢l’;) evolve to |¢;), [0
|1,//;; ), and le; ), respectively. We define that Ug,, Ujp, Uszp,
and Us), represent the classical messages 00, 01, 10, and 11,
respectively. Meanwhile, Bob also randomly performs one
of the four above unitary operations on each of his photons.

Step 4 Alice and Bob perform the nonlocal polarization
BSA assisted with the entanglement in the spatial mode DOF.
The diagram of the nonlocal BSA is shown in Figure 2.
The parties can distinguish four Bell states in the polariza-
tion DOF heralded by the detector responses. We provide the
specific formula derivation in Appendix Al. With the spa-
tial entanglement of [¢7, ), the polarization BSA results and
the corresponding detector responses are shown in Table 1.
After the measurement, only Alice announces her detector
clicks in the classical channel. Bob can obtain the BSA re-
sults based on their detector responses, and read out Alice’s
messages combined with his own unitary operations. For
example, when the detectors D; and Dg click photons and
Bob’s unitary operation is Ujp, Bob can obtain that the po-
larization BSA result is |¢;,). Combined with his unitary op-
eration, Bob can deduce Alice’s unitary operation to be Usp,
corresponding to the message of 11.

3 The secrete message capacity of the one-step
DI-QSDC protocol against the collective attacks

In the one-step DI-QSDC protocol, we require that Eve obeys
the laws of quantum physics. Meanwhile, he cannot obtain
the information of both parties’ local operations or change
the parties’ measurement results. In this way, we can even
assume that Eve can control the entanglement source and
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Figure 2 (Color online) The diagram of the nonlocal Bell state analy-
sis in the polarization DOF assisted by the spatial entanglement [51]. PBS
represents the polarization beam splitter, which can totally transmit the hor-
izontally polarized photon and reflect the vertically polarized photon. QWP
means the quarter wave plate, which can make the Hadamard operation in
the polarization DOF. D;-Dg represent the single photon detectors.

Table1 The polarization Bell states corresponding to the detector responses

BSA result Detector responses
(9] D1 Ds D,Dg D3D; D4Dg
65> D) Dg D> Ds D3Dg D4D7
s DD D, Dg D3Ds D4Dg
2 D1 Dg D>D7 D3Dg D4Ds

know both parties’ measurement results. As Eve does not
know Bob’s random unitary operations, he still cannot read
out the encoded messages. In the security checking process,
the parties can only use the observed relation between the
measurement basis (input) and the measurement result (out-
come) to bound Eve’s knowledge. Here, we consider the
collective attack, in which Eve performs the same attack on
each system of Alice and Bob. In this way, all the pho-
ton pairs have the same form after the photon transmission.
We assume that the total photon state shared by Alice, Bob,
and Eve has the product form of [['agg) = |raBg)®", where
[TABE) = |TABEp) ® |TABEs) and n means the number of the hy-
perentangled photon pairs after the photon transmission. We
also require that the parties’ measurement results are only a
function of the current inputs.

As the photons only transmit in the quantum channel for
one round, the security analysis of the one-step DI-QSDC
protocol is quite similar to that of the DI-QKD [42,43]. We
define the secrete message capacity (E.) as the amount of the
transmitted correct and secure messages divided by the total
amount of the encoded hyperentangled photon pairs. We can
only use the observed parameters Qp, Op2, Osi, Os2, Sp, and
S. Although we have specified a particular state to produce
these correlations, in the practical application, we do not as-
sume anything about the implementation of the correlations.

We first research the ideal scenario. In the ideal quantum
scenario, if there is no eavesdropping, all the photons can be
transmitted to Alice correctly. As a result, the CHSH poly-
nomials in both DOFs meet S, = S, = 2 \/5, and the error
rates meet Qp; = Opp = Qg1 = Op = 0. In this case, any
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eavesdropping behavior during the photon transmission pro-
cess would result in a decline in the CHSH polynomials and
a rise in the error rates in both DOFs, thus can be easily de-
tected during the security checking. In this way, the one-step
DI-QSDC protocol is unconditionally secure. As each en-
coded polarization Bell state encodes 2 bits of messages, the
value of E. is 2.

Next, we consider the security of the one-step DI-QSDC
protocol with the practical imperfect devices and the noisy
channel. According to the Csiszar-Korner theory [56], we
can obtain E_. as:

E. = 2(Iap — Iap), (8)

where Ixp and I5g represent the mutual information between
Alice and Bob, and between Alice and Eve, respectively. Iap
can be calculated as:

Ing = 1 = h(Qp). ©))
Here, & is the binary entropy with the form of
h(x) = —xlog, x — (1 — x) log, (1 — x), (10)

and Q) represents the total error rate in the polarization DOF.

In the practical experiment, we have to consider the pho-
ton loss and the decoherence. The photon loss can be divided
into two categories, the local loss and the transmission loss.
The local loss represents the photon loss occurring within
the users’ laboratory. We define the local efficiency 7 as
the product of the coupling efficiency 7. between the pho-
ton source and the fiber, the efficiency 1, of the quantum
memory device, and the detection efficiency 74 of the photon
detector, 17; = gcmnq. The transmission loss means the pho-
ton loss occurring during the photon transmission process.
The photon transmission rate has the form of 5, = 1072410
(e = 0.2 dB/km, and d is the communication distance be-
tween two parties). The decoherence effect during the photon
transmission process would degrade the entanglement and in-
crease the bit-flip error rate and the phase-flip error rate in
each DOF. Here, we consider a general white-noise model in
both DOFs, where the maximally entangled states |¢;) and
|¢¥) degrade to the mixed states as:

+ + 1- FP + + — —
pp = FP|¢p><¢p| + T('wp><d/p| + |¢p><¢p|

+ I, X, ),
+ + 1 - F + +
Ps = Filoap X dapl + T(|‘//5AB><¢SAB|

+ 1A Psanl + Wiap)Wiag))-

In this way, after the photon transmission, the parties finally
share N pairs of mixed states as:

an

1
Pout = N1 Pp ® ps + 7 =) (H)CH]| + [V)XV])
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1
® (1b1Xb1l + 1b2)Xbal) + mem(1 = m)(HXH| + [V)(VI)

® (lar)ai] + laz)az]) + (1 = m)(1 = nap)lvac)(vacl. (12)

In theory, if there is no eavesdropping, the error rates
and CHSH polynomials in both DOFs can be calculated as
[41-43]:

1
Q1 + Op2 = (1 =) + map (1 = Fyp)
1
= 5(1 + g = 273 Fp),

Sp = 2\/§m7712Fp, (13)

1
Qui + Qo = 5 (1 =nap)) + (1 = F)

1
=0+ nay = 2nari Fy),
Ss=2 \/Emnles.

We first calculate Q. If the bit-flip error or phase-flip er-
ror occurs in a DOF, it would make the BSA obtain the wrong
result, thus making Bob obtain the wrong messages. It is no-
ticed that when the entanglement in both DOFs suffers from
the same kind of error, Bob can still read out the correct mes-
sages (The specific derivation is shown in Appendix A2). In
the white-noise model, we have Qp; = Qps and Qg1 = Q.
In this way, we can calculate Q as:

th =1-(- Qpl - Qp2)(1 = Os1 — Os2)
- Qplel - Qp2Qs2
=204 + 2Qpl - 6Qlep1~ (14)

When S > 2 and §, > 2, we can estimate the Holevo
quantities in the spatial-mode and polarization DOFs by

X)) < h(”— V<52/2>2—1)
\/72 (15)
X(S,) < h(%],

which were proven in refs. [42,43]. In this way, we can
obtain that the upper bound of Eve’s photon interception
rate equals the minimum value between x(Ss) and x(Sp).
In the practical experimental condition, the entanglement in
the spatial-mode DOF often has stronger noise robustness
than that in the polarization DOF [57], so that it is natu-
rally F; > F,. In this way, we can obtain S, > §, and
X(8s) < x(Sp). In practical applications, we can utilize x(S )
to bound Eve’s photon interception rate. When Eve intercepts
some photons sent from Bob, he prepares some hyperentan-
gled photon pairs in [®) = |¢7) ® |¢]) and sends one photon
of each photon pair to Alice through a high-quality quantum
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channel. After Alice encodes her messages on these pho-
tons, Eve and Alice make the nonlocal polarization BSA, and
Eve can finally obtain Alice’s encoded messages according to
their measurement results. Therefore, we can bound the mes-
sage leakage rate (/ag) of the one-step DI-QSDC protocol by
1+ /(Ss/22 -1 )

(16)

IAE=X(Ss)Sh( >

which equals DI-QKD’s key leakage rate [43].
Taking eqgs. (14) and (16) to eq. (8), we can bound the
secrete message capacity E. as:

Ec 2 2[1 - h(ZQsl + 2Qpl - 6Qlep1)

) "

2

Meanwhile, we can also obtain the message loss rate (yss)
and the message error rate (reror) Of the one-step DI-QSDC
protocol as:

2
Foss = 1 — mmn

(18)
Ferror = th-

It is noticed that as the one-step DI-QSDC protocol reduces
the photon transmission rounds, its 7j.s is lower than that of
the original two-step DI-QSDC protocol (riess0 = 1 — 77777).

Next, we compare this one-step DI-QSDC protocol with
the DI-QKD protocol [42,43] and the original two-step DI-
QSDC protocol [33]. The bit error rate Qqokp and the secret
key generation rate R of the DI-QKD protocol can be calcu-
lated as [42,43]:

1
Qqkp = 5 (1 - nan Fp),

1+ \Sp/27 - 1) (19

RZl—h(QQKD)—h[ >

In the two-step DI-QSDC protocol [33], the total error rate
O and the secrecy message capacity Eq can be calculated
as:

1
Qi = S (1 +min} = 2R F),

1+ VS,/27 - 1” (20)

Ec022[1—H(Qt)—h[ )

In Figure 3, we show the values of Oy, O, and Qqkp as
a function of the communication distance d. In Figure 4,
we provide the values of E., E, and R altered with d. We
set the local efficiency i = 0.98. In the one-step DI-QSDC
protocol, we control F, = Fy = 1 and 0.98, while in the
two-step DI-QSDC protocol and the DI-QKD protocol, we
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control F, = 1 and 0.98, respectively. It can be found that
Qokp is the lowest, for DI-QKD only relies on the entangle-
ment in one DOF and the photons only transmit in the quan-
tum channel for one round. The two-step DI-QSDC proto-
col also relies on the entanglement in one DOF, but the pho-
tons should transmit in the quantum channel for two rounds,
which will increase the error rate. The one-step DI-QSDC
protocol adopts the hyperentanglement in two DOFs. The
error in any DOF would increase Qp, so that Qp is higher
than O, and Qqkp even though the photons only transmit in
the quantum channel for one round. The values of Qp, O,

0.26 : : : : : : : : :
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Figure 3  (Color online) Qp of the one-step DI-QSDC protocol, Q; of
the two-step DI-QSDC [33], and Qqkp of the DI-QKD protocol [43] al-
tered with the communication distance d. Here, we set the local efficiency
m = 0.98. In the two-step DI-QSDC protocol and the DI-QKD protocol, we
control F, = 1,0.98, while in the one-step DI-QSDC protocol, we control
Fp = Fs = 1,0.98, respectively.

1.4
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Figure 4 (Color online) E. of the one-step DI-QSDC protocol, E¢ of the
two-step DI-QSDC protocol [33], and R of the DI-QKD protocol [43] altered
with the communication distance d. Here, we consider the local efficiency
m = 0.98. In the DI-QKD protocol and the two-step DI-QSDC protocol, we
control F}, = 1,0.98, while in this one-step DI-QSDC protocol, we control
Fy = Fs = 1,0.98, respectively.
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and Qqkp influence the secrecy message capacity and key
generation rate. In Figure 4, E., E, and R all reduce largely
with the growth of the communication distance, and E. is
slightly lower than Ey. In relatively low communication
distance, E. and E. are higher than R, because each pho-
ton pair in the one-step DI-QSDC protocol and the two-step
DI-QSDC protocol can transmit 2 bits of messages, while
each photon pair in the DI-QKD protocol can only generate
1 bit of key. With the growth of communication distance,
DI-QKD’s advantage in the low error rate makes R exceed
E. and E,o. Meanwhile, the maximal communication dis-
tances of the one-step DI-QSDC protocol are about 1.61 and
0.96 km corresponding to F, = Fs = 1 and 0.98, respec-
tively, which are lower than those of the two-step DI-QSDC
protocol and the DI-QKD protocol. On the other hand, con-
sidering F, = Fj, the threshold value of F, (Fj) is about
0.923. If F, (Fy) is lower than 0.923, no correct messages
can be transmitted to Bob.

4 The modified one-step DI-QSDC protocol

From the above section, the photon transmission loss and de-
coherence caused by the channel noise largely reduce the se-
crecy message capacity and even threaten the security of the
one-step DI-QSDC protocol. To solve these two problems,
we propose a modified one-step DI-QSDC protocol assisted
with the hyperentanglement heralded amplification and the
hyperentanglement purification.

In 2019, our group proposed a heralded amplification pro-
tocol for an arbitrary polarization-spatial-mode hyperentan-
gled state as [58]:

lp) = (alHH) + BIVV)) ® (0laiby) + &lazbs)). 2y

By performing the heralded amplification, we can effectively
increase the fidelity of the hyperentangled state to very close
to 1 while keeping its spatial and polarization features un-
changed. Moreover, this amplification protocol only requires
the common linear-optical elements, so that it can be realized
under current experimental condition.

Entanglement purification is a reliable method to distill
high-quality entanglement from degraded low-quality entan-
gled ensembles [59-70]. In recent years, some attractive hy-
perentanglement purification protocols (HEPPs) were pro-
posed [71-75]. For example, in 2014, Ren et al. [72] pro-
posed a two-step HEPP for the nonlocal polarization-spatial-
mode hyperentangled state. By successfully performing the
HEPP, the parties can increase the fidelity in each DOF when
the initial fidelity in each DOF is higher than % Moreover,
the parties can repeat the HEPP to further increase the fidelity
of the hyperentangled state.
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Figure 5 shows the diagram of the modified one-step DI-
QSDC protocol. In detail, once Bob sends a photon of a
hyperentangled photon pair to Alice, Alice performs the her-
alded amplification protocol in ref. [58]. When the amplifica-
tion protocol is successful, it indicates that the photon arrives
at Alice’s location. Alice announces Bob to keep the corre-
sponding photon. Otherwise, if the amplification fails, it in-
dicates that the photon is lost during the transmission. Alice
announces Bob to discard his corresponding photon. In this
way, the parties can nearly eliminate the influence of photon
transmission loss. After that, the parties need to repeat the
HEPP in ref. [72] to increase the fidelity of |¢; )®lpt,p) to the
expected value, i.e., above 0.99. In this way, if no eavesdrop-
ping exists, the CHSH polynomials S}, and S can be very
close to 2 \/51712 and the error rates 1’01 + Q;z, o T O, will
be close to %(1 - r]lz). The message leakage rate can be effec-
tively reduced to I}, . < h(H—"(Szg/z)Ll). Moreover, the mes-
sage loss and message error caused by the photon transmis-
sion loss and the decoherence can be nearly eliminated and
the communication distance can be largely extended. The
secret message capacity of the modified one-step DI-QSDC
protocol can be calculated as:

Ecm ZPamPheppz[l - h(zQ:1 + 2Q[;1 - 6Q:1Q;1)

T

2

where P, and Pypp are the total success probability of the
heralded hyperentanglement amplification and the HEPP, re-
spectively. For example, we control the initial fidelity in each
DOF as 0.8 and the communication distance as 50 km. With
the help of the heralded amplification and the HEPP, we can
increase the photon transmission rate from 0.1 to 0.95 and
fidelity in each DOF from 0.8 to be higher than 0.99. In this
case, considering the photon source with the excitation repe-
tition rate of 10 GHz [76], we can still obtain E.,, ~ 7 bit/s.

5 Discussion

The original QSDC and DI-QSDC protocols all adopt local
BSA, so that the encoded photon pairs should be sent to the
message receiver by two rounds of photon transmission. Af-
ter receiving the encoded photon pairs, the message receiver
can read out the encoded messages by performing the lo-
cal BSA without the additional classical communication. In
the paper, we propose the first one-step DI-QSDC protocol,
which only requires one round of polarization-spatial-mode
hyperentanglement distribution in the quantum channel. The
key element of this one-step DI-QSDC protocol is the non-
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Figure 5

(Color online) The diagram of the modified one-step DI-QSDC protocol. After the photon transmission process, the parties perform the hyper-

entanglement heralded amplification [58] and the hyperentanglement purification [72] to solve the photon transmission loss and the decoherence problems,
respectively. In this way, the parties can construct the near-perfect hyperentangled quantum channel.

local polarization BSA, which can completely distinguish all
the four polarization Bell states assisted by the entanglement
in the spatial-mode DOF and the one-way classical commu-
nication (Alice announces her measurement results). With
the help of the nonlocal BSA, the encoded photons do not
need to be sent back, which can effectively simplify the ex-
perimental operation.

Although the one-step DI-QSDC has a slightly higher er-
ror rate and a lower secrecy message capacity than the orig-
inal two-step DI-QSDC protocol [33] and DI-QKD protocol
[42,43], it still has some attractive advantages in practical
applications.

First, the DI-QKD can only distribute 1 bit of random
key with a photon pair. For transmitting secret messages,
it requires the extra one-time pad and the two-way classical
communication (Alice and Bob announce their measurement
bases). Moreover, the parties also require secure encryption,
perfect key management, and secure decryption. In contrast,
our one-step DI-QSDC protocol can directly transmit 2 bits
of secret messages assisted with the one-way classical com-
munication. Considering the classical communication time
of f., the photon transmission time of 7z, and neglecting the
local operation time and security checking time, one round of
the DI-QKD based communication consumes ?, + 3f., while
one round of the one-step DI-QSDC only consumes #, + f..
Therefore, the practical communication efficiency C of the

DI-QKD based communication and the one-step DI-QSDC
can be respectively calculated as:

1
C = ,
QKD Iq+ 3t
1 (23)
Cone—step QSDC = g + 1e E..

If we set 7y = 1, it can be found that the one-step DI-QSDC
has higher practical communication efficiency.

Second, for transmitting 2 bits of secret messages per en-
tangled photon pair, the two-step DI-QSDC requires the local
complete BSA. Actually, current local complete BSA proto-
cols all require the nonlinear optical elements, i.e., the cross-
Kerr medium [77, 78] and the artificial atoms [79-81]. The
local BSA in linear optics can only distinguish two of the
four polarization Bell states so that the two-step DI-QSDC
protocol can only transmit 1 bit of message per photon pair
in the practical experimental condition. However, the nonlo-
cal complete polarization BSA adopted in the one-step DI-
QSDC protocol is totally in linear optics and feasible under
the current experimental condition.

Third, in the original two-step DI-QSDC protocol [33],
the parties cannot perform the entanglement purification af-
ter the second photon transmission process. The reason is
that the entanglement purification may change the polariza-
tion Bell states, thus destroying the encoded messages [33].
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In this way, the two-step DI-QSDC protocol cannot eliminate
the message error problem caused by the decoherence during
the second photon transmission process, which is a big ob-
stacle in practical applications. In particular, if one hopes
to further extend DI-QSDC’s communication distance, the
quantum repeater is necessary. For the two-step DI-QSDC,
the quantum repeater should be used in both rounds of photon
transmission. However, it is difficult to implement the quan-
tum repeater during the second photon transmission process
without entanglement purification. In contrast, the one-step
DI-QSDC protocol only requires one round of photon trans-
mission. As long as the parties can construct the nearly per-
fect quantum channel with the help of the hyperentanglement
heralded amplification and hyperentanglement purification,
the one-step DI-QSDC can nearly eliminate the message loss
and the message error caused by the channel noise. More-
over, the quantum repeater can also be implemented with the
help of entanglement purification. Therefore, combined with
the quantum repeater technology, it is possible to realize the
one-step DI-QSDC with an arbitrarily long distance.

Finally, we discuss the experimental realization. This one-
step DI-QSDC protocol uses the polarization-spatial-mode
hyperentanglement. The generation of hyperentanglement
has been widely researched [82-86]. In 2004, Yabushita et
al. [82] reported that photon pairs produced by the spon-
taneous parametric down conversion (SPDC) source can be
hyperentangled in polarization and spatial-mode DOFs, po-
larization, spatial, energy, and time-bin DOFs, polarization
and frequency DOFs. Soon later, the group of Barreiro [83]
realized the first quantum system hyperentangled in polariza-
tion, spatial-mode, and time energy DOFs in the experiment.
Recently, researchers also experimentally demonstrated the
distribution of the polarization-time-bin hyperentanglement
[87] and the polarization-spatial-mode hyperentanglement
[88]. Meanwhile, the hyperentanglement storage in the path
and the orbital angular momentum DOFs has also been re-
alized in experiments [89]. Combined with the complete
hyperentangled BSA [78] and hyperentanglement purifica-
tion [72], the hyperentanglement swapping is also possible
to realize. Based on the above attractive achievements, the
one-step DI-QSDC with an arbitrarily long distance may be
realized with the help of the hyperentanglement quantum re-
peaters.

6 Conclusion

In conclusion, QSDC can directly transmit secret messages
between communication parties without keys. In the prac-
tical imperfect experimental condition, DI-QSDC can effec-
tively enhance QSDC'’s security. In the paper, we propose the

Sci. China-Phys. Mech. Astron.

May (2022) Vol.65 No.5 250311-9
first one-step DI-QSDC protocol. In the protocol, the mes-
sage receiver Bob generates a large amount of polarization-
spatial-mode hyperentangled photon pairs and sends one
photon of each photon pair to the information sender Alice.
The parties guarantee the security of the photon transmission
process by the observation of the data conclusively violating
the CHSH inequality. Then, Alice encodes her messages on
the photons in the polarization DOF by performing four uni-
tary operations and Bob also randomly performs the unitary
operations on his photons. The parties perform the nonlocal
complete polarization BSA on each photon pair assisted with
the entanglement in spatial-mode DOF and Bob can deduce
Alice’s encoded messages according to their measurement
results combined with his unitary operations. This one-step
DI-QSDC protocol is unconditionally secure in theory. The
message sender can transmit 2 bits of secure messages to the
receiver with one pair of hyperentangled states. In the practi-
cal noise channel condition, its message leakage rate equals
the photon interception rate in the photon transmission pro-
cess. This one-step DI-QSDC protocol has some attractive
advantages. First, the encoded photons should not be sent
back for the local BSA, which can simplify the experimental
operation and reduce the message loss. Second, the nonlocal
BSA only relies on linear optical elements, so that it is feasi-
ble under the current experimental condition. Third, with the
help of the hyperentanglement heralded amplification and the
HEPP, the parties can construct the near-perfect hyperentan-
glement channel and completely eliminate the message error
and the message loss caused by the channel noise. In particu-
lar, it is possible to combine this one-step DI-QSDC protocol
with the quantum repeater, which has the potential to realize
the one-step DI-QSDC with an arbitrary distance. The one-
step DI-QSDC protocol may have application potential in the
future quantum communication field.

This work was supported by the National Natural Science Foundation of
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Appendix

A1 The nonlocal complete polarization BSA

In this section, we provide the detailed formula derivation of
the nonlocal complete polarization BSA assisted with the en-
tanglement in the spatial-mode DOF. As shown in Figure 2,
this BSA protocol only requires some linear optical elements,
including the PBSs, the QWPs, and the single photon detec-
tors (Dy-Dg).

Suppose that the parties share a maximally hyperentangled
State as:

S UHE HIVV)© - (aib)+kab). @)
After the parties’ operations in the polarization DOF, the po-
larization state may transform to four Bell states. In the first
case, the polarization state does not change, so that the hy-
perentangled state is |¢;) ® |¢:, ;). By passing the photons in
ayay and b b, through the PBSs, which can totally transmit
the photon in |H) and reflect the photon in |V), |¢; ) ®1dg
evolves to

|65 ®1bap) =

1
S(HH) +[VV)) ® (lasbs) + asba)). (a2)

Then, the photons in aszas and b3by modes pass through
the QWPs, which make |H) — %(IH) +|V)), and |V) —
%(IH > —|V)). In this way, the state in eq. (a2) becomes

1
S(HH) +[VV)) ® (lasbs) + lacbe)). (a3)

Finally, the parties pass the photons in asag and bsbs modes
through the PBSs and detect the output photons by the single
photon detectors. It can be found that the initial hyperentan-
gled state |¢;,r ) ® |¢!,5) can make the detectors D1 Ds, D3 Ds,
D3 D7, or D4Dg each register one photon.
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In the second case, the polarization state changes to
|¢; ), and the whole hyperentangled state is |¢; Y ® |¢;’AB> =
\/LquH) —-VVy ® \L@(Ialbl) + |axby)). After the PBSs, it
evolves to

1
S(HH) = [VV)) ® (lasbs) + asba)). (a4)

Then, by passing the photons through the QWPs, the parties
can obtain

1
S(HV) +|VH)) ® (lasbs) + lacbe)), (a5)

which can make the detectors D D¢, D,Ds, D3Dg, or DysD+
each register one photon.

In the third case, the polarization state changes to Iw; )
thus the whole hyperentangled state is ;) ® I¢{\5) =
%(IHV) + |VH) ® %(m]b]) + lazb,)). After all the op-
erations, the state [y;) ® |¢], ) evolves to

1
S(HH) = [VV)) ® (lasbs) + lachs)). (a6)

and can be finally detected by D D7, D> Dg, D3Ds, or D4Dg.
In the last case, the polarization state changes to |/, ), thus
c - _ 1
the whole hyperentangled state is |/,) ® loiag) = %(|H V) -
IVH)) ® %(Ialbl) + lazby)). After the BSA operations, it
becomes

1
5(HV) = |VH)) ® (lasbs) + lacbs)), (a7)

and can be detected by D, Dg, Dy D7, D3Dg, or D4Ds.
Therefore, when Alice announces her measurement results
through the classical channel, Bob can obtain the BSA results
based on their measurement results, and read out Alice’s en-
coded messages combined with his unitary operations.

A2 The nonlocal complete polarization BSA when the
same kind of errors occur in both DOFs

In this section, we prove that when the same kind of er-
rors happens in both DOFs, Bob can still obtain the correct
encoded messages from their measurement results. Here,
we suppose Bob’s unitary operation is Uj,. We first con-
sider that the bit-flip error occurs in both DOFs, so that
the initial hyperentangled state degrades to [y;) ® Y7,
HUHY) +|VH)) ® ~5(laib2) + lazb)).

In the first case, Alice performs Ug, on the 7 photon.
Combined with Bob’s operation, the initial state changes to
6 ® W iap) = %(IHH)+ IVV))®\/%(Ialbz>+ lazby)). After
the nonlocal BSA operations, it evolves to

1
S(HH) +VV)) ® (lasbs) + lasbe)). (a8)
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The state in eq. (a8) can be detected by D D7, D>Dg, D3Ds,
or D4Dg. According to Table 1, Bob can deduce that the en-
coded polarization Bell state is |¢;§ ». Combined with his own
operation, he can further obtain that after Alice’s encoding,
the polarization state is |¢; ), so that Alice’s operation is Ug,
and her encoded messages are 00.

In the second case, Alice performs Uj, on the T pho-
ton. After Bob’s operation, the initial state changes to
167) @ Wing) = S(HH) = [VV) @ L(la1ba) + lasb1)). By
performing the nonlocal BSA operations, |¢, )®[y{, ) is con-
verted to

1
5(HV) +|VH)) ® (lagbs) + lasbe)). (a9)

and can be detected by D Dg, D, D7, D3Dg, or D4Ds. In this
way, Bob can obtain that the encoded polarization Bell state
is |4, ). Combined with his own operation, he can further ob-
tain that the polarization state after Alice’s encoding is |¢, ),
so that Alice’s encoded messages are O1.

In the third case, Alice performs U,, on the T photon.
In this case, the initial state changes to [yy) ® [Wi,5) =
%UHV) +|VH) ® \/Li(lalbg) + |azby)). After the BSA oper-
ation, [y;) ® [{,p) evolves to

1
S(HH) = [VV)) ® (lagbs) + lasbs)). (al0)

so that the output photons can be detected by D Ds, D;Ds,
D3 Dy, or D4Ds. According to Table 1, Bob can deduce the
polarization state is |¢;; ). Then, he can deduce that before his
operation, the polarization state is |$; » and Alice’s encoded
messages are 10.

In the last case, Alice performs Us, on the T photon,
which makes the initial state evolve to [;) ® [Yi,5) =
%(|HV) —|VH))® \%(laﬂ?z) + |a,b1)). After the BSA oper-
ation, the parties can finally obtain

1
5(HV) = |VH)) ® (lagbs) + lasbs)), (all)

which can be detected by D D¢, DyDs, D3Dg, or D4D7. As a
result, Bob can deduce the polarization state is |¢1§ ). He can
obtain that the polarization state before his operation is [y,
and Alice’s encoded message are 11.

Similarly, if the initial state is |¢; ) ® |¢.,p), Bob can also
deduce the encoded messages from Alice based on their de-
tector responses. We also suppose that Bob’s operation is
Us,p.

Sci. China-Phys. Mech. Astron.

May (2022) Vol. 65 No. 5 250311-12
In the first case, Alice performs Ug, on the T photon, and
the above initial state changes to |l,0;>® | ap)- After the BSA
operations, the whole state evolves to
1
E(IHH) —VV)) ® (lasbs) — lasbs)), (al2)
which can be detected by DD, D,Dg, D3Ds, or D4Dsg.
From Table 1, Bob can obtain the polarization state is ¢/ ).
Combined with his operation Uy, he can finally deduce that
Alice’s encoded messages are 00.
In the second case, Alice performs Uy, on the T photon,

causing the hyperentangled state to become Wf; Y|P ) Af-
ter the BSA operation, the state evolves to

%(IHV> —|VH)) ® (lasbs) — lasbs)), (al3)
which can be detected by D Dg, Dy D7, D3Dg, or D4Ds. As a
result, Bob can read out the polarization state as ). Com-
bined with his operation U,,, Bob can obtain Alice’s encoded
messages of O1.

In the third case, Alice performs U, on the T photon, the
initial state will evolve to |¢,) ® I¢_,5). After the BSA, it
evolves to
1
E(IHH) +1VV)) @ (lasbe) — lasbs)), (al4)
which can make D;Ds, D;Dg, D3D7, or D4Dg each register
one photon. Bob can read out the polarization state as |¢; )
and deduce Alice’s encoded messages as 10.

In the last case, Alice performs Us;, on the T photon, caus-
ing the hyperentangled state to become |¢;) ® |¢_, ). After
the BSA, the state evolves to
%(IHV} +|VH)) ® (lagbs) — lasbs)), (al5)
which can make D Dg, D, Ds, D3Dg, or D4D7 each register
one photon. Based on Table 1, Bob can read out the polar-
ization state is |¢;). Considering his operation Uy, he can
obtain Alice’s encoded messages as 11.

Similarly, if the initial state is IL//; ) ® [ 57> We can also
obtain the same results. In conclusion, as long as the same
kind of errors occurs in both DOFs, this one-step QDC pro-
tocol can still transmit correct messages.
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