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Table 3 Monte Carlo simulation results of exp.2 %
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Table 4 Monte Carlo simulation results of exp.3 %

Tk MR

c* ¢ ¢ ¢ ¢ G G G
M2 0 0 2 3 13 0o o0 3
M3 0 0 769 100 43 29 0
M4 0 0 0 2 2 0 0 0

B} 18] 45 58 T 26.65%., @XF T i & %, M2, M3 HI
M4 FJIETE 1, 8 6 58 0. X TR, M2, M3
Fl M4 1) - 34 HE 2R 43 51 R 3.5% . 41.3% F1 0.67%,
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M4 L M3 FEAIK T 40.63%; 1L il #5, M4 4k 7K T M2
HIPL 2 Ak T, AR T M R, Rl i) 28 LS-SVM Il %k,
Akt A [ 1 0 G 06 e, DA 46 TS
BFE . @R 7 4 M2, M3 Fl M4 X338 6 (17 & 1%
ZAEXTH, B, “No spoofing” 182 JC I A 13/
B R, TE 350~ 550 s i A, 3 A AT
AR 1) b 1) 67 R 25 TT A R Bk B, Hoh M4 5
“No spoofing” 175 fb, i £ 55 Sk #30r, whd B 5 1o G B
BAf. 2SRRI . “No spoofing” . M2,
M3 Fl M4 1 3 D07 R 7 i 4 50k 0.4, 1.15,
2.2, 0.66 m, Vi B M4 5 “No spoofing” K BE 458
PEIT, XL M4 Fil M3, RS T 72.72%
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Table 5 Position error and RMSE comparison of C;

Bk R Jbia/m ZKIn)/m L[] /m
FRME 0.99 0.95 1.46
No spoofing ¥y 0.04 0.48 0.07
B 0.16 0.52 0.51
FoRE 1.39 3.08 6.11
M2 ¥ifE 0.21 0.83 0.69
B 0.44 1.1 1.92
PN < 2.70 5.71 11.98
M3 ¥iH 0.42 1.23 1.59
¥R 0.86 1.90 3.84
HRRIE 0.99 1.70 2.63
M4 ¥ifE 0.11 0.63 0.26
B 0.25 0.73 0.99

4 & g

1) 44 T & S IR A AIME & LS-SVM 11y
FEA G, PO BT 1 A 8 e 0 B 1 118 X G DU
BN Akt = O L AT SR B A

2) 7E GNSS Z Gl ol T, Wl L2243t A &

VBRSNS B VAL k3 D SR oL ks i
A REE , A 5 b 55 1 3 X R B R . TR
H 0 25 A A 0% B BRI 4 S LS-SVM I i %k
$ig, 3 3 LS-SVM [l A 114 333000 37 2 A i e 4k v 11
SO B L, A 7 A 15 25 B 22 b SN 7 T
BE T DR e X R R A N B AR X O
R Ah FRAE T, A7 AR TSI R AR

3) FE AL PR 3R (M 0.1 m/s (19 Ak 33k =X R 0
RS R S EG A LM, K R 45 %6 T 26.65%,
R EA T 40.63%, & ALK BEHE R T 72.72%
TIE A B vk L ARG T [ L R 0 R A A
e, 3E H T GNSS/INS B4 4 TR 4 H 7 iR
SR IR A

N A SO R AT RO T X 45 Rl g i R R 7R
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Tightly-coupled GNSS/INS spoofing detection algorithm for
LS-SVM and robust estimation
KE Ye"?, LYU Zhiwei" ", ZHOU Wenlong', DENG Xu', SHANG Xiangyong"®, WU Wenbo'

(1. School of Geospatial Information, PLA Strategic Support Force Information Engineering University, Zhengzhou 450001, China;
2. 31618 of the PLA, Fuzhou 350000, China;
3. Key Laboratory of Electro-Optical Countermeasures Test & Evaluation Technology, Luoyang 471000, China)

Abstract: The traditional spoofing detection algorithm suffers from a prolonged time of detecting ramp
spoofing with small slopes, a high false alarm rate, and a high missed detection rate. Therefore, this study proposes a
spoofing detection algorithm with tightly-coupled global navigation satellite system (GNSS) and inertial navigation
system (INS) based on least squares-support vector machine (LS-SVM) and robust estimation. The algorithm
effectively mitigates the influence of spoofing on innovation by adaptively adjusting the gain matrix with robustness.
It then replaces the spoofing innovation in the filter with the forecasted innovation obtained by LS-SVM regression of
the training data set optimized with robustness, thus further improving the detection and processing ability of ramp
spoofing with small slopes. Simulation results show that when detecting 0.1 m/s ramp spoofing, the proposed
algorithm can shorten the detection time by 26.65%, reduce the false alarm rate by 40.63% and improve the
positioning accuracy by 72.72%, compared with the traditional algorithm. The proposed algorithm has the advantages
of fast detection and low false alarm rate, suitable for ramp spoofing detection of tightly integrated GNSS/INS
navigation users.

Keywords: least squares-support vector machine; robust estimation; tightly-coupled GNSS/INS; spoofing

detection; ramped
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